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Guidance Note

The terms and conditions of this RFP have been defined considering full implement&RiA of
Systemat the Utility level. Utility may decide phaseése rollout of suChERP System
General Instructions for Utility:
a) Note 1: The provisions in angle brackets (< >) are for guidance and should be omitted from
the RFP before it is issued to prospective Bidders
b) Note 2: All Projectspecific provisions in this RFP have been enclosed in square parenthesis
() and may be modified, as necessary, before issuing the RFP to prospective Bidders. The
square parenthesis should be removed after carrying out the remoidéctation
c) Note 3: The reference to Utility, in this case DISCOM, is made as <<DISCOM>> and should
be replaced by the name of the issuing DISCOM before issuing the RFP to prospective
Bidders

This model Standard Bidding Document (SBD) has been preparaitl tthe DISCOMs to create
RFPs for iSel ect i onERRS) for SSupply, elmstalldtiont €ognmiastorming, (
Implementation and Support for Cloud Based Enterprise Resource Planning (ERP) System at
DI SCOMO6 wusing this St andQ@wvahn cBdost anp ofahé optiamsto The I
implement ERP as per their requirements The options are defined as follows:

A Option 17 Greenfield Implementation

The ERPSIwill implement ERP for a DISCOM which does not currently possess any ERP or similar

system.

A Option 27 Implementation of additional modules

The ERPSIwill implement selected additional modules on top of the existing ERP system modules

currently functional at the DISCOM.

A Option 37 Replacement of existing system

The ERPSIwill replace the exdting ERP system at the DISCOM with a different system altogether.

This may be required by the DISCOM in case it is not satisfied with the functionality of the existing

ERP system and wants to move to a different platform.

A Option 47 Upgradation of exising system

The ERPSIwill conductenhancemem f t he DI SCOM6s exi sting ERP sys

by the DISCOM in case it currently possess an extremely old version of the ERP systants to

migrate the existing apremises ERP system to a Cleb@lsed systenscope of Work template given

in Section & Annexure C

Additional Instructions for Utility:

1. The provisions in angle brackets>) are for guidance and should be omitted ftbm RFP
before it is issued to prospective Bidders. These provisions are used to highlight sections
applicable to each of the above mentioned options and are additionally marked in red text. The
unmarked sections shall remain common for all Options of iEfREMentation.

2. DISCOM specific provisions are in double angular brackets (<< >>). The DISCOM should
replace these texts with DISCOM specific information like the name of the DISCOM, contact
person, etc.

3. All Projectspecific provisions in the model RFP ledween highlighted in yellow and may be
modified, as necessary, before issuing the RFP to prospective Bidders. DISCOM is advised to
carefully read the SBD and insert DISCOM specific and RFP specific details in the blank and/or
highlighted portions.

4. ERP Prgect will be funded up to maximum 1 year fromgee or sunset of scheme as
communicated by MoP or PFC time to time (whichever is earlier)
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Summary

PART | i BIDDING PROCEDURES AND REQUIREMENTS
Section 1: Request for Proposals (RFP) Notice

This Section includes Request for Proposals.

Section 2: Eligibility and Qualification Requirements

This Section contains information regarding specific eligibildgd qualification requirements
applicable for prospectivieiddersto be considered for further evaluation of their proposal

Section 3 Instructions to Bidders and Bid Data Sheet

This Section consi st sBiddehr® t avBidiDmpid rat sSBiccedttoa t HFluoe ¢ i O |
contains information specifim selectonand corresponds t o t IBidder®l auses
that call forselectionspecific information. This Section provides information to help prospective
biddersprepare their proposals. Information is also provided on submission, opening aratieva

of proposalsselection of successful biddand award of contract.

Section 4 Bidding Forms i Technical Proposal

This Section includes the forms féechnicalProposal thaareto be completedby the prospecie
biddersand submitted in accordancetiwthe requirements of Section 3

Section 5 Bidding Forms - Financial Proposal

This Section includes the financial forms that are to be completed by the prospedtees
including the biddesd costing and pricing which are to be submitted in accordancethwihe
requirements of Section 3

Section6: Project Requirements

This Section describes thbackground informadn of the Poject, Scope of Work, System
Requirement, SpecificationQuality Requirements, Service Level Agreement (SL8)andards,

Activities and Tasks Plans, Rliverables Documentationand otherrequirementsfletails related to
and/or connected with thedject

PART Il T CONTRACT FORM AND CONDITIONS OF CONTRACT

Sedion 7: Contract Form and Conditions of Contract
This Section includes standazdntract formlt includesGe ner al Conditions of Con

Speci al Conditions of iRodetclawastspedfiéi ® Ghdantract toT he SC
supplement the General Conditions.

PART Il T Contract Related Forms

Section8: Contract Related Forms

This Section includes therm used to notify Award of the dbtract to the gccessful biddeand the
form for Performance Security to be furnished by the bidder
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ABBREVIATIONS

Letter of Authorization/ Letter
ACL Access Control Lists LOA/LOI | of Intent
Ministry of Electronics
ACR Annual Confidential Report MEITY Information and Technology
AMC Annual Maintenance Contract| MFA Multi-Factor Authentication
Application Programming Management Information
API Interface MIS Systems
APT Advanced Persistent Threat | MM Materials Management
Multi-Protocol Label
ATS Annual Technical Support MPLS Switching
BCP Business Continuity Plan NAT Network Address Translation
Network Bandwidth Service
BG Bank Guarantee NBSP Provider
BGP Border Gateway Protocol NIC Network Interface Cards
Bl Business Intelligence o&M Operation and Maintenance
Open/Portable Document
BOQ Bill of Quantities ODF/PDF | Format
Original Equipment
BPML Business Process Master Listf OEM Manufacturer
Open Platform
CCB Change Control Board OPC Communications
CCN Change Control Notice (O Operating System
Indian ComputeEmergency Open Web Application
CERT-In Response Team OWASP | Security Project
Capability Maturity Model
CMMI Integration P2P Peer to Peer
Contract Performance
CPG Guarantee PDA Personal Digital Assistant
Program Evaluation Review
CRP Conference Room Pilot PERT Technique
Public Key Cryptography
CSP Cloud Service Provider PKCS Standards
DC Data Center POA Power of Attorney
DDA Data Digitization Agency POP3 Post Office Protocol version 3
Pre-Qualification
DDOS Distributed Denial of Service | PQR Requirements
Dynamic Host Configuration Project Planning &
DHCP Protocol PS Management
DISCOM Distribution Company PSU Public Sector Undertaking
Document Management
DMS System PT Performance Testing
DMZ Demilitarized Zone QA Quality Assurance
DNS Domain NameSystem QC Quality Control
Redundant Array of
DRC Disaster Recovery Center RAID Independent Disks

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an&upport for
Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ TendeNo [,,,,,,, to be inserted by ULtility,,,, 1111100010



Summary, Abbreviations & Table of Content

Restructured Accelerated
Power Development and

EMD Ernest Money Deposit R-APDRP | Reforms Programme
Element / Network Relational Database
EMS/NMS Management System RDBMS Management System
Revamped Distribution Secto
ERP Enterprise Resource Planning RDSS Scheme
Enterprise Resource Planning
ERPSI System Integrator RFP Request for Proposal
ESS Employee Self Service RFP Radio Frequency
Reports, Interface, Conversio
Finance and\ccounts Enhancements, Forms and
F&A Management RICEFW | Workflow
Recovery Point Objective /
FAQ Frequently Asked Questions | RPO/RTO | Recovery Time Objective
FMS Facility Management Serviceg§ SAAS Software as a Service
Functional Requirement
FRS Specifications SAN Storage Area Network
SysAdmin, Audit, Network
FTP File Transfer Protocol SANS and Security
General/Special Conditions of Supervisory Control and Data|
GCC/SCC Contract SCADA Acquisition
Guidelines for Indian System Development Life
GIGW Government Websites SDLC Cycle
Geographic Information Softwaredefined Wide Area
GIS System SD-WAN | Network
GPS Global Positioning System ERPSI System Integrator
GST Goods and Services Tax SIT Systemintegration Testing
GUI Graphical User Interface SLA Service Level Agreement
Host Intrusion Prevention
HIPS System SMTP Simple Mail Transfer Protocol
High-Level Design / Low
HLD/LLD Level Design SOA Service Oriented Architecture
HRM Human Resourc®lanagement| SOAP Simple Object Access Protocq
Statement of Work/ Scope of
HTTP/HTTPS | Hypertext Transfer Protocol | SOW Work
laaS Infrastructure as a Service SPOC Single Point of Contact
Internet Control Message
ICMP Protocol SQL Structured Query Language
Identity and Access
IDAM Management SSD Solid State Drive
Intrusion detectiomsystems ang
IDS/IPS intrusion prevention systems | SSE Server Side Encryption
IFB Invitation for Bids SSL Secure Sockets Layer
INDAS Indian Accounting Standards | STLC SoftwareTesting Lifecycle
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Standardization Testing and

I0C Indicator of Compromise STQC Quality Certification

IOPS Input/Output Per Second TAC Technical Assistance Centers

IP Internet Protocol TCP Transmission Control Protoco
Integrated Power Developmer

IPDS Scheme TIFF Tag Image File Format

IPS Intrusion Prevention System | TPAA Third-Party Audit Agency
Information Security Technical Qualification

ISMS Management Systems TOR Requirements
International Organization for TechnicalRequirement

ISO Standardization TRS Specifications

IT Information Technology TSI Turnkey System Integration

ITB Instruction to Bidders UAT User Acceptance Testing
Information Technology

ITIL Infrastructure Library uT Unit Testing

ITSM IT Service Management VM Virtual Machine

IVR Interactive Voice Response | VPN Virtual Private Network

JDBC Java Database Connectivity | WAF Web Application Firewall
Joint Photographic Experts

JPEG Group
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Part I. Bidding Procedures and Requirements

PART |

BIDDING PROCEDURES AND REQUIREMENTS
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Section 1. Request for Proposal Notice

Sectionl. Request for Proposal Notice

Selection of System Integrator for Supply, Installation,
Commissioning, Implementation and Support for
Enterprise Resource Planning (ERP) System

PROCUREMENT NOTICE

(Single Stage Two-Envelope Least Cost Selection (L1) Bidding Process with e
Procurement

OPEN COMPETITIVE PROCUREMENT

Contract Title: ASelection of ERPSI for Supply, Installation, Commissioning,
Implementation and Support for Enterprise Resource Planning (ERP)
Systend 6

Request for Proposal (RFP)Tender Number: [€ € é é é é . ]

,,,,,,

1. [é . Nameof Utilityé ] (hereinafter also referred to @dltility § invites online Proposals for
fiSelection of System Integrator for Supply, Installation, Commissioningmplementation and
Support for Enterprise Resource Planning (ERP) System Bidders are advised to note the
clauses orEligibility and QualificationRequirements in Sectigh and Evaluation Criterian
Section3 of the RFP Dcumenffor evaluation of Proposals

2. Bidding for selection oBystem Integratawill be conducted througbomesticcompetitivebidding
on turnkey basis

3. The RFP Dcument is available online gré name of website to inserted by Utiitye é ] from
[DDMMYY ] to [DDMMYY ] on payment ottost of documentTiender Feeas indicated in the
TABLE below The prospective Bidders would be responsible fodownloading the RFP
Document andensuring that any addenda/ corrigendum/ amendmdatification thereto
available on the website is also dowedied and incorporated.

4. The bidding shall be conductethder Single StageTwo-EnvelopelLeast CostSelection(L1)
Bidding process with eProcurementas specified in Section 3.

5. Under the Single Stage Twenvelope Bidding process, tidder shall not quotedisclose,or
submit its price in the Technical Proposal (First Envelope) or in any other manner, whatsoever,
except as part of the Financial Proposal (Second Envelope). In case of acgmuiance in
this regard, the Proposal shall be-aghtly / summarily rejected.

6. An incomplete and/or ambiguous and/or conditional Proposal and/or Proposal submitted late is
liable to be ignored/ summarily rejected.

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an&upport for
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Section 1. Request for Proposal Notice

7. Proposal must be submitted online through tracurement/ -@endering process speéifl in
Section 3. Any Proposal or modifications to Proposal received outsidePite@rement system
will not be considered, unless otherwise specified in Sectithilgy shall not be held liable for
any delays due to-Rrocurement/-@endering systerfailure beyond its controEven though the
system will attempt to notify the bidders of any bid updates, Utility shall not be liable for any
information not received by the bidder. It
the latest inbrmation related to this RFP.

8. The Bidder should provide detailed information on any litigation or arbitration arising out of its
completed contracts or contract under execution during the last five years whithmee of the
Utility >>. A history of awardsnvolving litigations against the Bidder, or any part or JV may
result in rejection of bid. The Bidder should furnish the-deklflaration stating the above and
upload the same along with the other documents in the relevant field iptbeusement porta
failing which the offer is liable to be rejected

9. If the information furnished by the Bidder found to be false at any stage of tentexiecution,
then the <dName of the Utility>>, at its discretion may act against such Bidder. If false
informationis found at the Tendering stage Kame of the Utility>> may forfeit the EMD paid,
disqualify the offer of such Bidder, blacklist the Firm etc. If false information is found at
execution stage, then Iame of the Utility>> may cancel the works awardéakfeit the Bank
Guarantee furnished against the performance of the contract, blacklist the Firm, besides initiating
action for recovery of excess money paid byName of the Utility>>, if any after getting the
works executed from other contractors, |&guidated damages etc.

10. Important dates, amounts and other detaéigaining to this RFP Notice including submission
and opening of proposal, cost of documéisnder Feeaddress for communication, etc., are
givenin the TABLE below.

11. If Utility office happens to be closed on the specified date of opening of the Proposals, the
Proposals/ bids will be opened on the next working day at the same timesiandonline
joining link or as may be notified biytility .

12. Other details can be seen in the Rieleument.

TABLE - Important Dates, Amounts and Other Details
<Please Note: This needs to be filled out by the Utility>

Dates
Date and Time Proposed
Timeline

a) | Commencementof downloading of this | |<<Enter date of T day

RFP and ebidding commencement>
b) | Prebid meeting : T+2 weeks
c) | Lastdatefor e-bidding : T+4 weeks
d) | Lastdatefor receiptof RFP : T+5 weeks
e) | Bid Opening Technical Bi¢if possible) : T+6 weeks
f) | Evaluation ofTechnical Bidand Openingdf |: T+7 weeks

FinancialBid
g) | Issue of Letter of Award (LOA) : T+8 weeks

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an&upport for
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Section 1. Request for Proposal Notice

h) | Executionof ERP System IntegratofERPSI) |: T+8 weeks
Contract

Amounts for Bidding

a) | Tender Fee to be submittedwith the RFP : [INR [X]
(Non- Refundable)

b) | Bid Security (Refundable) . |INR [X] crores

c) | OtherPayment®r BankGuaranteefor the ERPSystem IntegratafERPSI) shall beasperthe
termsandconditionsdefinedin this RFP

Other Details

a) | Address for Communication including Contact details

b) | Payment of cost of documeriténder Fee:
1. Tender Fee shall be made in the form of A/C payee demand draft in favour of Uti
RTGS payable at [Place]drawn on é&gheduled Commercial Bank.

2. Tender Fee (or its receipt in case of RTGS payment) and Bid Security must be sl
in physical form in a sealed envelope at address given above, before the Bid Subr
Deadl ine. The sealed envelope shall
[RFP Nameand Detalls. 06 The sealed envel ope stha
Lead Consortium Member/ Sole Bidder submitting the, Balfurther detailed in Sectio
3.

3. Any Bid not accompanied by a Tender Fee as above shall be rejedtititypyas non
responsive.

4. Tender Fee is nerefundable

c) | Other Paymentsor Bank Guaranteegor the RFP/ Contracshall beas per the termsand
conditionsdefinedin this RFPDocument
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Section 2. Eligibility Requirements

Section 2 Eligibility and Qualification Requirements

1. The Bid can be submitted by a Sole Bidder as an individual entity or a Consortium of
firms/companies (specific requirements for Consortium are given udldeise5 below)
who are eligible to participate in tenders for public procurement in India in accordance with
Applicable Lawsincluding any amendments or modifications to the same from time to time.

2. If at any stage of the bidding, any order/ ruling is found to have besedgas the last 1
(one) year preceding the Bid submission deadline by a competent Court of Law or any
appropriate Commission or any Arbitral Tribunal against the Sole Bidder/ Lead Bidder/ any
Consortium Members or its Affiliates for breach of any Contraatarded by any
Government agency/department, then Bids from such Bidders shall be liable to be rejected.
All Bidders shall confirm in accordance Emrm7 given in Sectior that no such order(s)/
ruling(s) have been passed by a competent Court of Law or an appropriate Commission
against it or its Affiliates. In case of any such order/ ruling, it is the duty of the Bidder to
inform Utility for the same during the Bid subrsiign.

3. Technicallyqualified Bidders shall continue to maintain compliance with the Eligibility and
Qualification Requirements specified herein. Failure to comply with the aforesaid
requirements shall make the Bid from such Bidders liable for rejection at any stage of the
bidding process.

4, To be eligible to bid, the Bidders must ensure compliance to the following, failing which
they shall not be eligible:
Restrictions under Rule 144 (xi) of GFR 2017: Restrictions on procurement from a
bidder of a country which shares a landborder with India

a) Any bidder from a country which shares a land border with India will be eligible to bid
only if the bidder is registered with the Competent Authority.

b) "Bidder" (Seller / Service Provider) means any person or firm or company incluajng a
member of a consortium or joint venture (that is an association of several persons, or
firms or companies), every artificial juridical person notimglin any of the descriptions
of bidders stated hereinbefore, including any agency branch or offiteled by such
person, participating in a procurement process.

c) "Bidder from a country which shares a land border with India" for the purpose of this
Order/ Rule means:

a. An entity incorporated, established, or registered in such a country; or
b. A subsidary of an entity incorporated, established, or registered incsuafitry; or
c. An entity substantially controlled through entities incorporated, established
registered in such a country; or
An entity whose beneficial owner is situated in such a country; or
An Indian (or other) agent of such an entity; or
A natural person who is a citizen of such a country; or
A consortium or joint venture where any member of the consortium or venture falls
under any of the above
d) The beneficial owner for the purpose of (Ill) above will be as under:

1. In case of a company or Limited Liability Partnership, the benefamaler, or the
natural person(s), who, whether acting alone or together, or through amerer
juridical person, has a controlling ownership interest or who exercise control through
other means. Explanatién
a. "Controlling ownership interest” means ownership of or entitlement to more than

twenty-five percent of shares or capital or profits & tompany;

b. "Control" shall include the right to appoint majority of the directors to control the
management or policy decisions including by virtue of the shareholding or
management rights or shareholders agreements or voting agreements;

Q@™oo
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Section 2. Eligibility Requirements

5.

51

52

53

2. In case of a pamership firm, the beneficial owner is the natural person(s), who,
whether acting alone or together, or through one or more juridical person, has
ownership of entittement to more than fifteen percent of capital or profits of the
partnership;

3. In case of amnincorporated association or body of individuals, the beneficial owner is
the natural person(s), who, whether acting alone or together, through one or more
juridical person, has ownership of or entittement to more than fifteen percent of the
property orcapital or profits of such association or body of individuals;

4. Where no natural person is identified under (1) or (2) or (3) above, beneficial owner is
the relevant natural person who holds the position of serving managing official,

5. In case of a trust,he identification of beneficial owner(s) shall include the
identification of the author of the trust, the trustee, the beneficiaries with fifteen
percent or more interest in the trust and any other natural person exercise ultimate
effective control over thtrust through a chain of control or ownership;

e) An Agent is a person employed to do any act for another, or to represent another in

f)

dealings with third person.

The successful bidder shall not be allowed tocufitract works to any contractor from a
courtry which shares a land border with India unless such contractor registered with the
Competent Authority.

Eligibility Requirementdor Consortium

Members of the Consortium shall enter into a binding Consortium Agreement, in the form

specified at Forn8( t he A Cons or tgivemin Segionel effREMDocuinent

for the purpose of submitting Bid. The Consortium Agreement, to be submitted athng w

the Bid, shall, inter alia:

(a) convey the intent to comply with the terms and conditions of BR® System
Integrator ERPSI) Contract in the event selected to undertake the Project; and

(b) clearly outline the proposed roles and responsibilities, if argacti member.

Every Consortium Member shall provide consent to the [Syamtem Integrar (ERPSt

Lead and makeitself aware of all the proceedings of the bidding process and Project
implementation through legallgnforceableConsortiumAgreementpower of attorneys,

legal undertakings, etc. (if applicable) entered amongst all members of that Bidding
Consortium including but not limited to those as prescribed in Form 8, Form 9 and Form
11 given in Section 4. In the absence of duly executed forregsBid shall not be
considered for evaluation and shall be rejected.

The ERPStLead shall be liable for the execution of the entire obligation in ERP
System Integrator§RPSI) Contract in accordance with the terms and conditions thereof.
Only theLead Consortium Membgwho must be a System IntegratBRPS), shall have

the authority to conduct all businesses for and on behalf of the Consortium during the
bidding process

The Bidder individual entity in case participating ithe bidding as Sole Bidder, or as a
Consortium Member or aERPStLead in case participating in the bidding as Bidding
Consortiumand its SubContractor(s) should not be blacklisted by any Govt. Organization or
regulatory agencies or Govt. Undertakiemgyon ate of submission of the bi@idder should
submit a sefundertaking signed by its authorized signatories for the same as per the format
prescribed in Fornd given in Section 4
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10.

11.

11.1

The ERPSiLead Sole Bidder shall submit the Bid after submitting the Tek@es and Bid
Security as per the various terms, scheduled@nchats prescribed in this RFPurther, The
ERPStLeadshall be the point of contact for the Consortium during the Bid process before
award of the Project to tHeERPSIfor the ERP implementatigrand Utility shall communicate
directly to the contact person appointed through the Power of Attorney as per @~giveri

in Section 4

The Technically Evaluated Entity may be ti@ole Bidder or the ERPSiLead of a
Consortiumas the case may behe Consortium may consist of Zzmbers at the maximum
(i.e., theERPS}Lead and thaERPSlZ“"). The ERP OEM, CSP and DDA are all sub

contracted.

No further sukcontracting other than as mentioned in -Bualification and Technical
evaluation criteria will be allowed during any stage of the project implementation without

prior consent 0&<DISCOM>>,

Post successful onboarding, the bidder shalbafst<<DISCOM>>in procurement of Sb
WAN Services Provider (SWVANSP). After selection of competent service providers for
Network Services, the<<DISCOM>>will sign a tripartite agreement witkERPSI and
respective service providers i.e., SDANSP. <Necessgy only in the case ofCloud

Implementatioronly>

Qualification Requirements

The technical and financial requirements of qualificafienthe System IntegratoERPS)

are as follows:

The prospective Bidder (referred BRPStLead) and the 2nd consortium member (in case of
a consortium; referred d@&8RPS#2nd) shall have to enclose all documentary evidence in

support of pregualification criteria

Sl
No

Requirements

Supporting Documents

GENERAL

11

The Sole Bidder shouldbe a company registerg
under the provisions of the Indian Companies 4
1956 / 2013 or a partnership firm under the Ind
Partnership Act, 198 or the Limited Liability
Partnerships Act, 2008.

In case of consortium,the consortium membel
should be a ampany registered under ti
provisions of the Indian Companies Act, 195¢
2013 or a partnership firm under the Ind
Partnership Act, 198 or the Limited Liability
Partnerships Act, 2008.

1 Certificate of incorporation

Partnership deed

1 GST Registration

i Certificate of commencement

business (if applicable)

(Such supporting documents

submitted for Bidder/ all the consortiu

members, as applicable)

should

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an8upport for
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The ERPSIshould have at least CMM/CMMI levg
5 valid certification. In case of a consortium, tf

Copy of certification from authorize

1.2 | requirement needs to be met by ERPStLead and certification body valid as on date
ERPSHI2™ must be 1SO/ IEE001: 2008/2015 o y
above certified.
Bidder should be authorized systel
13 integrator/implementation partner of the offer Letter from OEM of offeredERP OEM
" | ERP OEM Producdor sale, support, and services| Product
the offered ERROEM Product
The ERPSIL ERPS#2™ shoul :
e ERPSilead and ERPSI2™ should not b - opoy o ¢ ERPSIZ™ shall submit
blacklisted or debarred by any govt. organizatior . .
1.4 . . seltdeclaration on nodudicial stamp
public sector organisation as on the date
. . paper of Rs. 100/
submission of bid.
The bidder must havat least more than @ full
time resourcesf the proposed EHR OEM product
Additionally, bidder must have at lea$d OEM
15 certified resources of each proposed module off Copy of Selideclaration certificate with
" | proposedERP OEM Product the details of OEM Certified Resource
In case of a consortium, the requirement may be
jointly by ERPStLead and th&€RPSH2™
2 FINANCIAL
Minimum Average Annual Turnover (MAAT) fo
best three years out of last five financial years off Copy of Annual Audited Financig
bidder should not be || Statements certified by Charter
104 of the estimated cost of the project. Accountant for the preceding five years
2.1
In case of a consortiunERPStLead andERPS} | (Such supporting docoents should b
2nd combined should meet this requirement| submitted for Bidder/all the consortiu
turnover, withERPStLead meeting minimum INF members, as applicable)
e€é. Crore i.e., 90% ou
Copy of Annual Audited Financia
Net Worth for the each of the last three Finan| Statements  certified by  Charter
Years should be positive. In case of a consortil Accountant for the preceding three yeg
2.2 | both theERPS}Lead andERPS#2nd should have

positive net worth ireach of the last three audit
financial years <DISCOM should add the specif
yearsto avoid ambiguity, depending on when

Net worth calculationso be done as p¢
the given definition and certified by &
Auditor/ Chartered Accountant
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chooses to float the RFP>

Networ t hd wi | | consi st

free reserves, balance in share premium accq
and capital reserves representing surplus aris
out of sale proceeds of assets but not rese
created by revaluati o
6accumul ated | oss bal g
assets and Deferred Re

(Such supporting documents should
submited for Bidder/all the consortiun
members, as applicable)

CREDENTIALS AND EXPERIENCE

The Bidder(s) should have implemented at I¢
One (1) Turnkey IT System Integration (T
project including supply of Hardware/cloy
services, Software, licenses along with installat
configuration, customization, implementation, R
Out as well as mviding FMS services / Syste
Operation services during the 18%n (10) financial
years,

worth at least INR24 Cr. or 80% of the estimate
cost whichever ishigherOR,

two projects each costing not less than the am
equal to INR.15 Cr.or 50% of the estimated cQ9
whichever ishigherOR,

three projects each costing not less than the ar
equal to INR.12 Cr.or 40% of the estimated cQ9
whichever ishigher.

1 Necessary Purchas
order/LOl/Contract/Certification o
client letterhead/Completio

certificate as on date of Bid as prg
of services provided

3.1

The Bidder should have been in the IT / Softw
services for the lasiO years. Further, the biddg
should have successfully implementdtwo) ERP
Projects of th&eRP OEM Produdn India in lastl0
years.

(In case of a consortium, this requirement need
be met by th&RPStLead.)

Further, inboth projects mentionedbove

1 the offeredERP OEM Productnust have bee
implemented in aCentral/StatePSU or Govt.
Organization or Power sector (Generation,
Transmission or Distribution)The experience
of implementation of ERP in Power sec|
(including  Generation, transmission
distribution) in private sector shall also
considered. However, at least one ERP prg

must have been implemented in Central/S

1 For Completed projects: Bidders
must  provide the Necessary
Purchase Order/ LOIl/ Contract
Agreement. Further, the bidder mi
provide the successful completi
letter from the clientThe successfu
completion shall include at least o
year FMS subsequent to Give.

1 For ongoing Projectss  Bidders
must provide the Necessa
Purchase Order/ LOI/ Contra
Agreement. Further, the bidder my
provide a letter from the client
explicitly mentioning that the projeq
has successfully achieveGo-Live
status.

(*Completion Certificate for completed
projects shall beissued after theGo-Live
andat least one yeafMS period is over)
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PSU or Government organization.

1 the offered ERP OEM Productshall have
cumulatively750 transactionaliserbasein two
eligible ERP projects

1 At least3 modules out of following functions
modules of the offereBERP OEM Producmust
have been implementéd

o Financeand Accounting (Mandatory
for option 1 and 3

0 Purchasing/Contract Management

Inventory Management

o Governance, Risk and Complian
(GRC)

0 Human Resource ManagemeRayroll

and ESS (Mandatory for option 1 &

3

Business Intelligence Reporting

Document management system

E-Office

Any additional module in case ¢

further additionof module <Option 2

Only>

(@]

O O o o

1 Out ofthetwo (2) implemented projectat least
one (1)shouldbe successfully completg@Go-
live achieved followed by completion af least
one year FMShand second (Bd) project must
haveachievel Go-live status.

11.2 The technical and financial requirements of qualification forERP OEMare as
follows:

Sl. . :
No Requirements Supporting Documents
GENERAL

1 Certificate of incorporation
The ERP OEM should be incorporated in In Partnership deed

1 under the Companies Act 1956r at least 1C  GST Registration

years. i Certificate of commencement
business (if applicable)
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The offered ERP OEM product should have b
implemented on a Cloud based IT Infrastruct

Purchase Order / Client Certificate alo

2 for at least One customexApplicable only in| with user certificate

case Cloud Infrastructure is being procured>
FINANCIAL

Minimum Average Annual Turnover (MAAT) fo

best three years out of last five financial yeary Copy of Annual Audited Financig
3 the ERP OEM should not be less than INR H Statements certified by Charterec

Hundred (500) Crore. ERP OEM must hg
positive net worth.

Accountant for the preceding five year

CREDENTIALS AND EXPERIENCE

The OEM of theERP OEM Producshould have
at least Five (5) Implementation Partners / Sys
Integrators who must have experience

implementation of the proposed ERP OE

Self-certificate by the ERP OEMvith

4 roduct in enterprises the list of five (5) implementatio
P P Partners / System Integrators with det:
Partners must have implemented at least Ong of the projects
ERP System not more thden (10) yearsearlier
from the date of submission of bid.

The ERP OEM product should have been| 1 Bidders must provide the Necesss
successfully implemented at lea&t(three ERP Purchase Order/ LOI/ Contra
Projects of the offereBRP OEM Producin India Agreementalong with a cover lette
in last 10 years with at least 500 ERP licenseg from the ERP OEM Further, the
5 each project. bidder must provide the success
completion letter from the client.
Out of the3 (thred projects at least (on€) project
must have been implemented FPower Sectol (*Completion Certificate is issued after tf
(Generation, Transmission Distribution) Go-Live and FMS period is over)
ERP OEM product must be specific and lat
version for India with statutory requiremer
mcorporgted and shoulq have a localizal Self-Certifications by the authorize
6 support in terms of Excise, Income Tax, GY _.
" . . . signatory of the OEM.
auditing etc. specific to Indian requirements.
should also support datatgnin Hindi/regional
languages a second language also.
ERP OEM should have Service Level Agreem Details of Support Services with addre
7 (SLA) based support for offered products

related issues with first level support point

India. The support should be available

of support centres in India along wi
Self Certification by the authorize
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24x7x365 basis with Technical Assistance Cen
(TAC)/Support Centre based in India.

The support centre should offer pgsiies suppor
including Tele support fahe offered products.

signatory of the OEM.

11.3. The technical and financial requirements of qualification folGB8& Vendoare as

follows:

Sl.

Requirements
No q

Supporting Documents

GENERAL

The Cloud Service Provider (CSP) should
incorporated and registered in India under
1 Indian Companies Act 1956 and should have b
in operation in India from minimum of last Fiy
(5) financial years ending 31st March 2022.

1 Certificate of incorporation
Partnership deed

1 GST Registration

i Certificate of commencement
business (if applicable)

The Cloud Service Provider (CSP) must
empanelled with the Ministry of Electronics
Information and Technology, Government
India (MEITY).

a) Valid STQC Audit Complian
certificate.

b) Proof of valid Empanelment &
MEITY (reference oMMEITY website or
Empanelment Certificate).

The proposed Cloud Se
3 Data Centres /DRC Centres shall be in India

Self-certificate singed by authorize
signatory and duly attested by t
Bidder.

ProposedCloud Service ProviddlCSP)should be
SOCi 2 Type Il compliant.

Copy of relevant certificatioror self
certification

FINANCIAL

The CSP should have a turnover of INR Fifty (§
Crores in the last three (3) of five (5) financ
years for Data Centre related servigasluding

cloud service solutions

Certificate by a Chartered Accountat
for the preceding five years

11.4. The technical and financial requirements of qualification for the Data Digitization

Agency (DDA) are afollows:

<APPLICABLE ONLY WHERE DDA IS SUB-CONTRACTED BY THE ERPSI>
This criterion is applicable if thERPSIdecides to sulontract the data digitization part of the scope

of work to a thirdparty.

l. . .
ﬁlo Requirements Supporting Documents
GENERAL
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The Data Digitization agency should ha
executed or completed laast two (2) projects fo
providing the workforce and carrying out dé
1 entry and data digitization service of not less t
INR ------- Lakh per annum for each projeand
handling of at least----- Lakh physical recorg
digitization

Work order / Purchee Order directly
placed on Data Digitization Agend
/through ERPSI along with Agreemen

copy

Incorporation CertificateAnd

Work order / Purchase Order direc
placed on Data Digitization Agend
/through ERPSI along with Agreemen

copy

The Data Digitization agency should ha
experience of minimum three (3) years
providing Data Digitization services as mentior]
in the scope of workSection 6 Sulsection 4)

11.5. For the purposes of satisfaction of Technical Requirement, the foll@hadgapply:

a) Eligible Projects, as referred in Technical Requirement, shall mean works contracts for
developing asset/ facility in India or abroad which involve building/ installing, and
commissioning/ gdive such asset/ facility but shall not include amsignment where the
scope is limited to only (i) supply of goods or (ii) supply of manpower;

b) Projects that have achieved completion/ or have achieved commissionitige gas
identified in the Project document(s) at least 7 (seven) Days prior to th&ubichission
Deadline shall be considered.

c) Forthe purpose aflausea and b above theligible Project(s) in th€ower sector shall mean
projects relating to generation or transmission or distribution of electricity;

12.  Technical Evaluation Criteria

The prospective Bidder (referred &RPStLead) and the " consortium member (in case of a
consortium; referred aERPS#2™) shall have to enclose all documentary evidence in support of
technical evaluation criteria

12.1Technical evaluation criteria of System Integrator

Sl. [Criteria Max |Supporting Documents
No. Score
1 [Technical Presentation 10
Marks
1.1 [Presentation by the bidders on their understanding { 10 |Presentation delivered by
business/ functional requirements of <<DISCOM>>s Project Manager a
proposed solution and implementation approach. Assistant Project Manag
who are proposed to
Min 5 , Max 10 deployed orfull time basis &
client locations until GO Liv
Bidder has to get minimum 5 marks to technically qu and shoul d
in 1.1 section. understanding of th
business/functional
requirements of th
<<DISCOM>>, the propos
solution and implementati
approach.
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Sl.
No.

Criteria

Max
Score|

Supporting Documents

2

Human Resource / Manpower Proposed

15
Marks

2.1

Project Manager (Projectdcharge)

Should have worked as a Project Manager for |
Projects of System Integration (More thiddR. 24 Cr. or
80% of the estimategroject cost whichever ishighei)
with Central / State GovPErivate Organizations in Reer
Sector:

1 More than 2 projects= 2 Marks
1 2 projects=1 Mark

Total Years of Experience:
9 >=20 Years1l.5Marks
1 >=15and < 20 Yeard: Mark

Relevant experience in offered ERP:
1 >=15 Years: bMarks
! >=10 and < 15 Yeard: Mark

Self-Certified CV

2.2

Associate Project Manager (Project Coordinato
<<DISCOM>>)

Worked as a Project Manager for Projects of Sy
Integration (More thaniINR. 24 Cr. or 80% of th
estimatedprojectcost whichever ishighel) with Central
State GoviPrivateOrganizations in Power Sector:

1 2 or more projects2 Mark
1 1 Project =1 Mark

Total Years of Experience
T >=10 Years2 Mark
T >=5and < 10 Yeard: Marks

Self-Certified CV

2.3

Data Base Administrator

5 yearsoéikemafker i ence
Greater than 52magar so ex

Self-Certified CV

2.4

IT Infrastructure expert
10 yearsd lemxkperi ence
Greater than 10 years of experieiicdmarks

Self-Certified CV

2.5

Cloud Services Expert
5 year so6i kEbmprer i ence
Greater than 52madar sd ex

Self-Certified CV

Turnkey System Integration (TSI) Experience

10
Marks

3.1

Bidder should have at least (1) turnkey project work w

bidder has implemented hardware/Cloud, soft

10

Copy of Work / Purcha
Order

! No subcontracting for resource deployment allowed
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Sl.
No.

Criteria

Max
Score|

Supporting Documents

a)

A
A

b)
A
A
c)

A
A

including licenses, network components etc. during th
10 (ten) financial years,

for oneproject value not less thdNR 24 croreor 80%
of the estimated project casthicheveris higher)
One (1) project 9 Marks
Two (2) projects 10 Marks

OR,
two projects each costing not less than the an
equal to INR. 15 Cr. or 50% of the estimated
whichever is higher
Two (2) projecsi 9 Marks
Four @) projectsi 10 Marks

OR,
three projects each costing not less than the al
equal to INR. 12 Cror 40% of the estimated cd
whichever is higher.
Three(3) project9 Marks
Six (6) projectsi 10 Marks

&

Certificate of GeLive
Certification for project beir|
operational as on date of |
Submission as proof
services provided

ERP Implementation Experience

15
Marks

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an8upport for
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Sl. [Criteria Max [Supporting Documents
No. Score
4.1 [The bidder should have successfully implemented af 10 |f For Completed projects
two ERP Projects of the offered ERPEM product if Bidders must provide t
India in lastl0 (ten)years with at least 500 ERP license Necessary Purchg
each project. Order/ LOI/ Contra
Further in both projects mentioned aboye Agreement. Further, t
1 the offered ERPOEM product must have be bidder must provide t
implemented in a Central/State PSU or Gov successful completi
Organization or Power sector (Generati letter from the clientThe
Transmission or Distribution) successful completi
1 At least 3 modules out of following functions shall include at least o
modules of the offered ERBEM Product must ha year FMS subsequent
been implementéd Go-Live.
o Finance and Accounting (Mandatory for
option 1 and 3 1 For ongoing Projects:.
0 Purchasing/Contract Management Bidders must provide t
0 Inventory Management Necessary Purche
0 Governance, Risk and Complian¢eRC) Order/ LOI/ Contra
0 Human Resource ManagemeRayroll & ES Agreement. Further, t
- (Mandatory for option 1 and 3 bidder must provide
0 Business Intelligence Reporting letter from the clie
o Document management system explicitly mentioning thé
o0 E-Office the project hé
o Any additional module in case of furt successfully achieved @
addition ofmodule<Option 2 Only> Live status.
(*Completion Certifiate fo
Total number of ERP projectompletedoperational completed projects shall
A 2 ERP projectgat least lcompletedprojec) i 6 issued after the Ghive anda
Marks least one yearFMS period i
A 3 ERP projects(at least Zompletedprojecty i 8 over)
Marks
A >=4 ERP project$at least completed projec)s
10 Marks
4.12 1 1ERP project irPowersectori 4 Marks. 5
1 2 ERP project in Power sectiob Marks
5 Bi dder 6s Cl o u kAppkcable e only eiff 10
DISCOM opts for Cloud Implementation> Marks
5.1 [The Bidder(s) should have experience of Cloud § 10 |Work Ordes / Purchag
solution hosting projects(any cloud hosting projec Ordes  and Successf
experience allowed) Completion Certificatesf the
projectmentioning the cosif
1 1 projecti 7.5Marks cloud componentissued b
1 2 projects 8.5Marks Officers not below the rank
f 3 projects 10Marks Executive Engineer
(*Completion  Certificate fd
completed projects shall
issued after the Ghive and at
least one yearFMS period i
over)
6 [FRS Compliance with Solution 20
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compliance of the proposed solution as per format eng
for each of the Functional Requirements. The compl
shall be categorized as under:

1 Availability of full functionality as part of th
solution proposed through parameterizatiorn
software configuration (i.e., no code chal
would be given higher weightage. i.e., Comp
(©€)

1 Where part functionality is aidable, or th
required functionality is met with customizat
OR an adebn/bolton software including a
bespoke development would be given Ig
weightage i.e., Customized Compliant (CC)

1 FRS must be demonstrable. Random sa
verification may be congtted during presentatig

All line items as mentioned in FRS would be consid
along with weightage as mentioned above. The total 1
will be awarded based on the cumulative response an
points for each requirement.

Marks would be awarddohsed as below: (Max. 20 Mar
1 90% & above 20 Marks

1 80%90%- 17.5Marks

1 70%80%- 15 Marks

The Bidder has to score minimuf@ % compliancein this
section6.1 The Bidder having below(% compliance
liable for rejection and may be considerggthnically

disqualified.

Sl. [Criteria Max [Supporting Documents
No. Score

Marks
6.1 | The Bidder(s) shall indicate in the checklist [ 20
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12.2 Technical Evaluation Criteria for ERP OEM

S. [Criteria Max [Supporting
No. Score [Documents
20
marks
1 [The ERP OEMproductshould havebeensuccessfully implement(15 \Work order
at leasthreeERP Projects of the offerdERP OEMProductin Indig Purchase Ord
in last10 (ten)years with at least 500 ERP licenses in each proje directly placed g
OEM /throug
Out of the three (3) projects at least One (1) project must hav ERPSlalong with
implemented in Power Sector (Generation, Transmissio IAgreement  cogp
Distribution) and a cover lett
Total no. of ERP projecisnplemented: from the ER
1 3 ERP project$ 11Marks OEM

1 4 ERP project$ 13 Marks

I >=5ERP project§ 15 Marks
2 |1 ERP project irPowerSectori 4 Marks 5 Work order

2 ERP projects iPowerSectori 5 Marks Purchase Ord
directly placed g
OEM /throug
ERPSIlalong with
IAgreement cof
and a cover lett
from the ER
OEM

The bidder has to provide the details of TQR supporting docurf@rasaluation in the format as per
Form 14(Table of Compliance) Section5

Note: In addition Minimum criteria of each subection shall be met i.e. 12.1(1.1,2.1t0 2.5, 3.1,,
41,4.1a,5.1,6.1) &12.2(1,2) to get qualified

13.  Bid Opening andEvaluation Methodology

The Bid evaluation will be done in followirtgvo (2) stages:
13.1 Stage 1
13.1.1 Verification of Pre-Qualification Criteria

Envelope 1containing the PrQualification Criteria (PQC) Compliance Format gupporting
documentary evidence will be opened. The bids qualifying the PQC will then be taken forward to next
step. Those bids which do not meet the PQC will be summarily rejected.

The bidder has to provide the details of PQR supporting documentgafaaton in the format as per

the PreQualification Compliance Format per Form 14 in Section 4.

13.1.2 Technical Bid Evaluation

Envelope Zcontaining thelechnical Criteria Compliance Format & the supporting documents will be
opened next. Technical @iEvaluation will be done for the bidders who qualify in the-Pre
gualification Criteria(Stage 1) The bidder must provide the details of TQR supporting documents for
evaluation in the format as p#re Technical Qualification Compliance Fornzs per Forni4 in
Section 4.
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1.

Maximum 100 marks shall be awarded under Technical Evaluatidmarking for the same

is defined in the Technical Evaluation Critesiaove

Those Bids which obtain minimu@eventy(70) marks out of 100 in Technical Evaluation

will be considered further for financial evaluation process.

The bidder is supposed to give Technical Presentation after the opening of the Technical
Proposal of their bid.

The marks scored by the bidder in the presentation shall become the part of the technical
evaluation criteria of total 100 marks, which shall be done only for the bidders who fulfil the
Pre-Qualification Criteria.

13.2 Stage 2: Financial Evaluation

Envelope 3containing the Financial Bid Letter and Financial Breakup of Components of the bidders
gualified in the technical Evaluatiostage 2 will be opened next (bidders scoring minim@tout
of 100 in technical evaluationyhe Financial Bid Submission Lettexmplate is the Form 1 iBection

5.

1.

Financial bids shall be evaluated by the Purchaser for completeness and accuracy.
Arithmetical errors will be rectified on the following basis. If there is a discrepancy between
the unit price and the total price thgbbtained by multiplying the unit price and quantity, the

unit price shall prevail, and the total price shall be corrected. If there is a discrepancy between
words and figures, the amount in words will prevail.

The bidder must provide the details afdncial bid and supporting documents for evaluation

in the format as pehe Form 2 of Section.5here will be no podiender negotiation related

to the financial bids

The Financial evaluation of bidder shall be carried out based on the Total cost SiyEiRem

= ERP System Implementation Phase Cost + ERP System Operation and Maintenance Phase
cost for 5 Years as detailed in the Form 2 of SectioAfter the standard ATS and FMS
period of 3 years, the<DISCOM>>can choose to extend the service for additional 2 years

at the same rates as quoted in Fmreancial Breakup of Cost Cormapents (Form 2 Section

5).

The evaluation of the financial bids will be done based @ast CostSelection(L1). The

lowest quote shll be considered as L1. The corresponding bidder shall be declared as a
successful bidder and will be eligible for the award of Work.

Note: The price quoted by bidders shall be in INR. Bidders shall quote base price and GST separately as per BoQ. If the
bidders have quoted the GST price against any item as per BoQ, which is not correct and not matching the actual GST
price, their offer shall be loaded by the actual rate as per applicable GST norms to tendered item/items and the same will
be used to calculz L1 bidder.
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Section 3. Instructions to Bidders and Bidta Sheet

Instructions to Bidder

A. General Provisions

1. Definitions

1.1 Definitions

(a) AERP System Integrator ERPSI) Cont r a ditECRIP
Cont r aft € ®n toshallcrtean the Contract to be enter
into betweenthe SelectedBidder in the eventthe Selected
Bidder is an individual entity Lead Bidder in the event th
Selected Bidder is a Consortiurh and the Utility, for
undertaking the Project;

(b) A B i shall meanthe bid submittedby a Bidder(s)in response
to this RFP and shall include the Technical Bid and t
Financial Bid

(c) ABi dd eshall snpadindividual entity or Consortium of
entitiesbiddingin responseo this RFP. The Bidder can eithe
be a company incorporated under the applicable laws of
relevanturisdiction;

(d)ABi ddciomg or shallumean th&Consortiumof entities
bidding for Project after executing Consortium Agreement
perthe termsandconditionsof this RFP;

(eyAaBi d Dat a S hmeamg an (inBegr& )part of th
Instructions to Bidders (ITB) Section 3 that is used to reflec
issues,details,and conditions specific to the procurement,
supplement and/or modify the provisions of ITB.

(H ABi d Submi s s shalmavétieeanddningmas ascrib
thereto inlTB 17.5;

(@@AaConflict shéll have the measirtg tas ascrib
thereto inlTB 3;

(h) AERPSI 2" shall meanthe Member of the Bidding
Consortiumotherthan the ERPStLead

() A Cont r shalltmean the sanasRERPSO ;

() A Cont r a cshall Faveithe en@aning as ascribed theret
Section 7

(k) A Fi nanc ishall havB thel Meaning as ascribed theret
ITB 16;

() "Financially Evaluated Entity" shall mean the compan
which has been evaluated for the satisfaction of the finar

L ERPStLead in the event the SelectBitider is a Consortium
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requiremenset forth in Clause 8 of Section 2;
(mAdFi nanci al sh&dl meap thessanhed@s Financial Bid;

(N AFi nawWe aardi F Ydhall mean the period starting
from 1st April of a calendaryear to 31st March of the
consecutivealendarear;

(o) Al DRhis Section 3 of the RFP) means the Instructions
Biddersthat, along with other Sections, provides Bidders
with all information needed to prepare their Proposals

(p) NERPSI-Leadd o r i L e aghall Bi¢ad tthee Metnber g
the Bidding Consortium, designated as such by the @
members of the Consortium, having authority to represen
the members before théility ;

(q) AMontho s h a | lcalendar anonths unless otherwis
specified.

NMAOper atdobnaemw i Op er shall bavea the
meaning as ascribed thereto in Clalides of Section 6 of the
RFP Document

(s) A Pr ojshaltmean theUtilityé sERP Project defined in
Clause 1 ofsection 6of theRFP Document

t) AProject Com@fompl elabsmmiythe end
of the Implementation and FMS phase of the Project

(u) A Pr o p shalbnhean the same as Bid and shall include
Technical Proposal and the Financial Proposal;

(vyi Re g doe Bt o p o0 s faR ® Pn@ansthis Tender of which
the number, name and details have been mentiorigid iData
Sheet including all its Volumeg SectionsfForms/ Annexures
Appendices et¢.for Selection of System Integrat¢ERPS)
(including all clarification/ addendum/ amendme
corrigendum/ etc. issued from time to time);

(W)ARFP Document s hal | have the sg&
thereto inTB 2.1and ITB 2.1.1

X)AServiocekRel) &tee o i shallmsahaayService(s)
performedor to be performedasa part of the Project bythe
ERPSI;

(y)A SuCo nt r ashéllanean any personnatural or legal,
including manufacturerdp whom execution of any part of th
ERPSIContract, including preparation of any design or sup
of the ERP OEM Product is subcontracted directly o
indirectly by the Contractor, and includes its legal successo
permitted assigns;

(zx" Techni clal haw ithd meaning as ascribed theiret
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ITB 15;
(aa) fTechnical Proposab shall mean the same as Technical Bid

(bb) "Technically Evaluated Entity" shall mean the compan
which has been evaluated for the satisfaction of the tech
requirement set forth in Clause 8 of Section 2;

(cc)ATendclalmean the same as ARF
(dd)i T e n d e shallRrean the fees submitted with the RFP;

(ee) AUtility 0 means the entitypamed,and as briefly described in
Bid Data Sheet that has issued the Request for Bifds
Appointment of Selection of System Integrator f@&upply,
Installation, Commissioning, Implementation and Support
Enterprise Resource Planning (ERP) System at <<DISCON
to enter into a Contract fothe implementation of the ER
system in the Project araaper the RFP Document

1.1 Capitalisedterms used herein but not defined specifically s
have the meaning as ascribed to them in Seétiamd Section
7, and elsewhere in RFP Document.

1.2 Headings and Marginal Notes Headings and marginal note
to the terms and conditions of t®ntract are not deemed 1{
form part thereof nor are to be taken into consideration in
interpretation or construction thereof or of the Contract.

) 2.1 This Requestfor Proposal (RFP) is issued by the Utility for

2. Introduction selectingthe System IntegratoERPS) to implementUt i |

Supply, Installation,Commissioning, Implementation and Supp

for Enterprise Resource Planning (ERP) Solutidrhis RFP

Document provides the overall structure of the document(as

outlined in the beginning of the document in the section t

fiISummary, Abbreviations & Table f  C o nréqgainermeat3and

(a) About this generaltermsand conditionsapplicableto eachBlc-Jde.r.

2.1.1 The RFP Documenfalsoreferred to as the bidding docume
consist of Parts I, Il, and Ill, which include all the sectic
indicated below, and should be read in conjunction with
Addenda/ Corrigenda/ Amendments/ Clarifications etc. iss
thereto from time tdime inaccodance withthis Section 3

PART | Bidding Procedures and Requirements
1 Section 1- Request foProposaNotice

Section 2 Eligibility Requirements

Section 3 Instructions to Bidders and Bid Data Sheet

Section 4 Bidding Forms TechnicalProposal

Section5 - Bidding Forms- FinancialProposal

9 Section 6 ProjectRequirements
PART Il Contract Form and Conditions of Contract

Request for Proposal

=A =4 -4 A
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(b) Bidding Process
and Electronie
Procurement System

(c) Study
Existing Systems

(d) PreBid Meeting

9 Section 7 Contract Form an@€onditions of Contract
PART Il Contract Related Forms
9 Section 8 Contract Related Forms

2.2 Bidding agaist the Request for Proposal shall be under 7
Envelope Single Stage Bidding Process. The bidding process
be conductedonline with Electronici Procurement System (¢
Procurement/ €Tendering/ e Bidding System) as specified
BDS.

2.2.1 The Bidders whavish to participate in online Tenders will ha
to procure/ should have legally valid digital signature as
Information Technology Act, 2000 using which they can s
their electronic Bids.

2.2.2 All Bids should be digitally signed. For details regardingtdig
signature certificate and related training, the Bidder sh
contact at the address mentione@DsS.

2.3 The Bidders are invited to submitheir Proposal comprising
Technical Proposal and a Financial Proposalafeard of Contrac
named in th&DS. The Proposal will be the basis fevaluation ang
holding discussions, if requirednd ultimately signing the Contra
with the ®lectedBidder.

2.4 A standard brief regarding detail of existing systems relevant t
ERP Project has been provided BDS. However, notwithstandin
the same, all Bidders are advised to visit and examine the sit
existing facilities, and obtain for itself, on its own responsibility
cost, all information thatmay benecessary for preparing the Bi
The costofvisitind he site shall be at

2.5 The Bidder and any of its personnel or agents shall be gr
permission, through the assistance of the Utility, by the Utility
enter upon its premises and lands for the purpose of such inspg
but anly upon the express condition that the Bidder, its perso
and agents will release and indemnify the Utility and its perso
and agents from and against all liability in respect thereof and
be responsible for death or personal injury, loss adl@mage to
property and any other loss, damage, costs and expenses incu
a result of the inspection.

26The Bidderds designated repr
pre-bid meetingat Bi d d e rwdich stalkiake ptasesline or
at the timeand venuénlinejoining link specified in thd8DS

2.7 The purpose of the meeting will be to clarify any issues regat
this RFP in general and the scope of work in particular.

2.8 The Bidder may submit any question or query to Utility in writi
to reach Utility not later than one week before the meetinger the
format given inBDS. It may not be practicable at the meeting
answer gquestions received late, but questions and responses
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2.9

2.10Nonattendance at the plked meeting (online/at the Utility

transmitted as indated hereafter.

Minutes of the meeting, including the text of the questions rg
and the responses given, together with any responses prepare
the meeting, will be transmittetirough the d’rocurement Syster
mentioned in ITB 2 without delay toall prospective Bidders/ho
have downloadethe RFP.

specified venueill not be a cause for disqualification of a Bidde

3. Conflict of
Interest

3.1

3.2

A Bidder shall not have a conflict of interestat affects the
Bidding p€Conontbkici(t bthelevent a Bidda
is found to have a Conflict of Interest, the Utility may choost
reject the Bid, terminate thERPSIContract (in the event it hs
been awarded) as per termination clause inBR®SIContract.
Any Bidder found to have a Conflict of Interest shall
disqualified.

A Bidder shall be deemed to have a Conflict of Interest affeg
the bidding process, if:

(a) a constituent of such Bidder is also a constituent of an
Bidder; or

(b) such Bidder or its Member thereof receives or has rece
any direct or indirect subsidy, grant, concessional loar
subordinated debt from any other Bidder or its Membhes
provided any such subsidy, grant, concessional loar
subordinated debt to any other Bidder or its Member; or

(c) such Bidder has the same legal representative for purpo
this Bid as any other Bidder; or

(d) such Bidder, has a relationshifth another Bidder, directly
or through common third party/ parties, that puts either or
of them in a position to h
about, or to influence the Bid of either or each other; or

(e) such Bidder has participated agonsultant to the Authorit
in the preparation of any documentdesign, or technical
specifications of the Project.

Explanation: In case a Bidder is a Consortium, then the t
Bidder as used in this Clause shall inclielech Member of suc
Consortium

4. Bidders to
Inform Itself

4.1

The Bidder shall make independent enquiry and satisfy i
with respect to all the required information, inputs, conditi
(including site conditions) and circumstances and factors
may have any effect on its Bid. @nthe Bidder has submitte
the Bid, the Bidder shall be deemed to have examined the
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Fully and regulations in forcand fixed its price taking into account

such relevant conditions and also the risks, contingencies
other circumstances which may unéince or affect the Service
performed within the scope of work, as provided in this R
Accordingly, the Bidder acknowledges that, on being selectg
shall not be relieved from any of its obligations under the

Documents nor shall be entitled toyaaxtension of time fo
commencement of Services or financial compensation for
reasons whatsoever attributableeRPSI

4.2  The Bidders should particularly acquaint themselves with
technical r e q ui sallethee existing bosines
processes systems, operations, assets, equipment, stat
codesand standards.

4.3  The Bidder shall familiarize itself with the procedures and t
frames required to obtain all consents, clearances and pe
required for implementation of the Project

5.1  Utility requires compliance with the Ariorruption Guidelines

5. Fraud and Laws in force of the relevant Government/ its instrumentali
Corruption Utility .
o 6.1 The eligibility and qualificationrequirements for submission
6. Eligibility and Proposals against the RFP are given in Section 2. Propos
Qualification any, fromBiddersnot complying with the same shall be rejec

Requirements outrightand shall not be considered for evaluation

B. Preparation of Proposals

7. General %:
Consideration | 3.
sand 4.
Instructions g'

7.

7.1 In preparing the Proposal, the Bidder is expected to examin
RFP Document in detail. Material deficiencies in providing
information or documentation requested in the RFP Docur
may result in rejection dhe Propoda

7.2 All Biddersshall complywith thedatesand amountgdicatedin
Sectian 1 of thisRFP.

7.3  The Bidders shall comply with and agree to all the provision
this RFP for various bidding considerations including but
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limited to eligibility, costs, payments, information regard
Utilityodid fermatst Bichssubmission and oth
consideréons.

7.4  The Bidders shall be evaluated based on the requiren
criteria, norms,and procedures laid oot included byreference,
in this SectiorB of the RFPDocument.

7.5  The Bidders shall be required to undertake the sobperk for
the Project indicated iSection6 of the RFP Document.

7.6  The Bidders must conform to the requirements and provide
of equipment (including any special equipment) necessal
meet the technical specifications, functional gerformance
requirements as specified in the Sectioof RFP Document as
per the format provided in Form 14 in SectioriThe equipmen
supplied shall confirm to all the requirements under
applicable laws including any order issued by the ce
government includingOrder No No0.9/16/2018ransPart @)
dated 18 November 2020 ar@rder No. 11/05/201&oord.
dated 17 September 20B8ued by Ministry of Poweand Order
No. F/No.6/18/2019PPD by Ministry of Finance, Department
Expenditure, PublidProcurement Division dated 23 July 20
including any amendments or modifications to the same 1
time to time.

77 Bidder shall submit 0Cl aus
document including theERPSI Contract and the technic
specifications and funicinal requirements (with amendments
any) as per the format prescribed in Fodgivenin Section 4

78 Bidder 0s Proposal shall [
supporting documentation in order to determine complig
without further necessity for imdyies.

79 The Bidderodés Proposal shall
in the specifications along with any supporting reference mal
in accordance with ITB 15.13 as per the format prescribe
Form 3given in Section 4

7.10 An analysis of the tectical specifications, functional arn
performance requirements of tfeRP system as provided i
Section 6 may lead the Bidders to conclude that additional i
of hardware, software and/or service¢for example
communication repeater, router etc.) are meguthat are no
specifically mentioned in this specification. The Bidders sha
responsible for installing such items (at no additional cost tc
Utility) such that a reliable and fully function&RP system is
implemented that meets or exceed thpacity and performanc
requirements. Such materials shall be deemed to be withi
scope of th&eRPSIContract. To the extent possible, the Bid
shall identify and include all such additional items in th
proposal.
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7.11

7.12

7.13

7.14

7.15

The Bidders are advised to vigites (at their own expense
prior to the submission of the proposal, and make surveys
assessments as deemed necessary for proposal submission

Failure by Utility torequestinformation from a Bidder that ha
not been properly provided shall not benstrued as waiver o
the part of Utility of the obligation of the Bidder to furnish t
said data / information unless the waiver is in writing.

Bid submitted by the Bidders before the Bid Submiss
Deadline, shall become the property of thdity, and shall not
be returned to the Bidders.

The cost of all stamp duties payable for executing the RFP
Documents or Project shall be borne by the Bidders.

No interest shall be paid to the Bidder on any amount subm
to Utility, whether to be returneat not.

8. Cost of
Bidding /

Preparation of

Proposal

8.1

The Bidder shall bear all costs associated with the preparé
and submission of it®roposal including postbid discussions
technical and other presentations etand Utility shall not be
responsible or liable for those costs, regardless of the cond
outcome of the selection proceddtility is not bound to accef
anyproposal andeserves the right to annul the selection pro
at any time prior to Contract award, witliathereby incurring
any liability to theBidder.

9. Language

9.1

9.2

Bid/Proposal prepared by the Bidders and all correspondenc
documents relating to the Bid exchanged by the Bidder
Utility and its associates shall be written in the English langu

In case the correspondence or documerase in different
language, the Bidder must subnciertified translationsalong
with the original document. These translations can be cert
by a Certified Translatoor thesame can be submitted with
undertaking on a nejudicial stamp paper for translation

10.Documents
Comprising
the
and List
Forms

Proposal

of

10.1

The Proposal shall comprise thecdments and form®entioned
in this Section in general atidted inSection 4and Section tn
particular A Document Checklist for the sanas well as the lis
of forms referred to in this RFP Documénprovided in BDS.

11.0nly One
Proposal

111

A Bidder shall submit only one Bid in the same bidding proc
either individually as SoleBidderor as a Member of a Biddin
Consortium (including th&eRPStLead. It is further clarified
that any of the Parent/ Affiliate/Ultimate Parent of the Bidc
Member in a Bidding Consortium shall not separately partici
directly or indirectly h the same bidding process.
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12.Proposal/ Bid
Validity & Bid
Security

12.1 The Bid/ Proposal submitted by the Bidder(s) shall be valid {

12.1.1 All such offers, and terms and conditions set forth in this

12.1.2

12.2

12.3

12.4

12.5

12.6

time.

period of specified inBDS reckonedfrom the Bid Submissiof
Deadline specified in ITB 1as may be extended from time

shall be valid for th&RPSItill the successful completion of th
Project

I n exceptional circumstanc
consent to arxtension of the Bid validity period. The requ
and responses thereto shall be made in writing or by emai
Bidder accepts to extend the validity, the Bid Security shall
be suitably extended. A Bidder may refuse the request wit
forfeiting its Bid Security. A Bidder granting the request v
not be required or permitted to modify its Bid.

The Bidder shall furnish as part of its Technical Bid, a
security in original form, and in the amount specified in
BDS.

Pursuant tolTB 12.2, the Bid Security shall be a demar
guar ant ee, and in any of t
option:

(a) an unconditionabankguarantee issued kany of thebanls
mentioned irBDS;

(b) Bid Security in other formdf specified in theBDS.

In the case of a bank guarantéee Bank Guarantee for Bi
Security shall be provided by the Lead Consortium Mem
Sole Bidder in the format prescribed Form 6 included in
Section 4 Bidding Forms- Technical Proposal The bid
security shall be validor 90 (ninety) Days beyond the end ¢
validity period of the Bidspecified in ITB 12.1This shall also
apply if the period of the Bid validity is extended.

Any Bid not accompanied bg substantially responsivBid
Security aspecified,shall be rejected by th8tility as non
responsive.

If the Bid Security from any Bidder is forfeited or laps
either partly or wholly during the Bid process, then s
Bidders and Consortium are liable for rejection.

Bid Security of unsuccessful Bidders shall be returnec
promptly as possible upon
contract and furnishing the Performance Security pursua
ITB 209.

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation an&upport for
Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ TendeNo [,,,,,,, to be inserted by ULtility,,,, 1111100010



37

Section 3. Instructions to Bidders and Bidta Sheet

12.7  The Bid Security of theSelected Rider shall be returned 2
promgly as possible once teRPSlhas signed the Contra
with the Utility and furnished the required Performar
Security.

12.8 The Bid Security may be forfeitel

1. the Bidder withdrawd modifies/ substitutesits Bid during the
period of Bid validity as specified iiTB 12.1or any extensior
thereto provided by the Bidder

2. bid is rejected for existence of conflict ioterest,or more than
one lid being submitted by a Bidder;

3. bid submitted by a Consortium is not accompanied
Consortium Agreement in the form provided in this RFP.

4. The Selected Bidder:
o failsto signthe ERPSIContract; or

o fails to furnisha Performance Securitin accordance
with ITB 29; or is found to have submitted false
particularsfake documentspr

o refusesto executethe work at its agreedscope/quoted
rates after Utility issueghe Letterof Award,;

0 is involved in incident®f manipulationof rateseither
by cartelization or otherwise.

13.Extension of
Proposal
Validity

13.1  Utility will make its best effort to complete thédding process
and award the contract prior to the dat®f expiry of theBid/
Proposal validity. However, should the need aridélity may
request, in writing, alBidderswho submittedBids/Proposals priot
to theBid SubmissionB adl|l i ne t o extend {

13.2 If the Bidderagrees to extend the validity of its Proposal, it s
be done without any change in the original Proposal

13.3 The Bidder has the right to refuse to extend the validity of
Proposal in which case such Proposal will not be further evaluat

14.Clarification
and
Amendment of
RFP

14.1 Bidders may seek clarifications on this RFP in writing, thro
a letter,fax, or email to reach Utility no later than the peri
specified inBDS.

14.2 Utility may issue clarification only, at its sole discretion, wh
is considered reasonable by it.

14.3 Any such clarifications issued shall be sent to all the Bidde
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14.4

14.5

14.6

14.7

14.8

14.9

whom the RFP habeen issued. Any such clarification sh
also be hosted on the website of the Utilityd transmited
throughthe eProcurement System mentioned in ITB.2.1

Utility is not under any obligation to entertain/ respond
suggestions made or to incorporatedifications sought for.

For the avoidance of any doubt, it is hereby clarified that
Utility is not obliged to extendhe Bid Submission Deadlin
on account of clarifications sought in accordamath ITB
13.4.

During the bidding process, Utilityor any reason may modif]
the RFP, including the timelines, by issuance of addend
modification / errata and / or a revised document.

Revisions or amendments in the bidding guidelines may ¢
Utility to modify amend or supplement the RFP to be
corformance with any applicable Law. Such document sha
notified in writing through the -rocurement Syster
mentioned in ITB 2.1, or letter or fax orneail to all the
entities who have downloaded the RFP, and the same sh
binding on them.

Utility shall not be responsible for any delay in receipt of
addendum/ modification/ errata and/ or revised document
receipt of the same by the Bidders shall be presumed by U
upon taking all reasonable steps to notify the Bidders.
receipt of anyaddendum/ modification/ errata and/ or revis
document will not relieve the Bidder from being bound by f
modification or the Bid Submission Deadline. All su
amendments/modifications shall be issued at least 7(s¢
working days prior to the Bid Suatission Deadline.

In order to provide reasonable time to the Bidders to take
modification into account in preparing their Bid, or for g
other reasons, Utility may, at its discretion, extend
deadline/ timeline for Bid submission.

15. Preparation of
Bid/ Proposal
and Bid
Formats

15.1

15.2

The Bidder shall prepare its Bid and furnish requi
information and documents as per the guidelines, forn
forms, schedules, fees, and other specification in this Seg
as well as taRFPDocumentn general.

Strict alherence to the formdtsorms wherever specified, i
required. Wherever information has been sought in spec
formats, the Bidder shall refrain from referring to brochure
pamphlets. Nomadherence to formats and/ or submissior
incomplete informdon may be a ground for declaring the E
as nonresponsive. Each format must be duly signed
stamped by the authorized signatory of the Bidder.

16. Technical Bid/
Proposal
Format and

16.1

The TechnicaBid/Proposal shall be prepared using the Fo
provided in Sectio 4 of the RFP and shall comprise t
information, details andocuments listeth subsequent clause
herein The TechnicalBid/ Proposal shall not include ar
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Content financial information. A Technical Proposal containi
material financial infamation shall be declared no
responsive.

16.2 The Technical Bid shall contain the list of all participat
Consortium Members and Swbntractor(s) (if applicable
participating in the Bid as per the format prescribed in For
given in Section 4 Furthermore the Technical Bid shal
contain a covering letter by the Lead Consortium Mem
Sole Bidder duly designated and signed by all Members of
Bidding Consortium as per the format prescribed-omm 8
given in Section 4

16.3 The Technical Bid shall contain a legally enforceg
Consortium Agreement (in case Bidder is a Consortiu
entered amongst all Members of that Bidding Consorti
designating one of the Members to be the Lead Conso
Member as per the format prescribad Form 8 given in
Section 4 In the absence of a duly execut€bnsortium
Agreement, the Bid shall not be considered for evaluation
will be rejected.

16.4 The Technical Bid shall contain Power of Attorney from e
Consortium Member in favour of the Lead Consorti
Member as per the format prescribed Form 9 given in
Section 4 All submissions and representations by the L
Member shall be deemed to be-lehalf of the entire
consortium and shall be binding all the members of
Consortium.

16.5 The Lead Consortium Member/ Sole Bidder shall desig
one person to represent the Bidding Consortium/ Bidder i
dealings with Uitity. The person designated by the Le
Consortium Member/ Sole Bidder (registered Company) ¢
be authorized through a Power of Attorney as perm 10
given in Section 4 to perform all tasks including, but n
limited to, providing information, responding to inquirig
signing of Bid on behalf of the Consortium, etc. and attach
same in the Technical Bid.

16.6  The Technical Bid shall contain signed Letter of Consen
perForm 11 given n Section 4rom each Consortium Membg
that the Bid has been reviewed and each element of the
agreed to by them including but not limited to any commitn
in the Project.

16.7 The Technical Bid shall contain the Tender Fees and the
Security as pethe format prescribed in Forr@ given in
Section 4

16.8 The Technical Bid shall containll adocuments required t
prove/substantiate  the  Eligibility and  Qualification
Requiremerg of the Bidders or the Bidding Consortiu
specified in ITB 6.1 and Section (As per the forma
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prescribed in Forrn2 givenin Section 4
a) Companyprofile documentwith evidenceof fields of
competencdor eachConsortiumMember;

b) Attested copy of Certificate of Registration/
Incorporation issued by the Registrar of Companies
for eachConsortiumMember/ Bidder;

c) Certificateof Commencemendf Businessssuedby the
Registrarof Companiesfor Lead ConsortiumMembef
Sole Bidder clearlyindicating the number of years of
operation.

16.9 The Bidder shall submit a preliminary Projétiplementation
plan along with the Bid which shall include at least
following activities (as per the format prescribed in Forn
given in Section %

16.10 In case of Award of th&RPSIContract, the detailed Proje
implementation plan, submitted as part of the Technical
shall berevised,and submitted by thERPS] in consultation
with the Utility, to ensure smooth takeover of existing Uti
systems and any ongoing Services urtlerscope of th&RP
Project.

16.11 The Technical Bid of the Bidder shall contdhe indicative
List of Material and Serviceis the format prescribed iRorm
14 asgiven in Sectiort withoutany mention of costs/ prices.

16.12 TheList of Material and Serviceshall be accompanied by tt
detailed specifications of the supply in the Technical
demonstrating responsiveness of the quoted Solution.
Bidder shall also indicate the country of origin of ez
equipment in Forml4 asgiven in Section 4For supplyof
equipment / material from the country of origin other tf
India, the bidder shall submit performance certificate
support of satisfactory operation in India or a courttyer
than the country of origin having climatic and operatio
conditions intuding ambient temperature similar to that
India for more thamumberof years indicated inBDS in
accordance with Order No. 11/05/26C8ord. dated 17
September 2020 issued by the Ministry of Powweluding any
amendments or modifications to the sdmoen time to time

16.13 The Technical Bid of the Bidder shall contdive names an
details of the suitably qu
Personnel to perform thERPSI Contract as per the form
provided in Form4 given in Section 4 The data on thei
experience should be supplied using the Fd&ngiven in
Section4 for each candidate proposed.
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16.14

Note Submission of the Technical Proposal in a materially wr
format may lead to the Proposal being deemedrasponsive to thg
RFP requirements.

Any removal/ change/ replacement of Key Personnel
provided in Form 4 and §iven in Section ¥shall be notified
to Utility within 7(sewen) working days along with th
Curriculum Vitae (CV) of the personnel replacing the previ
personnelThe personnel replacing the previous key perso
shall have equivalenbr better educational qualification ai
relevant professional experience

17.Financial Bid/
Proposal
Format and
Content

171

17.2

17.3

17.4

17.5

17.6

The Financial Proposal shall be prepared using the F
provided in Section 5of the RFPand shall comprise th
information, details and documents listed in subsequent clg
herein.

The Financial Bid shall only be submitted electronically as
the format prescribed in Form diven in Section 5No hard
copy of the Financial Bid shall be submitted.

The Financial Bid shall include the cost of differdinenses
that are required for installatiojoud data centre facilities
data collection /digitisation / migration to new platform
operatioml GoLive, and maintenance of the Projeutd the
personday rate for executing new requirement for softw
components Price quoted should clearly mention the beé
cost/ unit pricancluding any othetaxes/ duties/ leviessoods
and Service Tax (GST). The Financial Bid will be evalug
basis the total cost of the Project as quoted by the Bidder(
the Contract Period iRorm 1 given in Section.5

Unit prices (exclusive of all taxes/ duties/ lesi cess etc.) (g
providedin Form 1 given in Section bquoted by the Bidde
shall be firm and final and shall remain constant throughou
Contract Period and shall not be subject to any modificatio

Any items or prices omitted by the Bidder, if incurred at a |
stage by the Bidder, within the scope of work as provide
the ERPSI Contract, shall be borne by the Bidder with
financial liability on Utility.

Any scope of work required for expanssoduring the Contracg
Period shall be supplied by th&RPSI keeping the
specifications and unit price same as perliisé of Material
and Servicegas provided in Form3Lgiven in Section #and
Financial Bid (as provided iffrorm 1 given in Section)5
respectively.

All prices in the Financial Bid shall be quoted in Ind
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Rupees. The Bidder shall bear the risk related to for
exchange variations during the Contract Period. The vari
in the statutory taxes will be in accordanegh the ERPSI
Contact.

17.7 Alternative (alternate technology/ architecture/ des
functionality or proposals with multipleptions) Bids shall beg
rejected.

C. Submission, Opening and Evaluation

18.1 Both Technical Bid and Financial Bid shall digitally signed

18. Submissionof and submitted electronically using theReocurement syster
Bids/ indicated in ITB 2.2 on or before the Bid Submiss
Deadline followingthe instructions therein. All the documer
Proposalsand shall be scanned and uploaded however, where the d
Bid required to be entered manually, the same shall be en
Submission accordingly by the Bidder
Deadline

18.2 Requisite Tender Fee and Bid Security in the specified f
instrunent shall be submitted in original so as reach be
the Bid Submission Deadline, failing which the Bid shall
deemed nomesponsive.

o 18.3 In addition to the electronic submissiamd submission o
(a_) Submission of Tender Fee and Bid Security in the specified form/ instrur
Bids/ Proposals in original as per ITB 17,2f so,specified inBDS, the Bidder

shall also providecertain document in originalhard
copy/(ies) of the original/ revised (if any) in a seaedelope
before the Bid Submission Deadline

18.4 The hard copieso be submitted as per ITB 17sBall be in
original and/ or attested as may be specificBE.

18.5 The hard copy of thdocument as per ITB 17.2 and ITB 17
above shall be sentin a sealed envelop&o Utility via
Registered Post with Acknowledgement Due (RPAD), sy
post or courietin the manner specified iiTB 17.4.3,which
should reach Utility before the Bid Submission Deadline.

18.6 The sealed envelope shall be clearly marked on thavittp
details mentined in BDS. The sealed envelope shall
addressed to the Utilityas specified inBDS. The sealec
envelope shall also clearly mention the name of the L
Consortium Member/ Sole Bigr submitting the Bid.

18.7 The sealed envelope shall not contain the Financial Bid.
Financial Bid shall only be submitted electronically.
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(b) Bid Submission
Deadline

18.8

18.9

18.10

18.11

18.12

18.13

18.14

In case of discrepancy between the electronically subm
documents and the physically submitted documents in
sealed envelope, the electronically submitted documents
the information contained therein shall prevail and be tre
as the final submission.

Insufficiency of the electronically submitted Bid shall not
compensated by any information, documentatr material
provided additionally in the physically submitted docume
in the sealed envelope.

All Bids shall be electronically submitted and physicé
received as may be specified in this Sectidny, Utility no
later than the Bid Submission Deadline indicatedDS as
may be extended from time to time by the Utility

Bidders may prepare, eddybstitute or withdraw their offers
any number of times online before the Bid Submiss
Deadline as mape permitted by the-Brocurement systen
After the Bid Submission Deadline, the Bidder shall not
attempt to, change, or withdraw the Bid under an
circumstances. No written or online request in this reg
shall be entertained.

Any Bid received by tlity, either electronically or
physically, after the Bid Submission Deadline prescribec
Utility will not be uploaded and accordingly be rejected.
case of hard copy submissions, late Bids shall be retu
unopened to the Bidder.

Utility may, at is discretion, extend this Bid Submissi
Deadline by amending the RFP at any time prior to openir
the Bids, in which case all rights and obligations of Uti
and the Bidders shall thereafter be subject to the deadli
extended

Any Proposal oits modification received by Utility after th
deadline through any means or medium, whatsoever, sh
declared late and rejected, and promptly returned unopen

19. Confidentiality

19.1

19.2

Information relating to the examination, evaluati
comparisonand recommendation &RPSIContract award
shall not be disclosed to Bidders or any other persons
officially concerned with such process.

Any attempt by a Bidder to influence Utility in th
examination, evaluation, comparison, and post qualifica
of the Bids orERPSIContract award decisions may result
the rejection of its Bid.
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19.3 If any Bidder, from the time of opening the Technical Bids
the time ofERPSIContract award, wishes to contact Util
on any matter related to the bidding procésshould do so
in writing.

20.1 The Technical Bids shall be openexdline orat the date an
20.0pening of time, and the address indicat&DS. In case hard cop
Technical submission of Technical Bidr certain documerns requestec
Bids/ by the Utility as per ITB 17the physicdly submited
Technical Bids documentsin the sealed envelope shall

Proposals opened simultaneously to checinter alia requisite
submissions anfibr the Tender Fees and the Bid Security.

20.2 The Bids shall bedeemed to be under considerat
immediately after they are opened and confirmation
receipt of the Tender Fee and Bid Security, and unti
official intimation of award or rejection is made by Utility
the Bidders.

20.3 Utility shall then separately evsdte the Bids with respect
the Eligibility and Qualification Requirementsyfficiency of
the submissiongonformation/ complian¢eesponsivenesds
all the mandatory requirements, terms, conditions,
specifications of thdRFP Document without any eViation,
reservation, or omissioprand other parameters outlined
this RFP.

20.4 The Financial Proposal shall remaumopened in the -€
Procurement/ -@endering systensecurely until they are
opened in accordance wifiB 22.

20.5 At the opening of the Technical Proposals the following s
be published on Eproc portal (i) the name of th&idder, (ii)
any modifications to the Proposal submitted through th
Procurement/ -@endering system prior to propos
submission deadline;nd (iii) any other information deeme
appropriate.

21.1 The bidding process is designed to selectBR®SlIthrough
21.Bid/ Proposals a series of assessment of: (i) conformation/ compliance 1
Evaluation the mandatoryequirements under applicable laws and
. tender, terms, conditions, and specifications of the
Ove_r_VIeW and Document without anymaterial deviation, reservation, ¢
Verification/ omission; and (ii) the financial amounts quoted by
Clarifications Bidder. The Bid submitted by the Bidder shall consist
Technical Bid and a Financial Bid.

First StageFulfilment of Eligibility and Qualification
Requirements and determination of substantial
responsiveness to the RFP Document$he Technical Bids
shall be opened by Utility and be checked to determine
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21.2

21.3

21.4

21.5

21.6

21.7

whether the Bidders comply with the Eligibilif
Requirements, have offered eligibleERP system
requiremets and modules their Bids, as specified in ITE
6.1 and Section 2; (iyhether the Bidders meet tt
Qualification Requirement specified in IT®B2 and Section
2; (iii) whether the Bids are substantially responsive to
RFP document including the ragements specified ir
Section 7 basi® Cl ause by Clausebd
Document including the technical specifications @
functional requirements (with amendments, if any) as pe
format prescribed in Forit4 given in Section 4

Second Stage@pening of Financial Bid: Financial Bids of
all technically qualified Bidders would be opened, b
which the award odERPSIContract shall be determined

Third Stage-Award of Project:

The i Suc c e s asfdafined BilTBd28shall be
awarded the ERPSIContract.

The Bidder is not permitted to alter or modify it8id/
Proposal in any way after tl8d Submission Badline

Utilityodos determination C
Proposal is to be based on the contents of the Proposal
including any response to clarifications sought by Uti
which does not alter the substance of the Proposal o
price.

A substantially responsive Bid/ Proposal is one the
conforms to all the mandatory requirements, ter
conditions, and specifitians of the RFP Document witho
any material deviation, reservation, or omissemdefined in
ITB 24.

The Contract, if awarded, shall be executed in accord
with RFP document and any other conditions.

Notwithstanding anything stateth the RFP Dogment
Utility reserves the right to verify the authenticity of t
documents submitted for meeting the eligibility, qualificat
and/or other specified requirements and may reques
clarifications any additional information/ documents from
Bidder. However, the Bidder shall not be permitted to a
the substance of the Proposal or the price under
circumstancewhatsoever

Utility reserves the right at its sole discretion to contact
Bidder6s bank, |l ender s, f
persons as necessary t
information/documents for the purpose of eligibili
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gualification and/ or other specified requirements.

21.8 Utility may verify the Bi(
checking with t hers/nkdrsl finandirs
institutions/ any other person as necessary.

21.9 To assist in the examination, evaluation, comparison
postqualification of the Bids, Utility may, at its discretio
ask any Bidder for a clarification of its Bid. Any clarificatic
submitted by a Bidder that is not in response to a reque
Utility shall not be co
clarification and the response shall be in writing. No cha
in the prices shall be sought, offered, or permitted by Ut
in the evalation of the Financial Bids.

22.1 Al Bids wildl first be €

22.Evaluation of compliance to the RFP document aié ERPSIContract
Technical including the technical specifications and functio
Bids/ requirements (with amendments, if any) as per the fo
prescribed in Forml4 given in Section 4 The Bidders

Proposals fulfilling the Eligibility and Qualification Requiremerand

having submittedsubgantially responsive Bidgonforming
to and meeting all the mandatory requirements, tern
conditions, and specifications of the RFP Docunweititout
any material deviation, reservation, or omissemdefined in
ITB 24, shall qualify for the opening ofiffancial Bid.

22.2 In the event the Technical Bid msubstantiallyresponsive
Utility may waive anydeviation, reservation, or omissidm
the Bidas defined in ITB 24.1

22.2.1 Provided that a Technical Bid isubstantiallyresponsive
Utility may request that théBidder submit the necessa
information or documentation, within a reasonable perio
time, to rectify nonmaterial, nonconformities or omissions
the Technical Bid related to documentation requireme
Such omission shall not be related to any aspktie price
Bid. Failure of the Bidder to comply with the request n
result in the rejection of its Bid.

_ 23.1 At the completion of the technical evaluation, Utility sh
23.0pening of intimate the technically qualified Bidders for opening
Financial Financial Bids, alongwith the date, time of opening (¢
Financial Bidseither online or at aenue/online joining link

Proposals intimated by the Utility

23.2 The Financial Bids shall be openethrough the €
Procurement system referred to in ITB 2rRthe presence o
authorized representatives of all technically qualified Bidc
who chose tattend the online bid openiran the specifiec
date and time
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24.Evaluation of
Financial Bids/
Proposals

24.1 Provided that the Technical Bid sibstantiallyresponsive
Utility will correct arithmetical errors during evaluation
Financial Proposals on the following basis:

i. if there is a discrepancy between the unit price and the

price that is obtained by multiplying the unit price &
guantity, the uniprice shall prevail and the total price sh
be corrected, unless in the opinion of Utility there is
obvious misplacement of the decimal point in the unit pr
in which case the total price as quoted shall govern an
unit price shall be correde

ii. if there is an error in a total corresponding to the additio
subtraction of subtotals, the subtotals shall prevail, anc
total shall be corrected;

iii. if there is a discrepancy between words and figures,
amount in words shall prevail. However, evk the amoun
expressed in words is related to an arithmetic error,
amount in figures shall prevail subject to (i) and (ii) above

Except as provided in (i) to (iii) herein above, Utility shall reject
Financial Bid if the same contains any othesmputational of
arithmetic discrepancy or error.

25.Deviations,
Reservations
and Omissions

25.1 During the evaluation of BidsProposals the following
definitions apply:

(@ AiDeviationd is a departure
the RFP document;
(b)AiReservati ono i s t he set

withholding from complete acceptance of the requirem
specified in the RFP document; and

(c) AOmMi ssiono i s t h eart, braall | ofi the

information or documentation required in the RFP doemnt.
25.2 A substantially responsive Bid is one that meets
requirements of the bidding document without mate
deviation, reservation, or omission. A material deviat
reservation, or omission is one that:

(a) if accepted, would:

@i affect in any substantialvay the scope, quality, ¢
performance of the Goods and Related Services spe
in the Contract; or

(ii.) limit in any substantial way, inconsistent with the bidd
document, theltilityé sights,or t he Bi ddg¢
under the Contract; or

(b) if rectified, would unfairly affect the competitive position

other Bidders presenting substantially responsive Bids.

26.Successful
Selected
Bidder

26.1 The price as per the Financial Proposal/ Bid of all technic
gualified Bidders, determined upon evaluationFiriancial
Proposals/ Bids, shall be the basis for determination of
Successful BiddéiSelected Bidder

26.2 The technically qualified Bidder with the lowest Finang
Bid shall be considered as the Successful Bid8efected
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Bidder and shall beconsideredfor award of the ERPSI
Contract.

26.3 If the Successful BiddéSelected Biddedoes not accept th
correction of errors as per ITB 23.1, its Bid shall
disqualified, and its Bid Security shall be forfeited.

D. Award of Contract

27.1 Subject to ITB25.3 the Utility shall award the Contract to t
27.Award Successful BiddérSelected Bidder
Criteria 3
27.2 Utility shall present the Letter of Award (as per the forr
prescribed in Form Zjiven in Section Bto the Successfu
Bidder and invite the Performance Security in order to

the ERPSIContract to implement the Project.

27.3 The Successful Bidder shall provide an undertaking thai
key staff identified for the Project (as submitted in
TechnicalBid) shall be available for the respective propo
work requirement, anytime during the duration of the Proj
till its successful completion

27.4 If for any reason the Bid of thBuccessfuBidder is rejectec
or Letter of Award issued to th&uccessfulBidder is
cancelled, Utility is empowered to take decisions for any
the following:

a) Consider the next lowest evaluated Bid fratigible and
qualified Bidder whose bid is determined substantially
responsiveor

b) Annul the Bid process; or

C) Take any such measuras may be deemed fit in the s
discretion of Utility, as applicable

_ _ 28.1 Utility reserves the right to increase or decrease the numb
28Ut i | ity items as per BoQunder theERPSI Contract subject to th
to Vary limit of - 20% (twenty percent) up to +30% (thighercent) of

" the existing number of itenas per BoQas provided in Forn
Quantities at 1 given in Section 5)covered under th&RPSI Contract,

the time of without any change in the unit prices or other teramd
Award conditions of th&eRPSIContract and the Bid.
29.1 Prior to the expiry of the period of Bid validity, Utility sha
29.Letter of notify the successful Bidder, in writingpy issuing the Lette
Award of Award, that its Bid has been accepted.

29.2 Until the ERPSI Contract is prepared and executed,
notification of award shall constitute a binding contract.
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30.1 Within 30 (thirty) Days of receipt of the Letter of Award, tt

30.Signing of successful Bidder shall sign tE&RPSIContract.
Contract and . _
Contract 30.2 Within 21_ _(twentyone)Days of the receipt of Letter of_ Awatr
from Ultility, the Successful Bidder shall furnish t
Performance Performance Securityfor an amount equivalent tthree
Security percent 8%) (or as per CVC guidelines applicable at the tir

of the Cotract Price (final price after the negotiation (if any
using for that purpose the format of Performance Sec
given in Form lin Section 8 Immediately upon furnishing ¢
Performance SecurityERPSI may request the Ultility t
execute th&RPSIContract.

30.3 Failure of the Successful Bidder to submit the abey
mentioned Performance Security or sign ERPSIContract
shall constitute sufficient grounds for the annulment of
award and forfeiture of the Bid Security. In that event Uti
may award th&RPSIContract to the next lowest Bidder.
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Bid Data Sheet

ITB . .
Reference | A General Provisions
1.1(v) <The Utilityto indicate here the numbarame and salient details of the RBP
1.1(e§ <The Ultility to indicatehere itsname, otherparticulars, and abrief description
about it>
2.2 Bidding against RFP shall be conductadbugh/with Electronici Procuremente-
Procurement/-€Tendering)System.
Utility shall use the following Electronterocurement system to manage
Request for Proposal (RFP) process:
[Indicate here Web Name of the Electronie Procurement system otUtility ]
The electronigprocurement system shall be used to manage the following part
RFP process:
[e.g.,issuing RFP,corrigendum/ addendumssubmissions of Proposals, openit
of Proposals etc.]
To aid and facilitate th8idderson eProcurement/ -@endering process a déeal
manual on the same titledidder Help Manual for e-Bidding has been provide
annexed to th&id DataSheet a®Annexure | (BDS). The same mape utilized by
theBidders
222 [Name/ Division]
[Address]
[Telephone]
[Email]
2.3 The name of th€ontract is<Utility to indicate here the name of the Contract>
24 Standard brief regarding detail of existing systems relevant tcERR Systen
implementatiorProject:<Utility to provide here the brief
2.6 A Pre-Bid Meeting will be held as per the details below
[Date of Pre-Bid Meeting: é é é .
Time:é¢é Hours (1 ST)
Addr eéséséé.
Telephone:é é é ,Fax.é é .
E-mail: é é é é
Contact personMeetingc oor di Bat ée éééééé
Due to prevailing COVIEL9 conditions and as per thapplicable directives anc
SoP.,if so,necessitatethe prebid meeting may be held over a Video Conferenc
Link for which will be made availablgevendays prior to holding this meeting &
Utility website<insert If required>
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2.8

Format for Sending Query to Utility

[Query may be sent in hard copy to the Nodal Officer of Utility, at the beg
mentioned address AND/ OR via entaiE-mail 1D]

[Reference No.]

From:

[Address of the Bidder]
[Telephone No., Fax No., Email]
[Date]

To:
[Utility to insert details oNodal Officer of Utility],
[Utility to insert Addressof Nodal Office}

Sub: Query.
Ref: [Utility to insertTender Details].

Dear Sir/ Madam,

Please find below our query with respect to the RFP subject to the tern
conditions therein:

Reference
S. No. ClauseNo. PageNo. Query
1.
2.
3.
Thanking you,

Yours Sincerely,

[Insert Signature here]
[Insert Name here]
[Insert Designation here]

B. Preparation of Proposals
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10.1

Document Checklistand List of Forms

Document

RFP
Section
Reference

Tender Fee

1,3

List of Consortium Members and Subcontractor(s)
applicable) as per the format prescribed in Forngivien in
Section 4

4

Bidder Information as per the formattescribed in Form Biven
in Section 4

Project Implementation Plan as per format provided in Fo
given in Section 4

Curriculum Vitae of key personnel as per format provide
Form 4 and Form Biven in Section 4

Bid Security in the form of Demand Draft or Bank Guarante
per format prescribed iRorm 6given in Section 4

Covering Letter for Submission of Bid by Sole Bidder / L
Consortium Member as per format prescribeBdonm7 given in
Section 4

Consortium Agreement Format entered amomgsh Members
of the Bidding Consortium as per format prescribedranm 8
given in Section 4

Power of Attorney byERPSIi 2" in favour of ERPStLeadas
per format prescrid in Fornm9 given in Section 4

10.

Power of Attorney byERPSiLead Sole Bidder authorizing a
Individual Designated Representative for the Consortium/ Bi
as per the format presceitd in Form 0D given in Section 4

11.

Letter of Consent by each Consortium Member reviewing
element of the Bid as per format prescribedamm 11 given in
Section 4

12.

For ERPSI-Lead in case of Consortium Bidding/ Sole Bidder
Experience[Refer Clause8.1in Section 3:

i. References along with requisite contract/ Purc
Order (PO)/ Work Order (WO). The references she
indicate client name, scope of work, Project start
(as per the format prescribed in Forn? Liven in
Section 3,

ii.  Documentary evidence of Project completion sucl
client completion certificate, proof of payment recei
and client certificate of delivery of material, proof
asset capitalized in books of acnts (as applicable
and similar proofs along with contact details of
client.
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13. |For System Integration Experience [Refer Clause 8.1 in 4
Section 3:

i. References along with requisite contract/ Purc
Order (PO)/ Work Order (WO). The referencgwould
indicate client name, scope of work, Project start
(as per the format prescribed in Forn@ given in
Section 2;

ii.  Documentary evidence of completion of the Projec
completion of Gelive status ie., Golive certificate,
UAT testing certificate etc.) or other document
evidence indicating completiore.g., proof of paymen
received and client certificate for supply of materia
similar proofs) along with contact details of the client

iii. Client certficate and other documentation |
implementation performance/ operation.

14. |List of Material and Serviceas per format provided in Forn3 4
given in Section 4

15. |Table of Compliance as per format provided in Fodwilen in 4
Section 4

16. |Financial Bid as per format provided in Form 1 given in Sec 5
5

17. |Performance Security as per the format prescribed in Fo 8

given in Section 8

18. |Letter of Award as per the format prescribed in Form 2 give 8

Section 8
19. |Copy of thisRFP with sign and official seal on every page 1to8
20. |Format for Sending Query to Utility for clarification 3
12.1 The Bid shall remain valid until i.eup toand including ¢ . 120/ 150 or 180 days

€ é . finsert the requirement, as applicablexeckoned from the Bid Submissi
Deadline specified in ITB 17, as may be extended by the Utility.

12.2 Currency and the amount of Bid Security to be furnished by the Bistder
[  Cur r te bedngicatecby the Utiligy ]
[ A mo umbe indicéted byhe Utilityé ]

12.3(a) Banks by whonBank Guarantee is required to be issued:
[ Udility to indicate the details ]

12.3p) Bid Security may be furnished in other forms mentioned below:
[ UHility to indicate the details if Bid Security in forms otherritiBank Guarante

PN

is acceptable, otherwise indicaleN & p p| i &labl e 6

14.1 Clarifications may be requested no later tipan L#ility to indicate the number ¢
days ] Daysprior to theBid Submission Deadline
Request to be sent at:
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[Addr eéss é .

Fax.é é .

Email : éeéeée

ContactPer soéhé&,Desi gnatPlhoee& éNoééé. |

16.13

Number ofyears #ility to specifyé ]

C. Submission, Opening and Evaluation

18.3 Bidder shallprovide the followingdocument in original/ hard copy:
< Utility to specify thedocuments including copies thereof to be submitted in |
copy by the Bidder | f no such submission i
Appli=zabl ed

18.4 The following documents shall be submitted in original:
< Utility to specify the documents to be to suébmitted in original If no suck
submi ssion is required,>please indi
The copies of the following documents shall be duly attested as specified:
< Utility to specify the copies of documents to be to be attested along with det
required attestation. If no such submission is required, please indicate
Appli=zabl eod

18.6 Details to be marked on the sealed envelope:
[ é Utility to mention here RFP no. and details including RFP Name,
Submission Deadline, Time and Date of Bicefiipg, name of the Lead Consortil
Member/ Sol e Biddelr submitting the
Sealed Enveloge) to be addressed:to
[Addr eéss é
ContactPer séé ,é
Designationéé. ,
Phone Noééé.]

18.10 The Bid Submission Deadline is:
Date:[insert day, month, angear]
Time: [insert time, and identify if a.m. or p.rj.
<The date and time should be the same as those provided in the Request fo
Notice, unless subsequently amended

20.1 The TechnicaBids/ Proposals shall be openasl indicated belwe:

The openinghall take place at:

[Name ofUtility é & é .

Address2 é é é

Date: €

Time:]

Due to prevailing COVIBL9 conditionsif necessitatedand, the bid opening
meeting may be held over a Video Conferencing, Link for which will be n
availableat least 7 s prior to the Bid Opening evengt Utility website[ é
Indicate the website]
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Annexure (BDS

Bidder Help Manual for E-Bidding

HELP LINE TO VENDORS

<TO BE INSERTED BY Utility >
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Section 4 Bidding Forms- Technical Proposal
Checklist of Required Forms

This Checklist shalbe filled in and submitted by the biddatong with the Technical BidExcept
Form 1 given in Section o becompleted and submitted by th&Ber in the Financial Bidall other
documents/ forms duly filled and complete in all respect are to be submitted by the Bidder in the

Technical Bid.
S. D ; Attached? For Official
No. ocumen (Yes/ No) Use

1. |Tender Fee

2. |List of ERPSiLead/ SecondERPSIland Subcontractor(s) (i
applicable) as per the format prescribed in Forrgiven in
Section 4

3. |Bidder Information as per the format prescribedForm 2
given in Section 4

4. |Project Implementation Plan as per format provided in Foi
given in Section 4

5. |Curriculum Vitae of key personnel as per format provide|
Form 4 and Form Biven in Section 4

6. |Bid Security in the form of Demand Draft or Bank Guarante
per format prescribed iform 6given in Section 4

7. |Covering Letter for Submission of Bid by Sole Bidd&RPS#
Leadas per format prescribed Form7 given in Section 4

8. | Consortium Agreement Format entered amongst all Membge
the Bidding Consortium as per format prescribed-orm 8
given in Section 4

9. |Power of Attorney byERPSI2™ in favour of ERPS}Lead as
per format prescried in Forn9 given in Section 4

(Only 2 bidders allowed in a Consortium)

10. | Power of Attorney by Lead Consortium Member/ Sole Bic
authorizing an Individual Designated Representative for
Consortium/ Bidder as per the format preseditin Form O
given in Section 4

11. | Letter of Consent by each Consortium Member reviewing
element of the Bid as per format prescribe&anm 11 given in
Section 4
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No.

Document

Attached?
(Yes/ No)

For Official
Use

12.

For Lead Member in case of Consortium Bidding/ Sole
Bidder Experience[Refer Clause8.1in Section 3:

I. References along with requisite contract/ Purcl
Order (PO)/ Work Order (WO). The references she
indicate clientname, scope of work, Project start d
(as per the format prescribed in Forr8 diven in
Section 4,

ii. Documentary evidence of Project completion sucl
client completion certificate, proof of payme
received and client certificate of delivery of mater
and similar proofs along with contact details of
client.

13.

For System Integration Experience[Refer Clause 8.1 in
Section 3:

i. References along with requisite contract/ Purcl
Order (PO)/ Work Order (WO). The referenc
should indicateclient name, scope of work, Proje
start date (as per the format prescribed in Fof
given in Section %

ii. Documentary evidence of completion of the Projed
completion of GelLive status i(e., Go-live certificate,
UAT testing certificate etc.) oother documentar|
evidence indicating completioe.g.,proof of paymen
received and client certificate for supply of materia
similar proofs) along with contact details of the cliel

iii. Client certificate and other documentation
implementatiorperformance/ operation.

14.

For Financial Strength [Refer Clause 8.1 in Section 3:
Audited Annual financial statements, Balance Sheet and
Account of all Consortium Members/ Sole Bidder for
respective Financial Years as per the forprascribed in Forn
12 given in Section 4

15.

List of Material and Servicess per format provided in Fornd !
given in Section 4

16.

Table of Compliance as per format provided in FdSmgiven
in Section 4

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation and Support for

Cloud based Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ Tender No [
Utility,,,

to be inserted by




Section 4. Bidding Formd echnical Proposal 59

Form 1: List of Consortium Members/ SubbContractor(s)

V' [The Bidder shall identify below the Consortium Members/-8oititractor(s) for major Project
items. For sulzontractor a Letter of Intent must be provided.]

Proposed Consortium

Ml PTfEEE LSl Member / Sub-Contractor(s)

Nationality

System Integrator (Lead)

System Integrator (2nd)

ERP OEM
Subcontractor (Not a consortium
member)

Cloud Service Provider (CSP) /
Managed Service Provider (if any)
Subcontractor (Not a consortium
member)

Data Digitization Agency (if any)
Subcontractor (Not a consortium
member)

[Other] (if any)
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Form 2: Bidder Information

[Sole Bidder/ all Consortium Members must provide all documents required to prove/ substantiate its
Eligibility as required in Eligibility Criteria Claus®.3. for each Consortium Member]

S.No. Information Requirement Details

CompanyName and Details

Address of its place of business in India

List of board of directors or regulating/controlling body

A WIN P Z

Attestedcopy of Certificate of Registration/Incorporationissued
by the Registrarof Companies

»

Certificateof Commencementf Businesgssuedby the Registrar
of Companies

Copyof the Goods an&ervicesTax (GST)RegistratiorCertificate

ProvidentFund(PF) CertificateindicatingPF Code

O~

Copyof PermanenfccountNumber(PAN) Card

=
=

CA certified audited annual financial statements gooditive
financial Net worth for the last three years
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Form 3: Project Implementation Plan

The Bidder shalsubmit a preliminary Project implementation plan along with the Bid which shall
include at least the following activities:
1) Site Survey;

2) Understanding of Utility and its requirement with respect to Project implementation;

3) Overall system architecturg(incl. Cloud Servicesif applicable) configuration, and
customization

4)  Approach towards data privacy and cyber security;

5) Details of proposed roll owind testingmethodologylong withdata migration plan;

6) Approach paper documenting the interfaces fategration with existing and future
applications based on the information provided by utility

7)  Project team structure;

8)  Quality Assurance Program;

9) Training Schedule

10) Change Managememian

11) Documentation

12) Cutover and Gd.ive Plan

13) Exit Management andnowledge Transfer Plan
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Form 4: Bi dder 6s Representat.i

[ Bidders should provide the names and details of
Key Personnel to perform ti8ystem Integratd€ontract. The data on the@ixperience should be
supplied using the Formdiven in Section Below for each candidate.]

1. Title of position: Project Manager

Name of candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engaged

Time [insert the number of days/week/months/ that has been schedulec
commitment: for | this position

this position:

Expected time [insert the expected time schedule for this posiog. @attach high
schedule for this | level Gantt chaijt
position:

2. Title of position: [System Integration Specialist]

Name of candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engagef

Time [insert the number of days/week/months/ that has been schedulec
commitment: for | this position

this position:

Expected time [insert the expected time schedule for this posigog. fattach high
schedule for this | level Gantt chaijt
position:

3. Title of position: [Cyber Security Specialist]

Name of candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engagef

Time [insert the number of days/week/months/ that has $eteeduled for
commitment: for | this position

this position:

Expected time [insert the expected time schedule for this positog. @ttach high
schedule for this | level Gantt chaijt
position:

4, Title of position: [ERPSpecialist]

Name of candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engaget

Time [insert the number of days/week/months/ that has been schedulec
commitment: for | this position

this position:

Expected time [insert the expected time schedule for this posigog. attach high
schedule for this | level Gantt chaijt
position:
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Form 5;: Resume and Declaration

Name of Bidder:

Position [#1]: [title of position

Personnel Name: Date of birth:
information

Address: E-mail:

Professional qualifications:

Academic qualifications:

Language proficiency:[language and levels of speakimgading,and writing skills]

Details

Address of employer:

Telephone: Contact (manager / personnel officer);
Fax:
Job title: Years with present employer:

Summarize professional experience in reverse chronological order. Indicate technical and managerial
experience relevant to the Project.

. Duration of .
Project |Role . Relevant experience
involvement
main role and . . .
[ . ! N L [describe the experience relevant to this
project responsibilities on the |[time in role] .
. . position]
details] project]
Declaration
I, the undersignefl i ns erCondirtalcarors Representativeo or

certify that to the best of my knowledge and belief, the information contained in this Form 5 correctly
describes myself, mgualifications,and my experience.

I confirm that | am available as certified in the following table and throughout the expiunted t
schedule for this position as provided in the Bid:

Commitment \ Details
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Commitment to duration of | [insert period (start and end dates) for which tllso nt r a

contract: Representative oKey Personnel is available to work on t
contract]

Time commitment: [insert period (start and end dates) for which tllso nt r g
Representative oKey Personnel is available to work on t
contract]

I understand that any misrepresentation or omission in this Form may:
(a) be taken into consideration duriBgd evaluation;
(b) result in my disqualification from participating in the Bid;

(c) result in my dismissal from the contract.

NameofCont ract or 6 s KeePersoarelejmsertanamgv e or

Signature:

Date: (day month year):

Countersignature of authorized representative of the Bidder:

Signature:

Date: (day month year):

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation and Support for
Cloud based Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ Tender No [,,,,,,,t0 be inserted by
ULtIItY, ,1000000010000]



Section 4. Bidding Formd echnical Proposal 65

Form 6: Format of Bank Guarantee for Bid Securit

[To be on nonjudicial stamppaperof RupeeOne HundredOnly (INR 100F) or appropriatevalue
as per StampAct relevantto place of executionduly signedon eachpage.]

,,,,,,,,,,

ReferenceN o . ééééeé. Bank Guarantee N& é é é é . Dated:

,,,,,

To:
[Utility]
[Address]

Dear Sir/ Madam,

WHEREASEéé é é é é é é[lasert name of the Sole BiddefERPStLead with address

€ é é é é. [Insert addressof Sole Bidder /ERPSiLead having its registered office at

participatein TenderNo. [Tender Details{the i R F Rssuedby [Utility] (hereinafter,thed Ut i | i t y 0)
for Selection of System Integrator for Supply, Installation, Commissioning, Implementation and
Support for Enterprise Resource Planning (ERP) System

And WHEREAS a Bank Guaranteefor [Amount] valid [Date]is required tdbe submitted bythe
Bidder alongwith the RFP.

In consideration of thfdetails of theBiddel] agreeing to undertake the obligations under the [insert
details of the bid documentlye, é é é é é . [ | mamedf the Bank and addressof the Branch

,,,,,

giving the Bank Guarantee]having our registeredoffice at é é é é é . [ | naddeessof the

€ éééé. [ | nBarkrGuaranteenumber] datedé é é é é . [ | ntleeaatd of the Bank
Guarantee]and herebyagreeunequivocally irrevocablyand unconditionallyto pay immediately
on demandin writing from the Utility any officer authorizedby it in this behalf any amountnot
exceeding [Amount}o the said Utility on behalfof the Bidder.

We, [Insertname of issuing bahklo hereby undertake to pay the amounts due and payable under this
bank guarantee without any demur, protest, dispute or any inquiry. Any such demand made on the
Guarantor Bank, shall be conclusive as regards the amount due ancegay#int Guarantor Bank

under this bank guarantee. Our liability under this present being absolute and unequivocal. The
Guarantor Bank hereby expressly agrees that it shall not require any proof of the terms of the [bid
documents] or the occurrence of aayent specifiedhereunder andhall make the payment to the
Utility immediately on the written demand from the Utility, made in any format, raised abthe
mentionedaddress of the Guarantor Bank.

,,,,

the Bidder within its validity or nonsubmissionof PerformanceSecurityby the Bidder within the
stipulatedtime of the Letter of Award to the Bidder or any violation to the relevanttermsstipulated
in the RFPwould constitutea defaulton the part ofthe Bidder andthat this Bank Guaranteas liable
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to be invoked and encashedwithin its validity by the Utility in caseof any occurrenceof a
default on the part of the Bidder and that the amountis liable to be forfeited by the Utility.

This Guarantee shal/l be valid and binding on thi
date of validity of the Bank] and shall not be terminable by notice or by Guafanhtarason of

merger, amalgamationgstructuring, liquidation, winding up, dissolutionabrange in the constitution

of the Bank or the firm of the Bidder Or by any reason whatsoever and our liability hereunder shall

not be impaired or discharged by any extension of time or variationdeonagilons made, given,

conceded with or without our knowledge or consent by or between the Bidder and the Utility.

NOTWITHSTANDING anything contained hereinbefore, our liability under this guarantee is
restricted to [Amount]. Our Guarantee shall remairfdrce till [Date]. Unless demands or claims
under this Bank Guarantee are made to us in writing on or before [Date], all rights of the Beneficiary
under this Bank Guarantee shall be forfeited, and we shall be released and discharged from all
liabilities there under.

[Insert the address of the Bank with compli [ | nser t signatur e 0
postal branch code, telephone and 1{ Signatory]
numbers, and official round seal of the Ban

Attested

,,,,,,,,,,,

eééééeéeéeééeeé. [ Si g
(Notary Public)

Pl ace: éééééééeééé. Date: ééééééééééé.

INSTRUCTIONS FOR SUBMITTING BANK GUARANTEE

1. Bank Guarantee to be executed on-paticial stamp paper of appropriate value as per Stamp
Act relevant to place of execution.

2. The Bank Guarantee by Bidder shall be gifrem any Scheduled Commercial Bank.

3. The full address along with the Telex/Fax No. andal address of the issuing bank to be
mentioned.
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Form 7. Format of Covering Letter by ERPSI-Lead/ Sole Bidde

for Submission of Bid

[Covering Letter shall be on the official letterhead of the ERPSiLead of the Bidding
Consortium/ Sole Bidder]

[ReferenceNo.]
From:

[Addressof theERPStLead Sole Bidde}

[TelephoneNo., FaxNo., Email]
[Date]

To:
[Utility]
[Address]

Sub: Bid for Selection of System Integrator for Supply, Installation, Commissioning,
Implementation and Support for Enterprise Resource Planning (ERP) System

Ref: [Tender Details]

DearSir/ Madam,

We, the undersignedé é é é é . [Insert name of the ERPSiLead Sole Bidde} having read,
examined, and understoodin detail the RFP for Selection of System Integrator for Supply,
Installation, Commissioning, Implementation and Support for Enterprise Resource Planning (ERP)
System herebyubmit our Bid comprising of Technicaland Financial Bids.

1. We give our unconditionalacceptancéo the RFPincluding but not limited to all its instructions,
terms and conditions,and formats attachedthereto,issuedby Utility, asamendedIn token of
our acceptanceéo the RFP,the samehavebeeninitialed by us andenclosedo the Bid. We shall
ensurethat our Consortiumshall executesuch requirementsas per the provisionsof the RFP
and provision®f suchRFPshall bebindingon us.

2. Fulfilment of Eligibility
We undertake that we fulfthe Eligibility Criteria stipulated in the RFP and fulfil all the eligibility
requirements as the Lead Consortium MemBeté Bidderas outlined in the RFP.

3. Bid Security

We have enclosed a Bid Security of [Améént ]
[Insert Bank Guarantee Numbe(l OR Demand Dr af &)[Instradate df thé Bahlé
Guarantee]as per Form @iven in Section 4 r o m ¢é & ¢ [énsert name of Bank providing Bid
Bond] and valid up to [Date].

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation and Support for
Cloud based Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ Tender No [,,,,,., to be inserted by
ULty ,1000000010000 ]



Section 4. Bidding Formd echnical Proposal 68

4. No Deviation

We have submitted our FinanciBid strictly as per terms and formats of the RFP, without any
deviations, conditions and without mentioning any assumptions or notes for the Financial Bid in the
said format.

5. Acceptance

We hereby unconditionally and irrevocably agree and accept thatettision made by Utility in
respect of any matter regarding or arising out of the RFP shall be binding on us. We hereby expressly
waive any and all claims in respect of Bid process.

We confirm that there are no litigations or disputes against us, whitriafly affect our ability to

fulfil our obligations with regard to fulfilling our obligations as per the RFP.

6. Familiarity with Relevant Indian Laws and Regulations

We confirm that we have studied the provisions of the relevant Indian laws and reguksion
required to enable us to submit this Bid and execute the RFP Documents, in the event of our selection
as Selected Bidder. We further undertake and agree that all such factors as mention&RPSthe
Contract have been fully examined and considetgitbveubmitting the Bid.

7. Contact Person
Details of the contact person representing our Bidding Consor8ole/Bidder (registered Company)
supported by the Power of Attorney prescribed in Fabrgilen in Section 4f the RFP are furnished
as under:
Name: ééeéeéécééeééecééecéecéé.

n

,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,

Company: eeéeéeééeeceeceecéeéececceéece.
Address: ¢éééeecééececééecece.
Mobile: ééééééeécééééeceéeééece.

,,,,,,,,,,,,,,,,,,,

Phone: eeeeeeeeeceeeeeeceeece.

,,,,,,,,,,,,,,,,,,,

Fax: eeeeeeeeeeeeeceeeeeee.

,,,,,,,,,,,,,,,,,,,

Emai | : éeéeéecéeé

(0]
(0]
(0]
(0]
(0]
(0]
(0]
0]
0]
(0]
(0]
(0]
0]

1. We are submitting herdth the Technical Bid containing duly signed formats, both in
electronic and physical forms, (duly attested) as desired by you in the RFP for your
consideration.

2. We are also submitting herewith the Financial Bid in electronic form only, as per the terms
and conditions in the RFP.

8. It is confirmed that our Bid is consistent with all the requirements of submission as stated in the
RFP and subsequent communications from Utility.

9. The information submitted in our Bid is complete, strictly as per the requitersigpulated in the
RFP and is correct to the best of our knowledge and understanding. We would be solely
responsible for any errors or omissions in our Bid.

10. We confirm that all the terms and conditions of our Bid are valid for acceptance for a petiod of
(one) year from the Bid Submission Deadline.
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11. We confirm that we have not taken any material deviation so as to be deemezspamsive
with respect to the provisions stipulated in the RFP.

12. We confirm that no order/ rulidigijudgmenthas been passed by any Competent Court or
Appropriate Commission against us or any of our Consortium Members or in the preceding 1
(one) year from the Bid Submission Deadline for breach of any contract and that the Bid Security
submitted by the us or arf our Consortium Members has not been forfeited, either partly or
wholly, in any bid process in the preceding 1 (one) year from the Bid Submission Deadline.

13. We confirm that weare not currentlyblacklisted by any Govt. Organization or Regulatory
Agenciesor Govt. undertaking.

14. We are registered/ exempt from registering in accordance with applicable laws
[Evidence of valid registration by the Competent Authority shall be attached if applicable]

Dated the [inged éaie of the monthHay of € ¢[lénged month, yearat

,,,,,

Thanking you,

Yours Sincerely,

[Insert Signature here]
[Insert Name here]
[Insert Designation here]
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Form 8: Format of Consortium Agreement to be entered among

all Members of a Bidding Consortium

[To be onnonjudicial stamp paper of appropriate value as per Stamp Act relevant to place of
execution, duly signed on each page.]

FORM OF CONSORTIUM AGREEMENT BETWEEN

M/ s €. . . . . . o MIS e w M/S. e e .,
AND M/ s. Co

[Date] as per its Clause 4.3.2

1. THIS Consortium Agreement( her ei nafter referred to as HAAQTr e

[date] day of ......... [month], .......... [year] between

2. MIs. i, , @ company incorporated under the laws of ........ and.....
having its Registered OffiCe at ........ccccccoviiiviriiiiieeiiiiienn, , (hereinafter d2dlgg 1, 0 Lead A
Consortium Member6 whi ch expression shall include 1its
assigns);

3. M/S. , @ company incorporated under the laws of ...........c........ and
having its Registered Office at ........ccccccvvvvvvveiiiiieiiieeeeeeee, , (hereinafter daliety 2, 6 whi ch

expression shall include its successors, executors and perastigns);
[The Bidding Consortium should list the name, address of its registered office and other details of all
the Consortium Members above.]

WHEREAS the Parties abovenamed are entering into this Consortium Agreement for the purpose of
submitting theBid in response to the RFP and in the event of selection as Selected Bidder to comply
with the requirements as specified in the RFP and ensure executionSyfsteen Integrato€ontract

as may be required to be entered into with Utility.

Partyl,Party ar e hereinafter collectively referred to

WHEREAS the RFP stipulates that the Bidders applying as a Bidding Consortium shall submit a
legally enforceable Consortium Agreement in a format specified in the, RIFRreby each
Consortium Member undertakes to be liable for its Roles and Responsibilities, provide necessary
guarantees and pay required fees as required as per the provisions of the RFP, as specified herein.
WHEREAS any capitalized term in this Agreemeshall have the meaning ascribed to such term in

the RFP document.

NOW THEREFORE, THIS AGREEMENT WITNESSTH AS UNDER:
In consideration of the above premises and agreement all the Parties in this Consortium do hereby
mutually agree as follows:

1. In consideation of the selection of the Consortium as the Bidding Consortium by Utility, we the
Members of the Consortium and Parties to the Consortium Agreement do hereby unequivocally

agree that M/S.........ooii [Insert name of the Lead Membeghall act
as the Lead Member as defined in the RFP for self and agent for and on behalf of M/s.
.......................................... , MIS. ey, MIISL ey, @Nd
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MIS. oo, [the names of all the other Members of the Consortium to be filled
in here].

2. The Lead Consortium Member is hereby authorized by the Members of Consortium and Parties
to the Consortium Agreement to bind the Consortium and receive instructions for and on behalf of
all Members. The Roles and Responsibilities of all other membeilsbghas peClause 11.7 in
Section 6 oto this Agreement.

3. Both Consortium Membearundertake to b@intly and severallyiable for the performance of its
part of the Roles and Responsibilities without in any way limiting the scope of collective liability
envisaged in this Agreement in order to meet the requirements and obligations of the RFP. The
ERPSiLeadshall be liableand responsible for ensuring the individual and collective commitment
of each of the Members of the Consortium in discharging all their respective Roles and
Responsibilities.

4. In case of any breach of any of the commitment as specified under this Agrdsnaary of the
Consortium Members, the Lead Consortium Member of the Consortium shall be liable to meet the
obligations as defined under the RFP.

5. Except as specified in the Agreement, it is agreed that sharing of responsibilities as aforesaid and
obligaions thereto shall not in any way be a limitation of responsibility of the Lead Member
under these presents.

6. The Members expressly agree to adhere to all the terms and conditions of the RFP and confirm
t hat we dondét have anedin@eRAP) i ct of I nterest (a

7. This Consortium Agreement shall be construed and interpreted in accordance with the Laws of
India and Courts at [Place] shall have the exclusive jurisdiction in all matters relating thereto and
arising there under.

8. It is hereby agreed th#tie Lead Consortium Member shall furnish the Bid Security, as stipulated
in the RFP, on behalf of the Bidding Consortium.

9. Itis hereby agreed that in case of selection of Bidding Consortium &yshem Integratorthe
Parties to this Consortium Agreement do hereby agree that they shall furnish the Performance
Security and other commitments to Utility as stipulated in the RFP System Integrator
Contract. The Lead Member shall be responsible for ensuring thessudmmof the Performance
Security and other commitments on behalf of all the Consortium Members.

10. It is further expressly agreed that the Consortium Agreement shall be irrevocable and, for the
System Integratorshall remain valid over the term of the jéad, unless expressly agreed to the
contrary by Utility.

11. The Lead Consortium Member is authorized and shall be fully responsible for the accuracy and
veracity of the representations and information submitted by the Consortium Members
respectively from the to time in response to the RFP for the purposes of the Bid. The
representation by the Lead Member shall be deemed to be on behalf of and binding on all
members of the Consortium.
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12. It is expressly understood and agreed between the Members of the Comswrd Parties that the
responsibilities and obligations of each of the Members shall be as delineated as annexed hereto
as AnnexuréA forming integral part of this Agreement. It is further agreed by the Members that
the above sharing of responsibilitiesdaobligations shall not in any way be a limitation of
responsibilities and liabilities of the Members, with regards to all matters relating to the execution
of the Bid and implementation of the Project envisaged in the RFP Documents.

13. It is clearly agreedhat the Lead Consortium Member shall ensure performance indicated in the
RFP. In the event one or more Consortium Members fail to perform its/ their respective
obligations, the same shall be deemed to be a default by all the Consortium Members.

14. It is heeby expressly agreed between the Parties to this Consortium Agreement that neither Party
shall assign or delegate or subcontract its righitgies,or obligations under this Agreement to
any person or entity except with prior written consent of Utility.

15. This Consortium Agreement:

a) has been duly executed and delivered on behalf of each Party hereto and constitutes the legal,
valid, binding,and enforceable obligation of each such Party;

b) sets forth the entire understanding of the Parties hereto with tdspt®e subject matter
hereof; and

c) may not be amended or modified except in writing signed by each of the Parties and with
prior written consent of Utility.

Common Seal of .....cccoooviiiiiiiiiiiiieeen. FOr M/S. oo (Party 1)
been affixed in my/ our presence pursuan] [Signature of Authorized Representative]
Board ResOIUtION dated ... | e
[Name of the Authorized Representative]
[Designation of the Authorized Representative]

Witness 1

[Signature of Witness 1]

Name:

Designation
Witness 2

[Signature of Witness 2]
Name:
Designation:
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N. Common Seal of .................... e, For MIS. oo (Party N)
been affixed in my/ our presence pursuan| [Signature of Authorized Representative]
Board Resolution dated ........ccccciies | e
[Name of the Authorized Representative]
[Designation of the Authorized Representative]

N.1. Witness 1 N.2. Witness 2
[Signature of Witness 1] [Signature of Witness 1]
Name: Name:

Designation: Designation:
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Form 9: Format of Power of Attorney by ERPSI-2" in favor of

ERPSI-Lead

[To be on norudicial stamp paper ofppropriate value as per Stamp Act relevant to place of
execution, duly signed on each page.]

[To be provided by each Consortium Member (other than the Lead Consortium MentaeQriof

the Lead Consortium Member]

WHEREAS [ Ut i | i t y] has issued for Tender No . [ Tenc
inviting Bids in respect oBelection of System Integrator for Supply, Installation, Commissioning,
Implementation and Suppdidr EnterpriseResource Planning (ERP) Systént he A Pr oj ect 0)
terms contained in the RFP;

WHEREAS M/ s . ééé&¢ M/ s. ééeéeéeé. , M/ s. éa[mskrtmdimes of é e ééé
all Members of Consortium] the Members of the Consortium are desirous of submitting a Bid in
response to the RFP, and if selectadjartaking the responsibility of implementing the Project as per

the terms of the RFP;

WHEREAS all the Members of the Consortium have agreed under the Consortium Agreement dated
€ééé.(the fiConsortium Agreement o), eabnitedawny i nt o
with the Bi dé.t][mserathepnamerand addéess of the Lead Consortium Member] as

Lead Consortium Member to represent all the Members of the Consortium for all matters regarding

the RFP and the Bid;

AND WHEREAS pursuant to the tens of the RFP and the Consortium Agreement, we, the Members

of the Consorti um h eér.el[lnsert rhraesof thenLaad Bembir] as tléed ead
Consortium Member to represent us in all matters regarding the Bid and the RFP, in the manner stated
bedow: -

Know al l me n by these presents, we €Eééééééééeéc
address of the registered office of t he Member
[Insert name and address of the registered office of the MemBer ..¢
eéééeééeéeceeeeece. [ I ns er tddressaofrtbe remistated affice of the Member

n] do hereby constitute, appoint, nomi nate and
and registered office address of the Lead Consortium Member], which is one of the Members of the
Consortium, to act as the Ledkmber and our true and lawful attorney, to do in our name and on

our behalf, all such acts, deeds and things necessary in connection with or incidental to submission of
Consortiumbs Bid in response to the iRiénPfthessued
Bid and all documents related to the Bid as specified in the RFP, including but not limited to
undertakings, letters, certificates, acceptances, clarifications, guarantees or any other document, which
Utility may require us to submit. The amésaid attorney is further authorized for making
representations to Utility named in the RFP, and providing information / responses to Utility,
representing us and the Consortium in all matters before Utility named in the RFP, and generally
dealing withUtility namedin the RFP in all matters in connection with our Bid, till completion of the

bidding process as well as implementation of the Project, if applicable, in accordance with the RFP.

We, as Members of the Consortium, hereby agree to ratify ajldesgs and things done by our said
attorney pursuant to this Power of Attorney and that all detsglsand things done by our aforesaid

attorney shall be binding on us and shall always be deemed to have been done by us.

All the terms used herein but ndéfined shall have the meaning ascribed to such terms under the

RFP.
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We,

as Members of the Consortium, hereby agree to ratify all acts, deeds and things done by our said

attorney pursuant to this Power of Attorney and that all detsdsand things doney our aforesaid
attorney shall be binding on us and shall always be deemed to have been done by us.

All the terms used herein but not defined shall have the meaning ascribed to such terms under the
RFP.

éee

,,,,,,,,,,,,

,,,,,,,,

ee. e

Accepted

s 7

ee

,,,,,,,,,,

eeeeeeeecece

(Signature of Attorney)
[Insert Namedesignationand address of the Attorney]

Attested

sz

e e

,,,,,,,,,,,

eeeeeeeeeee.

(Signature of the executant)
(Name,designationand address of the executant)

sz

é e
Sign

,,,,,,,,,,,,

cééécéeééeeéeée.
ature and stamp of Notary of the place of execution

Common seal of € é é é é&eéd inhnaykur presenoe pardudnt to Board of
Directordés Resolution dated¢éé
1. WI TNESS1. éeéééeéeeccéééecéééececece (Signature)
Name ééeéeééecééeeéeééee.
Designation. . ... .€....¢e6éeééecéeé
2. WL TNESS2. ... .......éeéeééeéecée.
Name éééececéééée&&écece.
Designation. .. .. .é. ...éeéeéecéeéeé
Notes

a. Themodeof executionof the power of attorneyshouldbe in accordancewith the procedure,
if any,laid downbytheapplicablelaw and thecharter documentsf the executant(s).

b. In the event,power of attorney has beenexecutedoutside India, the sameneedsto be duly
notarizedby a notary public of thejurisdiction whereit is executed Such POAsmust beduly
apostilled and (if required) suitable confirmation of the concerned consutaist also be
obtained

c. Also,whereverrequired,the executant(syhouldsubmitfor verificationthe extractof the charter

documentsand documentssuch as a Board resolution/ power of attorney, in favor of the
personexecutingthis power of attorney for delegationof power hereunderon behalf of the
executant(s).
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Form 10: Format of Power of Attorney by ERPSI-Lead / Sol

Bidder authorizing an Individual Designated Representative fo
the Consortium

[To be on norudicial stamp paper of appropriate value as per Stafgb relevant to place of

execution.

Know all men by these presents, Wrsert @a@né areé é é é é é
address of the registered office of the Lead Consortium Member of the Bidding Cons8udiem/

Biddef do hereby constitute, appoint, nominate and authorize Mr./Ms.
eééeéeééeééeeceéeééeéé |[Insert name and residential addressivho is
presently employed with us and holding the posit
lawful attorney, to do in our name and our dehalf, all such acts, deeds and things necessary in
connection with or incidental to submission of our Bid in response to Tender No. [Tender Details] for
Selection of System Integrator for Supply, Installation, Commissioning, Implementation and Support

for Enterprise Resource Planning (ERP) Systetmh e #APr oj ect o) i ssued by [
and submission of the Bid and all other documents related to the Bid, including but not limited to
undertakings, letters, certificates, acceptancesdficiions, guarantees or any other document which

Utility may require us to submit. The aforesaid attorney is further authorized for making
representations to Utility, and providing information / responses to Ultility, representing us in all
matters befar Utility, and generally dealing with Utility in all matters in connection with our Bid till

the completion of the bidding process as per the terms of the RFP.

We hereby agree to ratify all acts, deeds and things done by our said attorney pursuaRoiwehis

of Attorney and that all actsleedsand things done by our aforesaid attorney shall be binding on us
and shall always be deemed to have been done by us.

All the terms used herein but not defined shall have the meaning ascribed to such ternteeunder
RFP.

Signed by the within named................................... [lnsert the name of the executant company]
through the hand of Mr ./ Mr sé.. édémétreydzédeby ¢hé ¢ é é é
Board to issue such Power of Attorney dated this
Accepted

,,,,,,,,,,

eeééeceééeéeeé (Signature of Attorney)
[Insert Namedesignationand address of the Attorney]

Attested
éeééééeecéééée.
(Signature of the executant)

(Name,designationand address of the executant)

//////////////

eeéeéeeéeeéece.
Signature and stamp of Notary of the place of execution
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,,,,,,

Common seal of eééééeé has been affixed in mylo
Directordéds Resolution dated¢éé

1. WI TNESS 1. éééeccéééeeccéé&&ee@Signature)

Name éééecéééééeecééé.
Designation. ... .......ééeéeéeée.

2. WI TNESS 2. ¢éééééecéeééececééééeée. (Signature)
Name ééécéééééeecééeé.
Designation. . .é._......¢eéeéée
Notes:

a. The mode of execution of the power of attorney should be in accordance with the procedure, if
any, laid down by the applicable law and the charter documents of the executant(s).

b. In the event, power of attorney has been executed outside India, the sategmée duly
notarized by a notary public of the jurisdiction where it is execusadh POAsmust beduly
apostilled and (if required) suitable confirmation of the concerned consutait also be
obtained

c. Also, wherever required, the executant(s) $thaubmit for verification the extract of the charter
documents and documents such as a Board resolution / power of attorfasgriof the person
executing this power of attorney for delegation of power hereunder on behalf of the executant(s).
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Form 11: Format of Letter of Consent by Sole Bidder/ ERPSI-

Lead reviewing each element of the Bid

[On the letter head dBole Biddereach Member of the Consortilintluding Lead Membér
[Reference No.]

From:

[Address of the Lead Consortium Memb8ole Bidde}
[Telephone No., Fax No., Email]

[Date]

To:
[Utility]
[Address]

Sub: Bid for Selection of System Integrator for Supply, Installation, Commissioning,
Implementation and Support for Enterprise Resource Planning (ERP) System
Ref:  [Tender Details]

Dear Sir/ Madam,

We , eé. . ... . € Splé BidderiConsomitamnemberiSolet he un
Bidder/Member of ConsortiunandLead by éé. . .. ... ... ......¢é [l nse
Member] have reacggxaminedand understood the RFP and RFP DocumentSdtection of System

Integrator for Supply, Installation, Commissioning, Implementation and Support for Enterprise
Resource Planning (ERP) System

We hereby confirm our concurrence with the RFP including in particular thé &id Consortium
Agreementsubmi tted by éé. . .. . . . Sole Bidder/Lead @onsgrtiums er t !
Member], in response to the RFP. Wanfirm that the Bid has been reviewed and each element of the

Bid is agreed to including but not limited to the commitment and obligations of our Company.

The details of contact person are furnished as under:
Name :

Designation

Name of the Compygy

Address

Phone Nos.

Fax Nos.

E-mail address

7

Dated the éé. day of éé. of 20¢éé
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Thanking you,

Yours faithfully,

ééééééeeéeeeecée.

[Signature, Name, Designation of Authorized Signatory of Consortium Member and Company's Seal]

Business Adress:
[Name and address of principal officer]
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Form 12: Record of Similar Work Done

Name of the Project: Location:

Client Name: Client Address:

Type of Client: (PSU / Power Utility/ Indialhower Utility/ Private/ Others):

Project Duration (In Months): Project Value: (In INR Crores):

Status: (Complete / Ongoing)

Start Date: Completion Date:

Number of Users*; Modules covered*:

Name of theERP OEM Produdmplemented*:

CompleteDocumentary Evidence Attached [Documentary Evidence (Start Page No. To End P
(Yes/No): No.):
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Form 13: List of Material and Services

Please Note: The list is indicative only. This needs to be detailed out and customizeg Rlyin
consultation with the <<DISCOM>>based on th&roject requiremenand system configuration to
meet SLAsperformance targets, functional requirements atiter conditions as mentioned in the bid
document

Table 1: Data Center (DC) and Disaster Recovery Center (DRC) Componenf$o be defined by
ERPSI]

Table 2: Bill of Materials and Services forERP System Licensefindicative Only. To be
defined by ERPSI]

Sl. No. Particular Units Total
1. Full Use- ERP Application Users No.
2. Payroll Userdéds En No
3. Selfservice users for employees No.

Table 3: Bill of Materials and Services for Hardware [Indicative Only. To be defined by
ERPSI]

B w N[
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Form 14: Table of Compliance

The Bidder shall submit 6Clause by Claused compl
specifications and functional requirements (with amendments, if any) as per the format prescribed in
Form14

The Bidder shall annotate the Table of Contefitsazh section to provide a hidgwvel summary of
compliance status. In all cases, the following symbols, and no others shall be used:

1 C - Bid complies with all requirements in the adjacent paragraph.

1 A - Bid is not compliant with the requirements in the aljacent paragraph, but a
functional alternative is proposed.

1 X - Bid takes exception to the requirements of the adjacent paragraph and no functional
alternative is proposed.

Only one symbol shall be assigned to paragraph and shall indicate theagarétvel of compliance
for that paragraph. This annotation may be handwritten.

The Bidder shall also underline, on the compliance copy, all requirements to which exceptions have
been taken (X) or to which alternatives have been proposed (A).

Each alternativeshall be clearly and explicitly described. Such descriptions shall use the same
paragraph numbering as the bid document sections addressed by the alternatives. All alternative
descriptions shall be i n one contrablgmdhe sams ect i o
volume, and titled "Alternatives." A separate section titled "Exceptions" shall also be provided
containing any discussion or explanation chooses to provide concerning exceptions taken.
Alternatives which do not substantially comply withe intent of the Bid documents will be
considered exceptions.

Any c¢cl ause which is not included in this complia

The Utility will assess the merits of each alternative and exception and will be theidgdeas to
their acceptance.

Additionally, the bidder has to provide the details of Pafd TQRsupporting documents in the
following format

PQR/TQR Clause | Criteria Supporting Compliance | Page# at which document
Ref Description Document provided as part of
(Yes/No) | Technical Proposal
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Section 5 Financial Proposal- Forms

1 Financial Bid as per format providedfiorm 1
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Form 1: Format of Submission of Financial Bid (For Referenc
Only)

[IMPORTANT NOTE: THE FINANCIAL BID SHALL ONLY BE SUBMITTED IN THE
ELECTRONIC FORMAT. IT SHALL NOT BE SUBMITTED IN HARD COPY OR AS A PART
OF THE TECHNICAL BID.]

[On the letter head of each Member of the €wtium including Lead Membe8ole Bidde}

[Reference No.]

From:

[Address of the Lead Consortium Memb8ole Biddef
[Telephone No., Fax No., Email]

[Date]

To:
[Utility]
[Address]

Sub: Financial Bid for Selection of System Integrator for Supply, Installation,
Commissioning, Implementation and Support for Enterprise Resource Planning (ERP)
System

Ref:  [Tender Details]

Dear Sir/ Madam,

We, the undersigned €. ... .. ... ...... Soe.Bidderé . [ I
OPartrept@&pkenting 2 < I [ 1
6Party 206] , é. . ... . 6. [ nsert r
€. ... . ém [l\/llemn:berrt orﬁ’annneyofno]he hhea

and understood in detall the RFP for ImplementatiofUaifity] 8 €£RP Systenhereby submit our
Financial Bid. We hereby undertake and confirm that:

A. We have submitted our Financial Bid strictly in accordancé whe RFP without any
deviations or condition.

B. Our Financial Bid is consistent with all the requirements of submission as stated in the RFP
and subsequent communications.

C. Price quoted clearly mentions the total cost (basic cost, Goods and Servicesdrgxpther
taxes/duties/levies).

D. Under no circumstances shall escalation in prices of this Financial Bid be entertained by
Utility whether due to factors within or beyond control of the Bidding Consortium such as
change in tax structure, currency valbawmge, etc.
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E. The details quoted herein shall stand valid at least for 9 months from the date of submission
of this Financial Bid and for implementation of Project, if awarded, as per the timeframe
indicated in the RFP.

F. Our Tot al Cost of the ProjecandthequotetERRSI cont r ¢
Service Charge will be a fixed for the entire contract duration

G. Our quoted prices are as per the Annexure attached herein.

Dated the eéééeé. [ I ns eraty ddt eé écdféét hegd | meetr h] mor
eééée. [ I nsert place].
Thanking you,

Sincerely yours,

[Insert Signature here]
[Insert Name here]
[Insert Designation here]
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Form 2: Format for Financial Breakup of Cost Components

<Please Note: Thitems areindicative only. This needs to be detailed out and customiz8tiltly basis
project requirementAny variation in GST and or cess the Items specifically mentioned above shall be
on account of the Utility ando other items including hardware and software that may be necessary for
putting theERPsystem in place

ERP System - Implementation Phase Cost

(ERP Systemimplementation Cost- from Part A to Part G)

1 2 3 4 5 (6)=(3)+(5) |(7)=(3) +()

1 Part A 1 ERP Systen
Software (Licens:t
Component)

2 Part B - ERP Systen
Hardware

3 Part C - ERP
Implementation Services

4 Part D - Cloud DC and
DRC Centre (BOQ)

5 Part ET7 ERP System Audit]

6 Part F i Training Cost

7 Part G i Manpower Cost

Note:

Any item/ material either hardware or software required to meet the functionality specified in the tender document whose
related component is missing in the above table has b accounted by the Bidder and the price of the same is assumed to
be reflected and taken care in the price specified to the <<DISCOM>> by the Bidder in this commercial bid.
<<DISCOM>> is liable only to pay the Contract price as per the payment terms mergned in the RFP to meet all the
requirements as specified in the RFP
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Part A- ERP System Software (License Component)

8=(7) 9=(8)x(4)
1 2 3 4 5 +(5)
ERP System-
Licenses
1 Full Use- No.
ERP
Application
Users
2 Payroll No.
3 Self Service No.
Total Cost for Part A (In Numbers for <<DISCOM>>)

Part B - ERP System Hardwar@éndicative only)
Bidders will provide the actual BoQwith items, nos., configuration and costs towards sitepecific
hardware to be used during project implementation phase in this section.

8 =(7)
+ (5)

0 = (8)x(4)

Total Cost for Part B (In INR) in figures
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Part C- ERP-System Implementation Services

1 2 3 4 5 6 (7) = (4) + (6)

Cost of ERH
Implementation

1 [service including Lump Sump
Configuration,
Customization,
Integration, Testing
and Go-Live of ERP)
System

Total Cost for Part C (In Numbers for <<DISCOM>>)

Part D - Cloud DC and DRC Center (BOQ)ndicative Only)

Bidders will provide the actual BoQ with items, nos., configuration and costs, in consultation with
the CSP, towards Data Center, Disaster Recovery Center and Test & Development environment to
be used during project implementation phase in this section.
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Part E - ERP System Audit

(7) = (4) + (6)

1 [ERP System- OEM|Lump Sump
Audit Cost

Total Cost for Part E (In INR) in figures

Part F - Training Cost

(7) = (4) + (6)

1 [ERP System- Training|Lump Sump
& Change
Management

Total Cost for Part F (In INR) in figures
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Part Gi Manpower Cost Estimate

Sr. No. | Item Description (A) Total Estimated | Person Day | Total Cost
Person Days | Rate (C) (D=B X C)
Required (B)
1 Project Manager To be provided by
Utility
2 ERP Moduleél Functional Leads To be provided by
(Total XX - Resources one for eac Ultility
Module)
3 Distribution Sector Specialist To be provided by
Utility
4 Change Management Expert To be provided by
Utility
5 ICT Infrastructure Lead To be provided by
Utility
6 Cloud services expert To be provided by
Utility
7 LeadProgrammer To be provided by
Utility
8 System/Database Administrator To be provided by
Utility
9 Enterprise Architect/ Integration Expe| To be provided by
Utility
10 Solution Tester
11 Network Expert
12 Security Expert
13 Mobile Application Expert
14 Data Digitization Lead
15 Bid Management Expert
16 Facilities Management and Help Des
Coordinator
17 IT Support Staff
Total
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ERP System - Operation & Maintenance Phase Cost

PartH - ERP System Annual Technical Support (ATS) Cost for <<DISCOM>>

For ERP Application System (After Successful Gd.ive of ERP System)

©)=@@+B)N=@A+06)

ERP System+ Annual Technical Support |Year 1

ERP System+ Annual Technical Support |Year 2

ERP System Annual Technical Support [Year 4

1
1
2
3 [ERP System- Annual Technical Support ([Year 3
4
5

ERP System Annual Technical Support |Year 5

P [frendTow@rarseers

Note:

Any item/ material either hardware or software required maeet the functionality specified in the tender document whose
related component is missing in the above table has to be accounted by the Bidder and the price of the same is assumed to be
reflected and taken care in the price specified to the <<DISCOM>>thwy Bidder in this commercial bid. <<DISCOM>> is

liable only to pay the Contract price as per the payment terms mentioned in the RFP to meet all the requirements as specified
in the RFP

Part| - Cloud Service Provider (CSP) Cost (FbrYears)< If Applicable>
(After Successful GeLive of ERP System)

H
N
w
=
o1

(6)=(H+®) [(1)=(4)+(5)

Cloud Service Provider (CSP) Services |Year 1
Cloud Service Provider (CSP) Services |Year 2
Cloud Service Provider (CSP) Services |Year 3

Cloud Service Provider (CSP) Services |Year 4

g1l ] W|IN]|PF

Cloud Service Provider(CSP) Services |Year 5

Note: Any item/ material either hardware or software required to meet the functionality specified in the tender document
whose related component is missing in the above table has to be accounted by the Bidder and the price of the same is assumed
to be refected and taken care in the price specified to the <<DISCOM>> by the Bidder in this commercial bid. <<DISCOM>>
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is liable only to pay the Contract price as per the payment terms mentioned in the RFP to meet all the requirements as
specified in the RFP

Part J - Cloud Service Provider (CSP) Cost (F@ne Year) (Indicative only, ERPSI may modify as
required)

(Same template can be used for all years if different costing for diffent years is to be provided)

Note: The below table is indicative onlfhis needs to be detailed out and customizedRPSI,in
consultation with the <<DISCOM>>based on the Project requiremeartd system configuration to meet
SLAs, performance targets, functional requirements and other conditions as mentioned in the bid
document

1 |2 3 4 5 6 |7 8 0=4x8
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Part K - Facility ManagementServices Cost (Fob Years)
(Including Hardware AMC after expiry of warranty period) (After Successful Go-Live of ERP
System)

1 2 3 4 5 (6) = (4) + (5)
1 [Facility ManagementService Year 1
2  |Facility Management Service Year 2
3  |Facility ManagementService Year 3
4 [Facility Management Service Year 4
5  |Facility Management Service Year 5

Note: Any item/ material either hardware or software required to meet the functionality specified itetider document

whose related component is missing in the above table has to be accounted by the Bidder and the price of the same is
assumed to be reflected and taken care in the price specified to the <<DISCOM>> by the Bidder in this commercial bid.
<<DISCOM>> is liable only to pay the Contract price as per the payment terms mentioned in the RFP to meet all the
requirements as specified in the RFP

If a firm/bidder quotes impracticably low O&M chargese., less than 20% of the Total Cost of the Project,
<<DISCOM>>reserves the right to treat the bid as unresponsive and not consider it.

ERP System - Total Cost for <<DISCOM>>

1 ERP System Implementation Phase Cost

2 Part H - ERP System- ATS Cost (For 5
Years)

3 Part | - Cloud Service Provider (CSP) Cost
(For 5 Years) <if applicable>

4 Part K - Operations & Maintenance (O&M)
Services Cost (Foi5 Years)

Note:

Any item/ material either hardware or software required to meet the functionality specified in the tender document
whose related component is missing in the above table has to be accounted by the Bidder and the price of the same is
assumed to be reflected and taken care in the price specified to the <<DISCOM>> by the Bidder in this commercial
bid. <<DISCOM>> is liable only to pay the Contract price as per the payment terms mentioned in the RFP to meet

all the requirements as specified in the RFP
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1. Overview of the ERPSI Scope of Work

1.1 The << Utility>>intends to implement an Enterprise resource planning (ERP) solution for an
integrated data collection, analysis and sharing platform to address the key business challenges
and share the data across various functional areas which can make its busiessgp#dticient,
morerobust,and reliable to meet the present and future challenges.

The objectiveof thefEnterprise Resource Planning System Integrator (ERPSKH r ERP®be i
shallbe toimplement an integrated Enterprise Resource Planning (ERP) Systegnating the
business processasross the geographical areasefUtility>> which includeCircles, Towns,
SubDivisions and otheAdministrative Officesetc

1.2 Among the various functional modules to be implemented are:

Sr No Function Module Legend
1. Finance & Accounts Management F&A
2. Human Resource ManagemgRayroll HRM

and ESS
3. Material Management MM
4, Project Management PS
5. Asset Maintenance Management ASM
6. Business Reporting Bl
7. Document Management System DMS
8. Governance, Risk and Compliance GRC
9. E-Office

1.3ERPProject Area

The ERP Systemshall be implementedor various functional areaacross the geographical
locationsof << Utility>> as given in the following table.

Sr No | Name of Circle Name of Towns | No of Sub-Divisions No of other Offices

1

2

3

4
<The Utility to provide information onthe offices where the ERP system is to be
implementedUtility to enter brief details on theame,type,and no. of offices to be covered
as per the above tabieith details added as an annexure to this document as required.

1.4 The ERPsystem should be designed such that all the required hardware, software, and firmware
with upgrades satisfy thERP system rquirements and service level agreements as specified in
this Contractwhile considering technical obsolescence over the operating life of the system and
suitability for future scale upThe ERP platform shall be an available off the sheloduct
(COTS) cpable of integrating the different business functions mentioned alievire
responsibility ofthe fully functional ERP system shall rest with thERPSIin order to meet the
performance levels as given in the Contract. ER®SIshall ensure that the Slon compies
with the Applicable Law, technicapecificationsand other provisions of the Contract.
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1.5Brief Scope of Work:

The Scope of work shall include Supply, installation, customization, testing and commissioning of
ERP Systems with necessdfgcility Management ServiceShe System IntegratorERPS) will

act as overarching agency and will support in Procurement, Implementation, Commissioning, and
Facility Management for Infrastructure. As for the Software Defwwade Area Network (Sb

WAN) sdution for ERP System, th&ERPSIwill assist the DISCOM in creating an RFP and
handle the implementation and O&M of the -8AN solution. Furthermore System Integrator
(ERPS) will be Single Point of Contact (SPOC) relating to all responsibilities andegssu
pertaining to Implementation of overall ERP System including Infrastructure and Software
DefinedWide Area Network (SEWVAN) solution at <DISCOM><DISCOM>>.

The ERPSIshall be required to carry out the scope of work which shall include but not be limited
to the following:

/, Pilot Go-Live
" & ,—]I A Final Go-Live

Detailed As-Is

Study, _Bl{siness o e

E:;n;psr;’r;gnrﬁ and o Sug%!y, Installation ~ EEe=s . Data Digitization f ERP System .

. 2N and Commissioning 1 and Migration Int ti —
Design O-0 ofthe ERP System = =t 9 niegration \ij‘
. N Project
£ Implementation
Methodology
|j Training Audits and - Project
- Requirements IT Security == Management

(=)

r~
Change -

. Facility
Management o gznugln'l'(t;c_ll_'lsn’lcal y Management 1 Exit Management
" PP N Services (FMS) J* and Knowledge

Transfer

1.6 Unless otherwise stipulated in tR&Por Contract, the scope of work shall include all such items
not specifically mentioned in the Contract that can be reasonably inferred from the Contract as
being required for comprehensive, successiudl satisfactory implementation of the Solution as
if such items were expressly mentioned in the Contract. The same may be mutually enlisted and
agreed upoby Utility andERPSIduring the design phase as defined in the Contract;

1.7 Wherever references are made inRk&Pto codes and standards in accordance with which the
Solution shall be executed, the edition or the revised version of such codes and stivadldvds
those specified in the scope of work;

1.8 The systems which are at a risk of technical obsolescence over the operating life of the system
should be identified; this should include esfgsale and endf-support policies governing the
proposed technotpes. Forward and backward compatibility need to be considered and mitigation
option shall be indicated in detail and shall not be limited to periodic update from OEM/System
supplier

1.9 Following shall be excluded frol R P Sdcdpe of work

a. Construction of bilding, air conditioning, ventilationjghting, and firefighting system
for ERP Data Monitoring Centre

b. Contracting any Network Bandwidth service provider (NBSP) under the ERPSI contract
as it is assumed that the utilitieavethis infrastructure availd®
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c. Contracting of any SBWANSP under theERPSI The ERPSIwill aid the Utility to
create and float a separate RFP for onboarding-8/8D! service provider
d. Any modifications required in the existing system of the Utility (Billing, Website, etc.)

2. Detailed Asis study and Designing ERP systems:

1. ERPSIshall carry out Ads Study for existing Enterprise Architecture, IT Applications &
Solutions, Uutility Busi ness process, Cl oud
etc. along with requirement gatheringorkshops to identify the Gaps and areas of
improvements in current state of the <<DISCOM>>. HRPSIwill take the necessary inputs
and approval on the formulated -#s Status report from Stakeholders/Nodal Officers of
<<DISCOM>>.

2. ERPSIwill identify and make suggestions on existing IT Applications & Solutions which
needs to be phased out post implementation of the ERP System.

3. ERPSI shall formulate the T®e Document, Business & Process Design Documents,
Technical Design Documents HLD & LLD including Data Conversion and Migration
Strategy based on the requirement gathering workshops in line with the Scope of project.

4. ERPSIshall carry out detailed Functional Requirement study, System Requirements Study and
Finalize Business Blueprint Bign for ERP System

. installation, integration, testing and commissioning of

3.1.Enterprise Resource Planning system together with relevant database, licenses, and other software
in conformance to Industry standards

3.1.1. GENERAL REQUIREMENTS
a. Latest versiorof Offered ERP available while placing the order shall be implemented.

b. ERPSIshall prepare and submit a detailed project plan for the software development
/customization.

c. The ERPSIshall deploy a dedicated team experienced in installation, configuration,
customization, integration and testing, implementation, deployment of the proposed ERP
system.

d. For customizations which are not part of the functionality of the offered produPSER
must keep level of customization to a bare minimum depending upon offered
functionalities and best practice¥his is important to ensure that future upgrades,
enhancements, and bug fixes are not impacted. Every custom development must be
documented imletail and the code / script should be properly annotated with comments.

e. Configuring the specific ERP modules, third party {mritapplications, development of
interfaces wherever and whenever necessary.

f. The ERPSI shall ensure that the proposed ERP syspenvides adequate interfacing
mechanisms (both at the application and data level) with a view to integrate future
applications of <<DISCOM>>. Such interfaces shall follow industry standards such as
Application Programming Isetterface (APl 06s)

g. The ERPSI shall supply and install the application, database and related software,
integration tools, along with the customized source code and requisite licenses for ERP.
The ERPSIshall also describe and document the process to be followetstaling and
operating the same.
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The ERPSI shall consider stakeholder inputs when they are finalizing all processes
including user interfaces, mode of data entry, storage and retrieval, output reports,
gueries, and the application design as a wHedsetially it is expected that the ERPSI
shall follow a SDLC Agile framework in implementing the project establishing regular
Conference Room Pilots.

ERPSI to suggest industry standard best practices for backing up (archiving), purging and
restoring current ER data / future new ERP.

The UAT shall be carried out in the Testing environment created. Bidder shall be
responsible for setting up the Testing environment and also for creating / populating the
necessary configuration data as well as master data ad Weukquired for the purpose

of UAT.

The patches/fixes shall be tested by the support team of ERPSI in Development
environment and subsequently UAT will be done in the Testing environment before they
are implemented in production.

ERPSI s hal ladveesireukingQiglavdilability and other database features like
partitioning, performance tuning etc. Database best practices like indexes, custom
Partitioning (using relative merits of range, list, hash, composite partitioning etc.) should
be utilizedto get additional performance.

ERPSI shall develop purging policy in coordination wiktDISCOM>> to get optimum
performance of the new ERP.

In the new ERP, as per industry standard practice, for any scanned documents created by
user, images shall be stdreutside the ERP database in a different file server as a part of
document management system and only the document link shall be available in the ERP
database.

3.1.2. PHASES OFIMPLEMENTATION OF ERP SYSTEM

There shall be two broad phases in the implementatibasd®1 shall be about assessment of
current business process and legacy systems, gap analysis and firming up of the business
functions and workflows, if necessary, through business process engineering. Phase 2 will take
care of stage wise implementation agsign approved in Phase 1 and conducting unit testing,
system testing and User Acceptance Testing.

3.1.2.1.Phase 1

1

Study of Business Processes Document, reference documents prepared by functional team
of <<DISCOM>> and prepare/update AS, TO-BE and GAP Analysi.

Study of the current implemented environment and conduct assessment of the business
functions / Process flows and uncovered Business requirements for which legacy systems
are being continued including statutory and regulatory reporting requiremants if

Conduct a fulfledged assessment of the existing applications including a thorough
technical and functional review of all current applications.

ERPSI shall follow Agile Methodology for requirement study of the Business Process and
through interfacevith all application module owners revise requirements at each sprint if
all requirements cannot be identified at the outset.

Compile and validate A$S, TOBE and GAP Analysis in consultation with
<<DISCOM>>. Submit & get approval of these documents Meduise.
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1 Map the best practices available in the OEM product with the existing business processes.
Formulate business processergineering plan where necessary, identifying clearly the
impact on current business processes.

1 Draw up customization plan fogaps where the OEM Product does not meet
<<DISCOM>> requirements.

1 Map all MIS / Dashboard / Reporting requirements and statutory reporting requirements
of <<DISCOM>> and identify new reports that need to be customized / freshly developed
in standard formafe.g. .xlIsx, .pdf, .xml etc.) defined by users.

1 Define strategy for data migration from existing application databases to new ERP
database, providing appropriate filters in consultation with #i2ISCOM>>.

9 Establish industry standard policy for archiviagd purging of enterprise data in the ERP
environment.

Define desired access security and data validation controls.

Factoring in the above assessment inputs, create/update overall design, UAT,
Configuration documents, Customized objects carried forward et

1 Submit architectural design as part of the SDLC deliverables. Upon approval from
<<DISCOM>>, proceed to Phase II.

3.1.2.2.Phase 2

1 Stage wise implementation of assessment Phase | as per approved design and submitted
documents.

1 Carry out data migration from esting application databases to new ERP database by
providing appropriate filters on the existing data.

Arrange Test Management Plan (Unit, System and UAT) $@ISCOM>>,
Conduct Conference Room Pilot (CRP) including reports.

Conducting Final User Acptance Test (UAT) and submission of final documents
inclusive of Integration Testing results.

1 Provide basic and specialized training to the user community pertaining to their areas of
work. Also, handhold and institute advanced training and capacity fyiifkdeasures for
system administrators, technical staff, IT community regarding all aspects of technical
and operational features of the new ERP platform

3.1.2.3.Summary of Deliverables

The ERPSI shall comply with the minimum set of deliverables as mentioned riexére D 1
Summaryof Deliverables. The exhaustive list of deliverables is not limited to this minimum set. One
hard Copy & One Soft Copy (in a DVD) of these deliverables shall be handed over to the
<<DISCOM>> Project Manager, after successful completibthe project. <DISCOM>> may add

or remove items from the list at a later stage of the project, which shall be binding on the ERPSI.

3.1.3. ERP FUNCTION REQUIREMENTS
<DISCOM SHOULD INCLUDE ONLY THOSE MODULES THAT IT SEEKS TO
PROCURE>

The ERP solution togethevith relevant database, licenses, and other software in conformance to
Industry standards, shall include the following modules anéhwdiules, at the minimum
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Sr No Function Module Sub Modules
1. Finance & Accounts Management | General Ledger

AccountsReceivable

Accounts Payable

Bank Reconciliation

Cash & Treasury

Budgeting / Analysis

Assets Accounting

Employee Expenses

Audits

MIS

2. Human Resource Management Employee Master

Manpower & Succession Planning
Recruitment &Confirmation
Training & Development
Appraisal Management
Attendance & Leave Management
Transfer & Postings

Employee Self Service

Payroll Run
Compensation/Benefits Management
Gratuity & PF Management
Travel Management
Welfare,Medical Facilities & CSR
Grievance Redressal

Disciplinary Action & Vigilance
Employee Separation

3. Material Management

Stores| Material Planning & Budgeting
Material Record Management
Indenting

Goods Issue & Return

Goods Receipt &nspection
Inter Store Transfer

Material Disposal

Physical Inventory Verification
Purchasg Vendor Records Management
Procurement Planning
Purchase Requisition
Purchase Order Management
RFQ Tendering

Turnkey Procurement
Procurement of Services
Contract Management
General Reporting

4, Project Management Planning & Scheduling
Execution Monitoring
Accounting

Integration with other modules
5. Maintenance Management Asset Viewer

Information System
Preventive Maintenance
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Service Management
Maintenance Projects
6. Business Reporting Dashboard

Business Analytics & Bl Tools
Document Management
Workflow Management
7. Document Management System | Document Handling
Capture and Storage
Version Control
Indexing and Retrieval
Document Security

8. | E-Office
9. | Governance, Risk and Compliance Risk and control management
(GRC) Policy management
Audit management
Third-party risk management
A detailed functional requi rAnearetA of Sertombioff | cat i o

the RFP document. The Bidder(s) are requested to respond to the requirements specified in the
FRS in the vendor response column. The responses shall be udedhfucal evaluation as
mentioned in the Sectidhi Eligibility and Evaluation Criterion of the RFP

3.2.Cloud Solution, IT Infrastructure & Network Solution

<APPLICABLE ONLY WHERE CLOUD SERVICES ARE BEING OPTED BY DISCOM >

The ERPSI should carefully analyzine project requirements related to Cloud bde&dstructure

as a Service (laaS) be delivered, IT Infrastructumequired at various <<DISCOM>> offices

and theSLA criteria while deriving theight cloud resourceS'he ERPSI willprovide the design
document along with details of solution, equi p
offered with supporting documents. Overall, the following shall be adhered to.

a) Provide the required compute, memory, and storage required, building the reguintiatize
architecture (including storage) and load balancing to meet the service levels.

b) The initial sizing and provisioning of the Cloud basedirfrastructure may be carried out
based on the information provided in RFP document. A detailed assegssheay shall be
carried out by the ERPSI for optimal sizing and provisioning.

c) Based on the growth in user load (peak and-peak periods; yeasnyear increase), the
ERPSI will scale up or scale down the compute, memory, and storage as per the peeforman
requirements of the solution and meet the SLAs using thesaatimg features provided by
CSP.

d) DR shall be 100% mirror image of the primary site during the DR Drill or Disaster.

e) ERPSI to provision DR drill for a minimum of once in a year. The Cloucdd&isaster
Recovery Centre (DRC) shall be made available for a minimum of 15 days on switch over
mode at 1:1 redundancy.

f) In the event of a Primary site failover or switchover, DR site will take over the active role, and
all requests will be routed to thsite.

g) The Cloud shall offer dashboard to provide visibility into cloud service to the <<DISCOM>>.
The offered Dashboard should be configurable.

h) DC and DR shall be provided by the same service provider.

i) ERPSI shall Shouldpecify DC and DR locations in the proposal.
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)
k)
1)

m)

The indicative bill of materialto be installed in the various offices of the <<DISCOMs>
summarized irBection4 - Form 13: List of Materialand Services

The rates offered for cloud services must bedvidr the entire contract/project duration and

no upward variation in these quoted rates shall be allowed during this period.

<<DISCOM>> will have a liberty to order additional cloud service itatihe unit rates of
particulars/services offered in the commercial bid.

<<DISCOM>> reserves the right to scale down and scale up the Cloud based Infrastructure as
a Services based on its day to day requiremdiits. payment to Cloud services would be
made oly on the actual usage of the Cloud based IT Infrastructure Services as per the rates
provided by th&eRPSI in their Commercials.

The following sections detail the requirements of the Cloud Service Provider (CSP).

3.2.1.

CLOUD SERVICE PROVIDERS (CSP)

This sectbn mentions key requirements from the Cloud Service Provider (E&®PSIshall
be responsible to provide the services of CSP.

3.2.1.1.General Conditions

The cloud data centre shall have to comply with requiremeniS§eoflll category which
applies to a concurrg maintainable site infrastructure with redundant capacity components
and multiple independent distribution paths serving the critical environment. All IT
equipment shall be dual powerdthe following general conditions will apply:

a) Only MeitY empanelledCloud services should be used.

b) One of the most critical issues in the Cloud Service implementation is the security of the
data. It is the responsibility of tHeRPSIto define the security services that need to be
implemented for their workloads depenglion the nature of the applications / data hosted
on the cloud.

c) ERPSI need to ensure that the CSPs facilities/services are compliant to various security
standards (as mentioned in Claus&. 2of this Section) and should be verified by third
party auditors.

d) CSP should suitably address all the potential risks and issues in cloud implementation
including data security and privacy, increased complexity in integration with existing
environments,vendor lockin, application portability between different platforms, exit
management / Transitie@ut Services etc.

e) The ERPSI shall be responsible for providing the cloud data centre services. It shall be up
to the ERPSI, to identify the critical servicgreaements with the concerned cloud data
centre provider in order that the ERPSI can meet and sustain the SLA for the ERP project.

f) All Services including data should be ba$in India

g) Exit Management / Transitie®ut ServicesThe responsibilities of the CSP during the
Exit Management Period need to be agreed upon with the Utility and they should assist
the Utility in migrating the data etc.

h) The responsibilities of C3MSP include migréion of the datacontent,and any other

assets to t he new environment or on al ter

ensuring successful depl oyment and runni
infrastructure
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i) The ERPSI may also choose to pnacthe following Managed Services from a Managed
Service Provider (MSP) in addition to the cloud services to handhold the department in
managing the operations on the cloud. The scope of MSP may include:

a. Migration of Existing Applications to Cloud / Deplimg of new applications;

b. Operations & Maintenance Services on Cloud (e.g., Resource Management, User
Administration, Security Administration & Monitoring of Security Incidents,
Monitoring Performance & Service Levels, Backup, Usage Reporting and Billing
Management)

c. Exit Management & Transitieout Services, etc.

J) This ERPSI shall provide, supply, installation and configuration of all ordered
equipment(s) required at specified locations for the whole contract period along with the
integration with links preided from Primary and Secondary MPLS service provider &
links provided by department on SD WAN system.

k) ERPSIshall draw out and specify detailed specifications for theABEN Network for
that needs to be used for the ERP system for satisfactorily opestaEBPSI should
prepare the specifications of SBAN Network Services and submit the same to
<<DISCOM>> for review.ERPSIshall ensure that the recommended network shall be
able to accommodate scaling up requirements in future.

) The ownership of the dataegerated upon usage of the system, at any point of time
during the contract or expiry or termination of the contract, shall rest absolutely with the
Utility.
3.2.12MeitYés Gui del i nes
While the security, storagelata,and compliance tools are provided by the CBRs the
ERPSbs responsibility to ensure that the CSPs
to standards.

In the MeitYd guidelines to Government Departments on Adoption / Procurement of Cloud
Services, the following are included as essential certification by ERPSlalso needs to
ensure that the CSPs facilities/services are certified to be compliant to the followidardsa
(indicative list provided below):

a) ISO/IEC 270010r ISO/IEC 27002:2022- Data Centreand the cloud services should be
certified for the latest version of the standards towards information security management
systemalong withinformationsecurity, cypersecurity and, privacy protection

b) ISO/IEC 27017:201% ode of practice for information security controls based on
ISO/IEC 27002 for cloud services and Information technology

c) 1SO 27018 Code of practice for protection of personally identifiable infororafPll) in
public clouds.

d) I1SO 2000017 Information Technology service management system requirements

e) TIA 942 A/B &/or Uptime Tier Il or higheil Telecommunication infrastructure standard
for Data Centre(Self-certification by the CSB allowed)

f) Payment Card Industry (PCI) DSScompliant technology infrastructure for storing,
processing, and transmitting credit card information in the cloud

3.2.2. IMPLEMENTATION OF CLOUD BASED DATA CENTRE AND DISASTER RECOVERY CENTRE
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3.2.2.1.Supply of Licenses

a)

b)

The ERPSIwill be responsible for supply, installation and maintenance of any additional
Licenses pertaining to the clodésed IT infrastructure and network services for
<<DISCOM>> including all software necessary for security of the offered equipment and
services

The ERPSIshall update the licenses and version of ERP System to the latest commercially
available version during the course of Contract.

3.2.2.2.Resource Management

a)

b)

ERPSiIshall be responsible for adequately sizing of the necessary compute, memory, and
storagerequired, building the redundancy into the architecture (including storage) and load
balancing to meet the service levels.

For autescaling of any major expected increase in the workloadg&RRSIshall carry out

the capacity planning in advance to idign& provision, where necessary, the additional
capacity to meet the user growth and / or the peak load requirements to support the scalability
and performance requirements of the solution

The scaling up / scaling down (beyond the adaling limits or vinenever the autscaling

limits must be changed) must be carried out with prior approval by the <<DISCOM>>. The
Service Provider shall provide the necessary details including the sizing calculations,
assumptions, current workloads & utilizations, expegreavth / demand and any other
details justifying the request to scale up or scale down.

3.2.2.3.Database Backup

a)

b)

c)

d)
e)

)
9)
h)

)

Backup of operating system, database and application should be performed as per stipulated
policies of the <<DISCOM>> at the Cloud based Data CeftreERPSIshould provide

required tools to undertake backup activities.

ERPSiIshall formulate Backup & Archival policy and procedure in line to the requirements
and necessary approval of <<DISCOM>>.

TheERPSIshall perform backup as per the requiremenhef<<DISCOM>>. This will

include managing the regular backup and restore operations and assuring security of the
media through appropriate access control. In additiorERRSIshall also manage scheduled
data replication at DR.

However, as a minimum requirement ERPSIshall perform weekly backups for the files

For the databases, perform minimum twice weekly full database backup, with three times
daily backup of database log files

System Integrator shall perform and store daa file backups consisting of an initial full

back up with daily incremental backups for files.

Retain the backups for entire project period on system and thereafter on tapes which can be
restored when required.

System Integrator shall not delete any ddtthe end of the agreement without the express
approval of <<DISCOM>>

Monitoring and enhancement of the performance of scheduled backups, schedule regular
testing of backups and ensure adherence to related retention policies. Retention policies shall
bedecided after placing formal LOA to the seleckERPSI

Ensure prompt execution of @lemand backups of volumes, files and database applications
whenever required by the <<DISCOM>> or in case of upgrades and configuration changes to
the system

Realtime manitoring, log maintenance and reporting of backup status on a regular basis. The
ERPSIshould ensure prompt problem resolution in case of failures in the backup processes.
TheERPSIshould also ensure that a 24 x 7 support for file, database and voltonaties
requests is available at the Cloud based Data Centres.

Specific Snapshat At request of <<DISCOM>>, thERPSiIshall create a full snapshot for

the platform, content, and related data, to be retrieved at the request of <<DISCOM>>.
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3.2.2.4 Network Management

a) Cloud Services shall support direct leatied connections between Cloud Service Provider
(CSP) and <<DI SCOM>>06s HQ / Remote Offices et

b) Cloud services shall be accessible via internet and SDWAN

¢) ERPSImust closely liaison with bandwidth Sergi€rovider(s) for the period of contract. The
ERPSIlis expected to file the applications in the formats as required by the network service
provider for bandwidth procurement. However, the Billing & Commercial Transactions
would happen directly between <<BTOM>> & the Bandwidth Provider.

d) ERPSImust be expected to liaise with the network service provider to ensure the links are
commissioned within the timelines specified and agreed by <<DISCOM>>.

e) ERPSImust escalate any delays in the link commissioning @ISE€OM>> on proactive
basis.

f) ERPSImust inform the <<DISCOM>> of the link readiness and commissioning.

g) ERPSImust manage and maintain the Cloud based network subnet creation, managing
network policy, access control list, gateway services and routing etc.

h) CSP must provide SDWAN connectivity to cloud, alsddBPSIresponsibility to integrate
existing SDWAN c¢cloud to CSP&ds cloud networ k.

i) Shall manage the cloud base third party IPSEC and SSL VPN solution users in redundancy
with two factor authentications.

i) Shauld provide and manage the Next Generation firewall which can be utilized for Firewall,
IPS/IDS, MPLS, P2P, IPSEC/GRE tunnel, the device shall also support for URL filtering,
Anti-malware and link load balancing/Sharing etc.

k) ERPSImust monitor and managleet SDWAN based PoP links to meet the SLA.

) ERPSImust liaise with the network service provider in case of any link / line failure and
ensure the same is restored within the agreed timelines.

m) TheERPSIlalong with the <<DISCOM>> will have to put in place iechanisms to capture
actual downtime as per the agreed Service Levels between the <<DISCOM>> and the
Network Service Provider and compute the delay and penalty thereof.

n) ERPSIis expected to supply, install, test and commission and maintain all network and
security equipment for <<DISCOM>> sites for the contract period ERI@SIneeds to
factor and consider that al/l net wor kdbegqui pme:
useable and scalable for a period of Contract.

0) Provide services for management of network environment to maintain performance at
optimum levels on a 24 x 7 basis.

p) ERPSli s responsible for monitoring and admini st
within all the new IPDS locations.

g) ERPSImust monitor the performance of the network and coordinate with the NBSP for
resolution of issues.

r) TheERPSIis responsible for creating and modifying VLAN, assignment of ports to
appropriate applications and segnagioin of traffic.

3.2.2.5.Security

a) TheERPSIin coordination with CSP shall manages the security of Facilities, Physical
security of hardware, Network infrastructure and Virtualization infrastructure incltickéng
security of the Virtual Machine Images, Operataygtems, Applications, Data in transit,
Data at rest, Data stores, Credentials and Policies and configuration.

b) Shall manage the underlying infrastructure and foundation services, the operating system, and
the application platform.

c) Shall provide service®r management of security environment to maintain performance at
optimum levels on a 24 x 7 basis.

d) ERPSImust address ongoing needs of security management including, but not limited to,
monitoring of firewall, intrusion detection, content filtering anddking, virus protection,
and vulnerability protection through implementation of proper patches and rules.
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e) Maintain an updated knowledge base of all the published security vulnerabilities and virus
threats for related software and microcode, includingnbttimited to, operating systems,
application servers, web servers, databases, security solutions, messaging solutions, etc.

f) Ensure that patches / workarounds for identified vulnerabilities should be patched / blocked
immediately.

g) Responding to securityreaches or other security incidents and coordinate with respective
OEM in case of a new threat is observed to ensure that workaround / patch is made available
for the same.

h) Undertake management of security devices, including, but not limited to maigtéieimnall
services to restrict network protocols and traffic, detecting intrusions or unauthorized access
to networks, systems, services, applications, or data, protecting email gateways, firewalls,
servers, Desktops/Laptops from viruses.

i) TheERPSIshouldensure that the security policy is maintained on an ongoing maintenance
and updates to the same are made regularly. Operating system hardening through appropriate
configuration and patch updates should be undertaken on a regular basis.

J) Monthly Vulnerabilty assessment: Assess server for vulnerabilities locally using automated
scanning and manual assessment.

k) Half yearly Penetration testing: TE&RPSIshall perform penetration testing to ensure the
foll owing: Create a hacktaewasitecanlmwackedfronhe ser
outside. Identify security vulnerabilities and fix holes discovered. Implement emergency
quick fix solutions and longerm solutions against successful exploits.

I) Firewall management: Initial setup of the firewall, implemgataof rule base on the firewall
to enable customer specific applications and ports, implementation of security policies based
on services (HTTP, FTP, Telnet), source address / name, destinagime, online
monitoring of firewall through a central carie with 24x7 support, system administration for
firewall, including updates & hot fixes that affect its performance, changes in firewall rule
base with proper change management and backup of firewall configuration each time there is
a configuration change

m) Intrusion detection and prevention: Initial installation and setup; applying appropriate levels
of risk assessment for specific needs which allows security policies to be an integral part of
scanning process; tracking of resource usage for anomaliésgayiay any suspicious
packets from the outside; log maintenance and management; automated-haiveatk
security assessment and policy compliance evaluation.

n) Testing and application of patches: TERPSIshall carry out testing and application of
periodicpatches released by software and OS vendors to plug vulnerabilities in the system.

0) Appropriately configure the security groups in accordance with the <<DISCOM>>
networking policies. Regularly review the security group configuration and instance
assignmenin order to maintain a secure baseline.

p) Secure and appropriately segregate / isolate data traffic/application by functionality using
DMZs, subnets etc. should ensure that the cloud infrastructure and all systems hosted on it,
respectively, are properly miored for unauthorized activity.

g) Properly implementing anthalware and hodtased intrusion detection systems on their
instances, as well as any required netwmked intrusion detection systems in accordance
with <<DISCOM>> policies.

r) Conductingegular vulnerability scanning and penetration testing of the systems, as mandated
by <<DISCOM>> policies.

s) Review the audit logs to identify any unauthorized access to <<DISCOM>> systems.

t) Should Implement and manage the Sandbox, DDOS, DNS Security, IRSItDEAF etc. in
such a way that the performance of the applications will not hamper, and single point of
failure will not be there.

u) Should provide the Management console to monitor the security events, real time traffic
monitoring, real time troubleshoog.

v) Should provide facility to store minimum ofronth security logs and network traffic logs
etc.

w) The CSPs facilities/services are certified to be compliant to the following standards:
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o ISO 27001 Data Centre and the cloud services should be certifiethédatest version
of the standards

o ISO/IEC 27017:201% 0de of practice for information security controls based on
ISO/IEC 27002 for cloud services and Information technology

0 IS0 27018 Code of practice for protection of personally identifiable inforamafPI1) in
public clouds.

3.2.2.6.Monitoring Performance and Service Levels

a) Provide and implement tools and processes for monitoring the availability of assigned
applications, measuring the service levels, application/Severs/Storage/Network performance
andutilization responding to system outages with troubleshooting activities designed to
identify and mitigate operational issues.

b) The tool shall provide the exact utilization of servers and shall be able to generate per day, per
month and per quarter utilizah reports based on which the payments will be made to the
ERPSI

c) Reviewing the service level reports, monitoring the service levels and identifying any
deviations from the agreed service levels.

d) Monitoring of service level including availability, uptimgerformance, application specific
parameters for e.g., triggering elasticity, request rates, number of users connected to a service.

e) Detecting and reporting service level agreement infringements.

f)  Monitoring of performance, resource utilization and othenés such as failure of service,
degraded service, availability of the network, storage, database systems, operating Systems,
applications, including APl access within th¢

3.2.2.7.Usage Reporting Management

a) Track system usagend usage reports.

b) Monitoring, managing, and administering the monetary terms of SLAs and other billing
related aspects

c) Provide the relevant reports including real time as well as past data/information/reports for
<<DISCOM>> to validate the billing and SLielated penalties.

1. Business Continuity Services (Disaster Recovery)

a) Provide business continuity services from secondary site with 100% capacity in case the
primary site becomes unavailable. The Secondary site should be in Hot Standby Mode.

b) Its ERPSIresposibility, in the event of a disaster at DC (primary) site, activation of services
from the DR site (or from different physical locations) with RPO < 15 Minutes and RTO <=1
Hour. In case of DR Solution having Activkctive arrangement or Multisite site stibn
then applicable RPO and RTO shall be <= 15 Minutes)

c) All servers should be replicated, and automation must be part of the software functionality to
failover/failback to the DRDC adhering to an RPO of 15 minutes and RTO of maximum 1
hour.

d) The chargeguoted byERPSIin the price bid for each item must include Cloud DR
provisioning (i.e., Provisioning of equivalent resource on DR site of Cloud in Hot Standby
mode).

e) ERPSImust provide a UAT (User Acceptance Test) for the failover/failback scenarios after
the deployment.

f) Failover scenario: The proposed solution should allowbpit of recovery plans for various
servers which includes target server configuration, IP cordtgpns, network configuration
etc. Test DR failover scenario should not affect the primary server at all.

g) Failback Scenario: The proposed solution should ensure failback to original DC and should
take care of replication of only delta (changed data &dtewver) from DR to DC. This need
to be confirmed by thERPSI

3.2.2.8.Support for Audits and Compliance
a) The <<DISCOM>> may undertake technical audits on a periodic basis and the same may be
conducted by a thirgarty technical auditor which may be appointgdhe <<DISCOM>>.
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b)

C)

d)

TheERPSIshall be required to provide necessary support for this and adequately address the
audit findings in a timely manner. These audits may include:
i. Information Security audits

ii. SLA compliance audits

iii. BCP readiness audit

iv. Cloud based ITnfrastructure audit

v. Policy compliance audit

vi. Cyber security audit etc.
Shall support for the thirgarty auditor / program management team / internal IT team with
respect to third party audits and other requirements such as forensic investigations, SLA
validation etc.
The Solution and services offerings shall comply with the audit requirements of STQC
IMEITY guidelines as and when published.
Cost of all such audits shall be bear by the System Integrator / Consortium Partner/ CSP/
NBSP.

3.2.2.9.0peration and Maintenance Services

a)

b)

d)

ERPSiIshall advise the <<DISCOM>> on optimal operational practices, recommend
deployment architectures for cloud infrastructures, design and implement automated scaling
processes, daip-day and emergency procedures, deploy and monitorlyimdecloud

services, performance reporting and metrics, and ensure the overall reliability and responsive
operation of the underlying cloud services through both proactive planning and rapid
situational response.

Shall interface with the Cloud ServiceoRider(s) on behalf of the <<DISCOM>> for all
activities including monitoring the reports (e.g., usage, security, SLA,), raising (or escalating)
tickets / incidents and tracking the same to resolution.

Shall prepare a comprehensive O&M plan for managiagthud services and keep it

updated with any changes during the project.

Shall create and maintain all the necessary technical documentation, design documents,
standard operating procedures, configurations required to continued operations and
maintenancef cloud services.

3.2.2.10. Privacy and Security Safeguards.

a)

b)

d)

If the data is classified as very sensitive, BRPSIto ensure that the data is encrypted as part

of a standard security process for highly sensitive content or choose the right cryptographic
algorithms evaluating security, performance, and compliance requirements and may choose
from multiple key managemeanptions.

TheERPSIshould notify the <<DISCOM>> promptly in the event of security incidents or
intrusions, or requests from foreign government agencies for access to the data, to enable the
<<DISCOM>> to manage these events proactively.

The CSP shall natelete any data at the end of the agreement (for minimum of 90 days
beyond the expiry of the agreement) without the express approval of <<DISCOM>>.

At the end of the agreement, tBRPSIwith prior permission, shall ensure and inform the
<<DISCOM>> that dlthe storage blocks or multiple copies of data if any are unallocated or
zeroed out by thERPS] cannot be recovered. If due to some regulatory reasons if it is
required to securely decommission data, the <<DISCOM>> can implement data encryption at
restusing the managed keys, which are not stored in the cloud. Then <<DISCOM>> may
delete the key used to protect the decommissioned data, making it irrecoverable.

The ERPSIshall report forthwith in writing of information security breaches to the
<<DISCOM>> ly unauthorized persons (including unauthorized persons who are employees
of any Party) either to gain access to or interfere with the Project's Data, facilities, or
Confidential Information.
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f) TheERPSIundertakes to treat information passed on to them uhideAgreement as
classified. Such Information will not be communicated / published / advertised BR&®SI
to any person/organization without the express permission of the <<DISCOM>>.

3.2.2.11. Confidentiality

a) TheERPSIshall execute nodisclosure agreements with the Department with respect to this
Project. For the avoidance of doubt, it is expressly clarified that the aforesaid provisions shall
not apply to the following information:

i. Information already available ingtpublic domain
ii. Information which has been developed independently bigRieS| without using
the <<DISCOM>> organization data
ii. Information which has been received from a third party who had the right to
disclose the aforesaid information
iv. Information whichhas been disclosed to the public pursuant to a court order.

b) TheERPSIwill be permitted to obtain <<DISCOM>> data only to deliver the services and
will be prohibited from using <<DISCOM>> data for any other purpose. ERRSIremains
responsible foritsssb c ont r act or s BRPSlablgatibns andec the Pvojedt. h

c) ERPSIshal | be responsible for data security,
confidentiality, handling, and any kind of misuse of data by its own employees, third party
employees andther government and private entities.

d) TheERPSiIshall be permitted to obtain <<DISCOM>> data only to deliver the services and
will be prohibited from using <<DISCOM>> data for any other purposes asitdgitimate
purposes (such as marketing, research and illegitimate purposes (as when data is sold in
bulk to third party)

3.2.2.12. Location of Data

a) The location of the data (text, audio, video, or image files, and software (including machine
images), that are provided to tBRPSIfor processing, storage or hosting by the CSP services
in connection with the requirement of <<DISCOM>> and any computational results that
<<DISCOM>> or any end user derives from the foregoing through their use BRPSI
services) shall be guaranteed¢side in India.

b) E-Discovery: Electronic discovery-@iscovery) is the process of locating, preserving,
collecting, processing, reviewing, and producing Electronically Stored Information (ESI) in
the context of or criminal cases/proceedings or investiga<<DISCOM>> must be able to
access and retrieve such data in a CSP environment in a timely fashion for normal work
purposes.

c) Law Enforcement Request: The Law Enforcement Agency as mandated under any law for the
time being in force may seek accessifoimation stored on cloud as provided by EiPSI
The onus shall be on tERPSIto perform all due diligence before releasing any such
information to any such law enforcement agency.

d) Data shall not leave the boundaries of the country and data resithirg Cloud shall not be
accessed by any entity outside the control of <<DISCOM>> or its authorized representative.

3.2.3. FUNCTIONAL REQUIREMENTS OF THE CSP

3.2.3.1.0perational Management

a) CSP shall provide ability to provision virtual machines, and storage dynan{cady
demand), on a seffervice mode or as requested

b) CSP should provide access of cloud virtual machines either by SSH in case of Linux and RDP
in case of Windows servers.

c) CSP should enable Utility to get console access of cloud virtual machine fraahgmal
perform operations. There should be facility to view resourcewype (VM, database,
storage etc.) quota usage. It should be possible to configure automated alerts when the
threshold of estimated quota is reached.
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d)
e)
f)

9)
h)

)

)

CSP should upgrade its hardwéiree to time to recent configuration to delivery expected
performance for this Project.

Investigate outages, perform appropriate corrective action to restore the hardware, operating
system, and related tools.

CSP should manage their cloud infrastructwr@er standard ITIL framework in order to

delivery right services to Project.

Cloudshould allow configuration of automated alerts when the estimated cost is reaching the
quota

CSP should provide option to view resource type wise (virtual macliaedase services

etc.) quota usage

The ERPSI shall implement through the CSP, following User administration,

i. Identity and Access Management (IDAM) as a service that properly separates users by
their identified roles and responsibilities, thereby establisHeast privilege and
ensuring that users have only the permissions necessary to perform their assigned tasks

ii. Allow different users with different level of access on CSP portal. For example, billing
user should not be able to provision resources oredalgt resources.

iii. Allow quota management for each department/ISV/Group. The resources to specific
department/group/ISV should be as per allocated quota only. If there is any request for
more than quota request, then it should be sent as request to admin.

iv. Securely control users' access to Cloud services using a range of security credentials
including passwords, key pairs, and X.509 certificates

v. Offer fine-grained access controls including, conditions like time of the day, originating
IP address, use of SSLrticates, or authentication with a mufictor authentication
device.

vi. Implement multifactor authentication (MFA) for the root account, as well as any
privileged Identity and Access Management accounts associated with it.

The ERPSI, through the CSP afithe responsible for managing the trouble tickets, diagnosis

of the problems, reporting, managing escalation, and ensuring rectification of server problems

as prescribed in SLA.

3.2.3.2.Compatibility Requirements

a)

b)

c)

CSHMSP must ensure that the Virtual Machine (Vkdymat is compatible with other cloud
provider.

CSP should give provision to import cloud VM template from other cloud providers.

CSP should ensure connectivity to and from cloud resources used for this project is allowed
to/ from other cloud service primers if required.

3.2.3.3.Cloud Network Requirement

a)

b)

d)

ERPSI, through the CSP shall implement and maintain an adequatéASDand provide
configuration and commissioning of the cliesdle infrastructure, so as to let the various
<<DISCOM>> offices gain access toethcloudbased infrastructure as a service. The
established network shall be able to accommodate scaling up requirements in future.

CSP must ensure that the Ammduction and the production environments are in separate
VLANS in the cloud so that users d¢fet two environments are separated.

CSP must ensure that cloud VM are having private IP network assigned.

CSP should ensure that cloud VMs are having Internet and Service Network (internal) vNIC
cards.
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e) CSP should ensure that Internet vNIC card is havimgmuim 1 Gbps network connectivity
and service NIC card is on 10 Gbps for better internal communication.

f) In case of scalability like horizontal scalability, the CSP should ensure that additional require
network is provisioned automatically of same netwatrsent.

g) CSP must ensure that the public network provisioned for cloud VMs is redundant at every
point.

h) CSP must ensure that cloud VMs are accessible from Utility private network if private links
P2P/MPLS is used by Utility

i) CSP must ensure that there is access to cloud VMs if Utility requires to access it using
IPSEC/SSL or any other type of VPN.

i) CSP should ensure that cloud VM network is IPV6 compatible.

k) CSP should ensure use of appropriate load balancers for network rdigtréstion across
multiple cloud VMs.

3.2.3.4.Cloud Data Centre Specifications

a) All the physical serversstorage,and other IT hardware from where cloud resources are
provisioned for this project must be within Indian data centres @82 should provide DC
and DRC locations in the propos@hould bdocatedas per MeitY guidelines)

b) Selection of DEDR site architecture shall be in accordance with applicable laws including
but not | imited to the ADisaster MRieistryoobery Be
Electronics & Information TechnologyeitY) and as amended from t i mi

¢) The CSP data centres should have adequate physical security in place.

d) The Data Centre should conform to at least Tier Ill standard (preferably certified Uptime
Institute certifications by a 3rd party) and implement tbated processes based on ITIL
standards.

3.2.3.5.Cloud Storage Service Requirements
a) CSP should provide scalabtinamic,and redundant storage.

b) CSP should offer provision from sgdfovisioning portal to addhore storage as and when
require by respective Utilities.

c) CSP should clearly differentiate its storage offering based on IOPS. There should be
standards 10PS offering per GB and hjgdrformance disk offering for OLTP kind of
workload. It shall provide altity to provision storage dynamically with edtemand IOPS
provisioning.

d) Provide ability to provision storage dynamically in different options like SSD, provisioned
IOPS, Magnetic, File storage, cold storage etc.

e) Provide ability to provision file storagen seltservice mode and automated option to move
files from standard storage to infrequent access like cold storage option etc.

f) CSP should have block disk offering as well as file/object disk offering to address different
kind of Project needs.

g) The CSP shuld retain ERP data for [x] yearsvhere x shall be defined based on regulatory
provisions>
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h) CSP cloud platform should also include object storage which allows configuration of object
lifecycle management policies

3.2.3.6.Cloud Security Requirements

a) CSP should ense there is multtenant environment and cloud virtual resources of this
project are logically separated from others.

b) CSP should ensure that any OS provisioned as part of cloud virtual machine should be
patched with latest security patch.

¢) In case, the CSProvides some of the System Software as a Service for the project, CSP is
responsible for securing, monitoring, and maintaining the System and any supporting
software.

d) CSP should implement industry standard storage strategies and controls for saetariimg
the Storage Area Network so that clients are restricted to their allocated storage

e) CSP should deploy public facing services in a zone (DMZ) different from the application
services. The Database nodes (RDBMS) should be in a separate zone wittrsbiginity
layer.

f) CSP should give ability to create nproduction environments and segregate (in a different
VLAN) non-production environments from the production environment such that the users
of the environments are in separate networks.

g) CSP should havéuilt-in userlevel controls and administrator logs for transparency and
audit control.

h) CSP cloud platform should be protected by fully managed Intrusion detection system using
signature, protocol, and anomdigsed inspection thus providing network istam detection
monitoring.

i) CSP cloud platform should provide tools to define imesed access control to cloud
resources so that select users can access only certain set of resources either through user
interface or through APIs.

i) CSP cloud platform shoulthclude automated security assessment service to help improve
security and compliance

3.2.3.7.Data Management
a) CSP should clearly define policies to handle data in transit and at rest.
b) CSP should not delete any data at the end of agreement without consent fitgm Uti

c) In case of scalability like horizontal scalability, the CSP should ensure that additional
generated data is modify/deleted with proper consent from Utility.

3.2.3.8.Managed Services

The CSP shall be responsible for identification, diagnosis and resolutipnoblem areas
pertaining to the cloud infrastructure, application and maintaining assured SLA levels

a) Network and Security Management:

i.  Monitoring & management of network link proposed as part ofSbisition. Bandwidth
utilization, latency, packet losscet
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Vi.

Vil.

viii.

Port monitoring: Monitor HTTP/HTTPS, DNS, SMTP, POP3, FTP, TCP ports, etc. are
continuously to ensure network and applications are up and running

Call logging and caprdination with vendors for restorationlofks if need arises.

Addressing the ongoingeeds of security management including, but not limited to,
monitoring of various devices / tools such as firewall, intrusion protection, content
filtering and blocking, virus protection, and vulnerability protection through
implementation of proper patek and rules.

Ensuring that patches / workarounds for identified vulnerabilities are patched / blocked
immediately

Ensure a weltlesigned access management process, ensuring security of physical and
digital assets, data and network secubgckup,and reovery etc.

Adding/ Changing network address translation rules of existing security policies on the
firewall

Diagnosis and resolving problems related to firewall, IDS/IPS.

Managing configuration and security of Demilitarized Zone (DMZ) Alert / advise
Utility(s) about any possible attack / hacking of services, unauthorized access / attempt by
internal or external persons etc.

b) Server Administration and Management:

Vi.

Vii.

viii.

Administrative support for user registration, User ID creation, maintaining user profiles,
granting user access, authorization, user password sufipoeccordance with the
security policy of the <<DISCOM>>)and administrative support for print, file, and
directory services.

Installation/ reinstallation of the server operating systems andatijpg system utilities
and the application software

Kiling and restarting server processesgcovery, maintenance of server logs,
management of server disk space, addition or removal of Resource or Software

OS Administration including troubleshooting, hardening, patch/ upgrades deployment,
BIOS & firmware upgrade as and when required/ necessary for Windaws, or any

other O.S proposed as part of this solution whether mentioned in the RFP or any new
deployment in future.

Ensure proper configuration of server parameters, operating systems administration,
hardening and tuning

Regular backup of servers as per the backup & restoration
Managing uptime of servers as per SLAs.

Preparation/ update of the new angisgng Standard Operating Procedure (SOP)
documents on servers & applications deployment and hardening.

Management of the load balancer hardware devices, regular Health Check of the Servers,
limiting the number of connections per server for optimum perdoice, seamlessly
adding servers as and when existing servers areutliged without disrupting services
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c) CSP cloud platform should be capable to automatically scale up and scale down based on load or
other parameters that can be configured

d) CSP cloud plorm should have managed database services which can manage automatic
failover, and automated backups

e) CSP cloud platform should have database services for SQL and NoSQL databases, and available
for setup on demand through wiklased console

3.2.3.9.Business Contiuity Plan & Backup Services

As part of a business continuity plan, the Utility has made a business impact analysis in the event
of loss of ERP applications running in the cloud and consequent loss of data to come up with a
management plan for the assoaibiesk to business operations. Central to this risk management
strategy, the Utility has defined the following target objectives:

a) Recovery Time Objective (RTO):Duration of time and a service level within which a business
process must be restored after igruption in order to avoid unacceptable consequences
associated with a break in continuity of service. The RTO loh¢ur] shall be met by
infrastructure redundancy and failover.

b) Recovery Point Objective (RPO):Interval of time that may pass during a digion before the
guantity of | ost data during that period ex«
allowable threshold. The RPO df minute$ shall be met by a suitable backup and replication
strategy of operational data / application. The RPQ sladine how fast the replicated data /
application can be made available to the target system after a disruption strikes.

With these two objectives, the CSP shall provide the following:
a) CSP must provide backup of cloud resources. The backup tool di@maltessible

b) To perform backup and restore management as per policy & procedures for backup and
restore, including performance of daily, weekly, monthdyarterly, and annual backup
functions (full volume and incremental) for data and software maintaingtie servers and
storage systems using Enterprise Backup Solution.

c) Backup and restoration of Operating System, applicatiatgbasesand file system etc. in
accordance with defined process / procedure / policy. Monitoring and enhancement of the
perfomance of scheduled backups, schedule regular testing of backups and ensure adherence
to related retention policies

d) Ensuring prompt execution of @femand backups & restoration of volumes, files and
database applications whenever required.

e) Realtime monitoing, log maintenance and reporting of backup status on a regular basis.
Prompt problem resolution in case of failures in the backup processes.

f) Media management including, but not limited to, tagging, erefesencing, storing (both en
site and offsite),logging, testing, and vaulting in fireproof cabinets if applicable.

g) Generating and sharing backup reports periodically
h) Coordinating to retrieve offite media in the event of any disaster recovery
i) Periodic Restoration Testing of the Backup

J) Maintenance log@f backup/ restoration
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k) CSP should provide network information of cloud virtual resources.

I) CSP must offer provision to monitor network uptime of each cloud VM.

3.2.3.10. Web Application Firewall (WAF) as Service

a)
b)
c)

d)
e)

f)

9)
h)

i)

)
k)

B

u)

Cloud platform should provide Web Application Filter @WASP Top 10 protection
CSP WAF should be able to support multiple website security.

CSP WAF should be able to perform packet inspection on every request covering the 7th
layers.

CSP WAF should be able to block invalidated requests.
CSP WAF should be ablo block attacks before it is posted to website.

CSP WAF should have manual control over IP/Subnet. i.e., Allow or Deny IP/Subnet from
accessing website.

The attackers should receive custom response once they are blocked.
CSP must offer provision to cushize response of vulnerable requests.

CSP WAF should be able to monitor attack incidents and simultaneously control the attacker
IP.

CSP WAF should be able to Grey list or Backlist IP/Subnet.

CSP WAF should be able to set a limit to maximum number oflEimepus requests to the
web server & should drop requests if the number of requests exceed the threshold limit.

The WAF should be able to set a limit to maximum number of simultaneous connections per
IP. And should BAN the IP if the threshold is violated.

CSP WAF should be able to set a limit to maximum length of path to URL.
CSP WAF should be able to limit maximum size of request to Kilobytes.

CSP WAF should be able to limit maximum time in seconds for a client to send its HTTP
request.

CSP WAF should bable to BAN an IP for a customizable specified amount of time if the
HTTP request is too large.

CSP WAF should be able to limit maximum size of PUT request entity in MB
The WAF should be able to close all the sessions of an IP if it is ban.

CSP WAF shouldbe able to ban IP on every sort of attack detected and the time span for ban
should be customizable. There should be a custom response for Ban IP.

The Dashboard should show a graphical representation of
i. Top 5 Attacked Websites.
i.  Top 5 Attacking IP.
iii.  Top5 Atack types.
iv.  Top 5 Attacked URLSs.

For analysis purpose the Dashboard should contain following information:
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i.  Number of requests to web server.
ii. ~ Number of attacks.
iii. Number of Attackers.
iv.  Types of error messages and on. Of error messages sent to the users.
v.  Total Bytes sent during transaction
3.2.3.11. DatabaseSupport Service
a) Installation, configuration, maintenance of the database (Cluster & Standalone).
b) Regular health cheekp of databases.

¢) Regular monitoring of CPU & Memory utilization of database server, Alert log nrorgto
& configuration of the alerts for errors.

d) Space monitoring for database table space, Index fragmentation monitoring and rebuilding.
e) Performance tuning of Databases.

f) Partition creation & management of database objects, Archiving of database objeetsion
basis.

g) Ongoing support for the application vendors to deploy applications, application patches etc.

h) Patching, upgrade & backup activity and restoring the database backup as per defined
interval.

i) Schedule/review the various backup and alert jobs.

i) Configuration, installation, and maintenance of Automatic Storage Management (ASM),
capacity planning/sizing estimation of the Database setup have to be provided and taken care
by theERPSI

kfk Setup, mai ntain and monitor t dbg and AssetsalDh a s e
infrastructure ugyradation on need basis pertaining to databases

3.2.3.12. Security

Commercial CSPs offer cloud services to multiple consumers. In such an environment, the
security controls and compliance to various standards (Including 1ISO 27001, 1ISO 27017, and
ISO 27018) should be verified by third party auditors. T-pady certifications andvaluations
provide assurance that effective physical and logical security controls are in place.

Although, the Cloud Service Providers (CSPs) offer assurances of effective physical and logical
security controls through the thigharty certifications suctas ISO 27001, ISO 27017, 1SO
27018, etc. andlso,may provide a host of security services such as encryption, web application
firewall, etc., it is the responsibility of tHeERPSIto define the security services that need to be
implemented for their wotkads depending on the nature of the applications / data hosted on the
cloud.

Now a days, CSPs offer tools and features to help consumers to meet their security objectives
concerning visibility, auditability, controllability, and agility. These tools &eatures provide

basic but important security measures such as Distributed Denial of Service (DDoS) protection
and passwordbrieor ce det ecti on on CSP&s account s.

However, the following basic security features should be ensured by any CSP
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a) Strong encrgtion capabilities for data in transit or at rest
b) Firewallsi instance and subnet levels

¢) Identity and Access Management (IAM): Control users' access to cloud services. Create and
manage users and groups, and grant or deny access

d) Managed Threat Detection:dviaged threat detection service that provides you with a more
accurate and easy way to continuously monitor and protect your cloud accounts and
workloads

e) Managed DDoS Protection: Managed Distributed Denial of Service (DDoS) protection
service that safeguds web applications running on cloud.

f)  Web Application Firewall: Helps protect your web applications from common web exploits
that could affect application availability, compromise security, or consume excessive
resources.

g) Key Management Service (KMS): Maged service that makes it easy for you to create and
control the encryption keys used to encrypt your data

h) Certificate Manager: Easily provision, manage, and deploy Secure Sockets Layer/Transport
Layer Security (SSL/TLS) certificates.

i) Cloud HSM: Meet regaitory compliance requirements for data security by using dedicated
Hardware Security Module (HSM) appliances within the Cloud.

i) Inspector: Automated security assessment service that helps improve the security and
compliance of applications deployed on cloud

k) Organizations: Polichased management for multiple consumer accounts. With
Organizations, you can create groups of accounts and then apply policies to those groups.

CSPs also offers access to additional tpiadty security tools (e.g., IDS / IPS, SIEND

compl ement and enhance the <cons-panesecsiritytoolper at i
complement existing Cloud services to enable consumers to deploy a comprehensive security
architecture. These security tools on cloud are equivalent andcaldntithe existing controls in

an onpremises environment.

The ERPSIneeds to review and validate the security configurations, review the notifications and
patches released by the CSP and validate that the same is being taken into consideration during
opeaations, confirm that the audit trails (e.g., who is accessing the services, changes to the
configurations, etc.) are captured for supporting any downstream audits of the projects by the
finance or audit organization such as STQC.

3.2.3.13. Reporting

The CSP shalhlso provide helpdesk support to the <<Utility>> and send periodic reports on the
performanceThe ERPSIshould insist on the following regular reporting by CSP during the
contract:

a) Availability of the cloud services being used
b) Summary of alerts that aretamatically triggered by changes in the health of those services.

¢) Summary of everbased alerts, providing proactive notifications of scheduled activities,
such as any changes to the infrastructure powering the cloud resources
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d)

f)

9)
h)

)

K)

Reports providing systemvide visibility into resource utilization, application performance,
and operational health through proactive monitoring (collect and track metrics, collect and
monitor log files, and set alarms) of the cloud resources

Auto-scaling rules and limits

In case ofany urauthorized access, the Agency should provide logs of all user activity
within an account, with details including the identity of the API caller, the time of the API
call, the source IP address of the API caller, the request parameters, and tingerespo
elements returned by the cloud service. This is required to enable security analysis, resource
change tracking, and compliance auditing

Report of all the provisioned resources and view the configuration of each.
Summary of notifications, triggered eaiine a configuratiohange
Incident Analysis in case of any-authorized configuration changes.

Summary of alerts with respect to security configuration gaps such as overly permissive
access to certain compute instance ports and storage buckets, msgnoélrole segregation
using Identity and Access Management (IAM), and weak password policies

Summary of security assessment report that identifies the possible improvements (prioritized
by the severity) to the security and compliance of applicationsykpon cloud

Report on upcoming planned changes to provisioning, either possible optimizations, if any,
indicating how the underutilized services can be reduced to optimize the overall spend, or
required enhancements (e.g., upgrade to additional sjdageet the service levels defined

in the RFP.

4. Data Digitization and Migration

<APPLICABLE ONLY WHERE DATA MIGRATION AND DIGITIZATION IS
APPLICABLE . >

4.1.Data Assessment

The study of the source/legacy systems must provide comprehensive insightheintontent,
structure, quality, and integrity of the source/legacy systems.

Risk Identification and Mitigation Plan for Data Migration: TE&RPSI shall identify all risks
associated with the data migration and enumerate mitigation measures and prepasie a R
Identification and Mitigation plan for Data Migration. The plan must address the contingency
measures to be adopted during the event of a data migration failure. It must also clearly specify
measures to be taken to prevent data loss. It may be ptefépabonsider migration of data to a
backup system at the same time as the new system to address data loss due to system failures.

4.2 Data Mapping and Cleaning

A comprehensive data mapping exercise must be undertaken BirRBfglbefore embarking on data
migration. A good data map will detail an-depth cross referencing of all mutual fields across the
source system and the target system. It must include the following (but not limited to):

a)
b)
c)
d)
e)

Names of applicable field$o (destinabn) and from (source)
Lengths and data types of these fields

Mapping of relationships between entities

Check on the constraints, unique fields, and integrity checks

Any logic involved in mapping such as string truncations or validations against anydsusine

rules.

The ERPSIshall be responsible for migration of operational data as required, including financial
transaction data such as ongoing contracts, employee transaction data etc.
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In the event of any gaps in data migration, HRPSishall discuss witkk<DISCOM>>, document the
findings, and get it approved from <<DISCOM>>.
a) ERPSIshall run mock data migration tests to validate the conversion programs that have been
written.
b) ERPSIshall validate the data before uploading the same to the production erestonm
The ERPSIshall support in conducting the acceptance testing and verifying the completeness and
accuracy of the data migrated from the legacy systems to the proposed solution.

4.3.Data Migration

Data Migration refers to validation and migration of datarf the manual/legacy system to the new
database schema, linking and Meta tagging the documents to the relevant records in the Document
Management System (DMS) and conformance to quality control requirements. The data should be
migrated from the current pjication and media to the ERP System during roll out at all locations and
prior-LioedédGof the application.

The key data migration requirements include:

a) Data conversion: Since there would be significant difference between existing legacy
database tdé structures and ERP System database table structures, therefore mapping shall
be done between existing tables and proposed tables and data to be made compatible for
migration and migrated into new tables.

b) Perform data cleansing for incorrect/ incompledta.

c) Perform validation of digitized/scanned records

d) Obtain approval from competent authority on migrated data

The tool and solutions required for performing data digitization and migration must be designed by
ERPSIlafter adequate study of the data tarigrated.

The ERPSI should submit data digitization and migration strategy in their bid, detailing all the
activities to be performed during the data migration. Indicative broad activities to be performed by the
ERPSlare as follows:

a) An assessment needs lhe done to identify the database requirements for the application
envisaged for this project. The data requirements in terms of master data and transaction data
need to be identified, which is required for the envisaged solution.

b) Migration of completerecords available in electronic form is required to be performed to
acceptable quality and standards as prescribed in this RFP.

c) Development of merged database structure

d) Porting of all the data into the database

e) Final updating of the single database

4.4 Additional Requirements for Data Migration

a) TheERPSIshall migrate the data at the implementation sites of <<DISCOM>>.

b) TheERPSIs h al | formul ate the fAData Migration Str
internal quality assurance mechanism. This béllreviewed and approved by <<DISCOM>>
prior to commencement of data migration.

c) The ERPSIshall incorporate all comments and suggestions of <<DISCOM>> in the Data
Migration

d) TheERPSIshall perform mock data migration tests to validate the conversion pregra

e) TheERPSIshall ensure complete data cleaning and validation for all data migrated from the
legacy systems to the new application.

f) The ERPSIshall generate appropriate control reports before and after migration to ensure
accuracy and completeness c thata.

g) The ERPSIshall convey to <<DISCOM>> in advance all the mandatory data fields required
for functioning of the proposed solution, and which are not available in the legacy systems
and are required to be obtained by <<DISCOM>>.

h) The ERPSIshall develp data entry programs / applications that may be required for data
migration in order to capture data available with / obtained by <<DISCOM>> ini non
electronic format.
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i) ERPSIshall conduct the acceptance testing and verify the completeness and acctinacy of
data migrated from the legacy systems to the proposed solution.
}) TheERPSIshall give the template for data migration to <<DISCOM>> and <<DISCOM>>
shall furnish the required data on the templates provided b¥RRS| The ERPSIshall
furnish adequatguidelines to fill the data templates to <<DISCOM>>.
4.5.Data Digitization
Data digitization will be carried out to ensure electronic images of paper source documents, where the
image is intended to replace the original as the official record, are captusedainthat ensures their
reliability, authenticity, and usability over their entire retention period and that allows the images, or
copies produced from the images, to be authenticated as true copies of the originals and to be
admissible as evidence irgl proceedings.
The entire process of scanning, digitizing and data entry of office documents has been divided into
following stages:
Stage 1: Pr&canning
Stage 2: Document Scanning
Stage 3: Post scanning, Storage, Search, Retrieval & Backup
Stage 4: Dat Entry

Stage 1: PreScanning (Preparation of Document Prior to Scanning)
a) The documents would be handed over in lots as agreed mutually dyRiR8land the
<<DISCOM>>. TheERPSIshall provide acknowledgement of the number of documents and
the number of pages in each document received from the <<DISCOM>>. Number of
documents/ pages in a file shall be checked in presence of the representative of the
<<DISCOM>>.
b) The ERPSI will peidrm all the prescanning activities which may include (but not limited
to):
1 Numbering of offices to be covered under this project.
1 Collection of documents from record room
1 Creating an inventory prior to taking files, register and other forms of docuroent f
SCAN
Removal of dust, tags, pins, threads, rubber bands.
Application of curative techniques to biologically infected or otherwise damaged
documents etc.,
1 Sorting and numbering of pages in the document file in appropriate order.
1 Unfold and flatten thelocuments to eliminate creases and wrinkles
T Numbering of AFI'LESO with ABARCODED SERI AL
and office sequencing of AFILESO based on
(Transparent tape to be appl i edrotatitframB ARCODE
tampering)
1T Preparing the APAGESO within the AFILEO wit
c) The ERPSIwill maintain a record of the document details in a log register while collecting
these documents. This log register should contain at least the follovailg.de
Description of the document collected /< file No.>
Size of pages in document (A4/legal/Full scale/rsbteet) along with count
Total number of pages in the document
Collected from (Government Official)
Collected by ERPSIrepresentative)
Date d Collection
Expected date of return
d) The ERPSIwill perform all the prescanning activities which may include (but not limited
to):
1 Numbering of offices to be covered under this project.
1 Collection of documents from record room

T
T

= =4 =8 =8 =881
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f)

9)

h)

1 Creating an inventoryrior to taking files, register and other forms of document for
SCAN

1 Removal of dust, tags, pins, threads, rubber bands.

1 Application of curative techniques to biologically infected or otherwise damaged
documents etc.,

1 Sorting and numbering of pages in ttecument file in appropriate order.

1 Unfold and flatten the documents to eliminate creases and wrinkles

T Numbering of AFILESO with ABARCODED SERI AL
and office sequencing of WAFILESO based on
(Transparent tape to be applied on ABARCODED
tampering)

T Preparing the APAGESO within the AFILEO wit
The ERPSI shall maintain and return the documents in their original form to the
<<DISCOM>>. Document shabie handled with extreme care so that their chronology is not
disturbed. For example, mulliage documents that must be kept together (e.g., a letter with
an attachment).

The ERPSIwill take special care in preparing the documents which are too old anohaly

not be in good physical condition or are very delicate and may not be directly scanned. This
may include (but not limited to) pasting of torn pages, straightening of pages)ding of

files that cannot be scanned directly. Some old documentgeqaire flatbed scanners too.

The ERPSImay use ironing process to straighten them. Documents should be prepared such
that normal scanner can scan it.

The ERPSI shall be responsible for any damage caused by them during the process of
scanning and digitization of records and ensure that all such records are repaired at their own
cost and information is retrieved. In case such retrieval of data or repair of iscoot
feasible theERPSIwill compensate for the same by making payment to the <<DISCOM>>
towards the value of the damaged or lost data/document/record as valued by the
<<DISCOM>>.

Any damage to the documents BRPSImay attract a penalty.

Stage 2: Deument Scanning

a)

The ERPSIwill perform all the prescanning activities which may include (but not limited
to):

T All ocating AFILESO for each ASCANNI NG MACHI
each

f Scanning a page of the AFILEO
1T Restoring AFILEO in same sequence (Page & F
1 Creatingan i nventory for the scanned AFILESO a

the physical AFILESO in AAS |1 S0 condition
(SPOC) authorized at each office of <<DISCOM>>
The document /pages shall be scanned at minimund@D@esolution in grey scale and the
size should be not more than 100 KB per image for A4/Legal size pages.
ERPSIwill use tool for end to end production starting from scanning to second level quality
check (QC2).
ERPSI will design database structure ieh shall be approved by <<DISCOM>> and
thereafter the same database needs to masit@iescanned data at every level of the process
including while uploading those data to DMS.
ERPSIshall compress the images using appropriate compression mechartistiagstorage
space required is saved and at the same time quality of the image does not deteriorate.
The scanned documents shall be converted into any of the standard file formats such as
TIFF/PDF/JPEG/RTF/ODT/PNG or other standard formats as per thérement of the
<<DISCOM>>. All the pages of a single digital file will have to be stitched together to
generate an exact replica of the physical file. The stitched document should be represented in
a TIFF/ PDF format or any other standard format as g@1SCOM>> requirement.
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g) ERPSIshall use Group IV lossless compression technique or better for black and white
images and LZW lossless compression or better for images in GraySB&&lshall use
similar approach for color images also.

h) The compressed PDF files created for viewing are required to 488%0compressed as
compared to standard CCITTG4/JPEG compression (in TIFF/ JPEG/PDF file format) for
Mono/Grey scale images and shall retain search ability, clarity of image and print.qualit

i) TheERPSIwill be responsible for quality assurance and will go through all documents to see
if they are complete and legible. TE®RPSIwill undertake Quality Assurance processes for
all aspects of processing and ppsicessing of records includingnage capture, indexing,
storage and return.

) ERPS6bs staff wildl perform quality control che
rendered, properly aligned, and free of aliasing/ distortions. Inspection and quality control
data shall always be rewxled on the worksheet accompanying each volume. Whenever
necessary (e.g., poor image capture of an illustration), the staff wgitlare from the original
text and insert the image(s) into the proper image file sequence.

k) ERPSIshall perform the OCR (Opmtal Character Recognition) on the applicable documents
with 100% accuracy so that the documents can be searched using the text in the documents.

I) Searchable PDF shall be created in one single step by processing the input image file(s) thus
ensuring that nomtermediate manipulation of the contents is possible.

m) ERPSI shall perform following image enhancement activities:

1 ERPSI shall ensure that the quality of scanned images is enhanced to the optimum
level and shall perform all such activities required tmdrthe scanned image to
optimal level such as skew,-gdkew to make the image straight

1 ERPSI shall carry out cropping and cleaning of images like removal of black noise
around the text, providing equal margins around the text.

1 In case the documents are hegible, the ERPSI shall scan the documents at a higher
resolution or in Grayscale. No extra payment shall be made for the same.

1 No document shall be scanned more than once, and no blank pages shall be deleted if
they are part of file. The blank pagearfile is a page that is entirely blank or has
only Page number or has only rubber stamp.

n) The scanned documents shall be converted into PDF formats as per the requirement of the end
user department. Scanning of Green sheets and Correspondences would bepdoately
and stored in a folder. All the pages of a single file will have to be stitched together to
generate an exact replica of the physical file. Scanned Green sheets would be stitched into a
single PDF File separately and Correspondence files wogldcanned separately into a
single PDF File. All the pages that are scanned should become sequential and become
individual pages of a single PDF file. All the printed pages should be scanned as searchable
PDF not as Image wherever possible.

Indexing and Cataloguing

a) After documents/images are scanned and stored in digital form, they would be indexed
through robust search Engine capable of sear
indexed fields with full or partial match for example:

File Number

Wing /Section

Created On

Subject /Title of the File

File Name

Employee name (In case of personal file)

Date

b) ERPSIwill create metadata fields required for indexing as per the requirement of the
<<DISCOM>>.

¢) ERPSIwould use suitable technology and software for Indexing and Cataloguing of metadata

d) Indexing is to be done by attaching metadata tags to each of the documents.

S N
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e) The ERPSIwill establish procedure for checking the accuracy of indexing and making
necessarycorrections as accurate indexing is required for efficient retrieval of digital
documents from digital storage media.

f) Once all documents are verified and passed bffRBS6 s qual ity assurance

then QC2 will be done on sample basis by <<BIBC-> side and then the approved images
wi || be stored on final digital media of
including metadata indexing. At the end of the process all paper documents will be returned
in their original form to the carerned nominated person of <<DISCOM>>,

g) Scanned file naming convention and folder structure to be used to store the scanned files and
would be as per the policies defined and approved by <<DISCOM>> for file naming
conventions in English.

Stage 3: Posscanning, Storage, Search, Retrieval & Backup
A. Post scanning

a) After scanning, the physical document would be pinned together/ tagged in the same form as
it was given for scanning by the individual units of any department. At the end of the process
all paperdocuments will be returned in their original form to the department.

b) Each page shall be serially arranged and shall be counted while giving the documents back to
the department

¢) TheERPSImust take approval from the user in data completeness and accuracy.

d) Each page shall be serially arranged and shall be counted while giving the documents back to
the department.

e) Version Control mechanism should be allowed. Version Control have to be done in case of
addendum to the prexisting digitized file ERPSIwill have to make this facility available in
the capture and indexing module.

f) The ERPSIlis required to use their own MIS tool to generate daily/fortnightly reports for
tracking the digitization status. These reports would contain basically summary of records
scamed and stored. The release of payments is linked to daily/fortnightly submission of these
reports.

g) The document will be uploaded in DMS (Document management system) BRE&

1 TheERPSIshall be responsible for the entire uploading procedure.

1 The docment must be stored in the DMS in a hierarchical manner and with full security
controls.

1 The ERPSIwill be responsible for creation of folders, subfolders, database structures in
the existing DMS for synchronized digital record keeping purpose ERSIwill give
access to documents in DMS to respective data owner/ nodal officer and other persons for
verification, validation, audit, and confirmation.

B. Document Management System (DMS)

The ERPSIshall provide Document management System (DMS) tools for all the activities related to
digitization storage and user acce3is DMS tool will be also used by <<DISCOM>> authorities
for related work. The IT hardware for hosting this DMS shall be provigeckDISCOM>>.

The functional requirement specification for the DMS is given in Annexure A (Section 6). Vendors
are encouraged to submit additional features over and above the basic minimum

C. Storage and Backup
a) The ERPSIhas to perform hardware sizing fire DMS and Storage requirements. The
ERPSIshall also be responsible for the sizing of storage space for archival of data.
b) A folder structure has to be followed while storing the digitized data in the central storage.
c) Nomenclature of the digitized file shld be in accordance with theGovt. standard and
should be discussed with the <<DISCOM>>.
d) The scanned documents will be tagged and stored on DMS.
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e) The ERPSIlafter successfully storing the Scanned and Digitized data on its computer (after
QC2) will transkr the same to the Document Management System and to access data by
<<DISCOM>> staff.

f) TheERPSIis required to take baeakp of incremental data at the end of the day.

Stage 4: Data Entry
a) Data entry to be carried out by tiEeRPSIfrom the data scanned by tEERPSlas per
templates provided by <<DISCOM>>. THeRPSIhas to Link each record with scanned
filename/code in the DMS
b) Data already scanned and available in <<DISCOM>> needs to be entered HiyRBéas
per templates providday <<DISCOM>> in the DMS.
c) Link each record with parent and child barcode document.

A. Estimated Volume of Data Digitization

a) Estimated Volume of data for Employees
A brief extrapolation of Number for users/Employees on Payroll available for <<DISCOM>> is as
below:

Employee persong
details

Employee Photographs
Employees servici
records

Payroll Data

Open data for leave
Employee Humar
Resource Data

Data Entry for Employe
Human Resource Data

Table 1: Estimated Volume of Data Digitization
Note:
* Please Note that these are estimated volume and can vary slightly on ground based on further
analysis.

b) Estimated Volume of data for Other Modules
For digitization activity of remaining Legacy/Existing Customer Data/Forms the utility may calculate
the estimated volume of data based on the total files, estimated pages and Field/Record captured for
master data items. For tracking and locating the files during the data digitization activity the
barcoding method can be utilized by the utility andER® S|

All the remaining Legacy/Existing Customer Data/Forms in addition to HR needs to be dig#ized
per the requirement mentioned in table below:

Material Master

Equipment Master
Asset Master

Master Data - Items with
Drawings /Specifications
Pictures
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Master Data - Iltems with

Drawings /Specification]
[Pictures
Table 2: Estimated Volume of Master/Transaction Data
Note:
* Please Note that these are estimated volume andraanslightly on ground based on further
analysis

B. Quantity Variance

Volume of the document or Record can be varied by 100% and above. Price per unit will remain same

as finalized in agreement at the time of contracts(s).
C. Quality Adherence

Quality check aftr scanning and metadata entry is of utmost importance. After QC1 level of quality

verification, same will be verified by <<DISCOM>> at QC2 level. Images clearing this QC2 will lead

to submission of the documents to <<DISCOM>> for acceptance.

The QualityChecking for Scanned Images shall include the following:

a) TheERPSIshould do 100% on screen validation (along with department officials) and submit
the log for 100% QC work done.

b) The ERPSIshould check that no page has been scanned twice. Payment loexite
scanning will not be made to the vendor.

c) Data should be traced back to file from which it got captured.

d) TheERPSIshould check scanned records for DPI, Image Quality, Format, Noise removal etc.

e) TheERPSIshould check for the quality of the image

The image should not be too dark/too light

The image should not have been captured under improper lighting

The image should not be cropped from any side

The orientation of the image should be right

The image should be in true color mode

The color isconsistent in all the images and not patchy

The image should not be skewed

The image should not be blurred

The image should not have excessive noise

There should not be any data loss due to folds

There should not be any data loss due to tight binalirigbulge at the center

There should not be extra darkness at the edges

f) The Quality Checking for Metadata Entry shall include the following:

1 Whether all required metadata fields have been captured

g) Whether the metadata captured is correct

h) Vendor shouldalso check that all records obtained from the <<DISCOM>> have been
scanned and no document has been missed out.

i) The vendor shall generate a report which identifies any mismatch between the number of
documents submitted for scanning and number of docsnseahned.

j)) The ERPSIcan also suggest their quality plan to the <<DISCOM>> over and above the
guality checks mentioned here. Templates for the same will be decided with the successful
ERPSIbefore commencement of work

k) The ERPSIshall provide a QC module within the application tool for quality check, which
they will be using during total process of scanning, indexing and metadata entry.

) The ERPSIshould also install the instances of the application in computers as required by
<<DISCOM>> officials for quality check purpose at no extra cost to the <<DISCOM>>.

m) The ERPSIwill appoint skilled and qualified manpower for QC purpose and not get QC done
by operators who have scanned and done metadata entry.

S R N I I R |
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n) All records unacceptable by<BISCOM>> (due to improper image, missing metadata,
wrong metadata) will have to be rescanned by the sel&@E&EIl The selectedERPSIwill
not be remunerated for all such documentscanned.

0) Post 100% QC1 by vendor, <<DISCOM>> officials will perforr®% quality checking
(QC2), and if required further <<DISCOM>> officials may perform 100% quality checking
(QC2) on scanned document and metadata.

p) Any damage to the collected documents shall maké&ERI@SIliable for the same and can
impose a severe corgggence which may also lead to the termination of the contract.

g) After validation, we encrypted this file for Transferring to client Server.

r) Ensure data got transferred to Client Server (or any other method to transfer the files)

s) Audit by <<DISCOM>>
1 <<DISCOM>> are entitled to do sample audit of the work as a when required.

1 Incase of quality failureERPSIpr ovi der 6 s supervisor wil/|
round of audit and put additional efforts to meet overall project timelines.

4.6.0ther Genegal Requirements

Data entry and digitization service will be carried out at <<DISCOM>> HQ and Zonal offices (on
indicative basis). Post dooarding ofERPS] theERPSland <<DISCOM>> will finalize the location

for data migration and digitization. The safvpy of digitization work completion report shall be
shared with <<DISCOM>>, or person authorized by <<DISCOM>> on end of the wee ERPS8I
provider should preserve the same report for any future use.

a) The ERPSI must carry out scanning and data entry terative basis as required by
<<DISCOM>> till ERP GO LIVE Phase.

b) Share Daily Progress Reports/Dashboard and share for tracking and monitoring

c) The ERPSI provider will ensure data of <<DISCOM>> remain secure and protected.
<<DISCOM>> is entitled to canceliinthe contract and take necessary actions agaRBS|
provider in case of any breach.

d) Payment shall be made as per the terms and conditions mentioned in RFP.

e) The ERPSIprovider shall be responsible for maintaining the service standards, coverage,
guality, and timeliness of Data Entry Services in their respective <<DISCOM>>.

f) The ERPSIwi | | depl oy #Asupervisorso who shall
<<DISCOM>>, for their respective work and monitoring and reporting on the performance of
Data EntryServices.

g) The Supervisors shall be responsible for communication regarding issues related to:

1 Data Collection,

1 Data Quality Audit,

1 Supportive Supervision and reporting,
1 DEO Deployment, etc.

h) The ERPSIshall facilitate submission of Daily/Weekly/MonthReports to <<DISCOM>>,
as per the formats finalized for <<DISCOM>>

i) The ERPSIshall be responsible for their Infrastructure, IT equipment, consumables and
supplies required for data entry operations.

J) TheERPSIprovider is free to decide the number of rgses to complete in the task at any
location.

k) The data entry service will be provided as per work schedule/shift of <<DISCOM>>.

[) <<DISCOM>> may grant th&RPSIprovider, viewing access rights for an internal system
and already digitized the data for Data Entry.

m) The ERPSIprovider shall hand over all the documents/ submissions/ presentations or any
other data for information collated/digitized (as per the scopehis project to the
<<DISCOM>>) at the termination or end of the contract.

n) It is the responsibility oERPSIto take AMC for their computer and laptops with necessary
provisioning on the internet.

0) <<DISCOM>> will not provide any hardware or software [soip.
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p) <<DISCOM>> will not be responsible for any delay due to breakdown or unavailability of
hardware/software and Other General Requirements.

g) ERPSIshall add/replace poor quality scanned images/documents on its own, for which it shall
not be entitled tget any extra payment.

r) The files / documents will not be allowed to be removed from premises allocated to the
ERPSI Suitable hardware infrastructure/facilities have to be established onsite at the
premises that shall be allocated to do the digitizatiorkw

s) It is the absolute responsibility of tHeRPSIto ensure that the contents of the digitized
documents shall be an exact replica of the original paper document maintained as part of the
records in the books/file. This will be a mandatory conditiontie ERPSI

t) Under no circumstances the documents shall be changed, mutilated, destroyed, or replaced by
some other documents.

u) <<DISCOM>>, or any <<DISCOM>> authorized agency/person can carry out quality checks
periodically for scanning and data entryvsegs.

v) Once the project commences, t he <<DISCOM>>
based upon the outputs provided and the <<DISCOM>> reserves the right to ask the vendor
to replace any equipment with similar equipment in better condition or eueepiiipment if
the output does not meet the requirements of the <<DISCOM>>.

w) Complete secrecy and confidentiality of physical/Digitized records is required to be
maintained by the successtiRPSI

X) The Scanned and Digitized records will be the propeftthe <<DISCOM>>. TheERPSI
will have no right, title, or interest in it and will not use it elsewhere.

5. ERP System Integration

ERPSIshall ensure that the ERP system is able to share data in industry acceptable protocols and
formats. The proposed soloti shall be based on an open architecture and supports various types of
interoperability and integration methods including viz. SOA, API, EAIl, Messaging Queuing, XML
based file transfer, Flat file transfer etc.

ERP System must maintain integration logat tbonfirm the success or otherwise of the integration
interface. All external systems should be integrated with the ERP System based on a consistent, real
time or batch processing data exchange methodology operating in an automatic manner without any
mantal intervention unless specifically required.

The Bidder are expected to make note of the following application modules which are already
implemented at <<DISCOM>>,

[Discom tolnsert Table with List of IT Applications and brief description

ERPSIneeds to propose appropriate middleware solution for integration between ERP System and
other supporting system including but not limited to the followings:
1. All required data residing in existing legacy applications to be identified and transferred /
integrated with ERP System.
2. End to End Integration of supplied ERP system and supporting solution with existing IT
/Business Solutions and applications implemented across the value chain of <<DISCOM>>.
3. Integration with any upcoming IT/Business systems dISCOM>> like Payment Gateway,
MeteringBilling -Collection (MBC) Solution, Biemetric system etc.
4. All interfaces should selthecking so that any exceptions or data validation errors are reported
by the system.
5. The integration middleware should be base&ervice Oriented Architecture (SOA) and other
forms of Application Program Interfaces (API) and use publish / subscribe mechanism.
6. The Solution to be proposed as part of the bid will need to be integrated with any or all the
abovementioned application nawles
7. To ensure that the integration is seamless with other applications would also be in the scope of
Bidder
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8. Any adapters, licenses, tools, scripts etc. required for integration with the existing and upcoming
IT solutions of <<DISCOM>> will need to be arrged by the Bidder

9. Since all the existing IT Solutions & application modules are already in production and are
business critical applications which bring in huge revenue for the <<DISCOM>>, it will be

ERPS6s responsibility to ideagrationr and flawlass imegilatiord o wnt i
which doesnot di srupt any of existing busine
<<DISCOM>>.

10. The integration mechanism adopted must have minimal impact on the existing systems

11.The access to data will only bedligh business rules i.e., the applications will not access data
directly without going through APIs managed by business rules/validation/workflow.

12. The integration middleware/interface must validate the Data to be integrated

13. It must maintain integration ¢s that confirm the success or otherwise of the interface.

14.<<DISCOM>> can arrange for a session with existing ERPSlin case theERPSIneed to
understand any of the existing solutions and clarify their doubts.

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation and Support for
Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ TendeNo [,,,,,,, to be inserted by Utility,,,, 1111100010 ]



Section 6. ERP System Requirements and Service Level Agreement 130

6. Audits and IT Securit

6.1.Audits & Reportiry

The audit and reporting activities will be carried out by any internal authority, Product OEM, or any
Third-party agencyto ensure the compliance with quality and overall requirements captured in RFP
for ERP System to achieve the goals and objectivesvsaged by <<DISCOM>>,
ERP System being deployed as a part of this project, will require an auditing and validation both
initially as well as on an ongoing basis. The audit activities are mandatory and shall be carried out
periodically inline to the tinlmes/frequency captured as per audit requirements of RFP. However, in
case of any exception the audit and validation activities can be carried out irhaa bdsis, at the
discretion of <<DISCOM>>. Th&ERPSImust understate to cooperate and support swcht or
validation activities conducted by <<DISCOM>> or any of its appointed agency.
ERPSIwill be responsible for facilitating and extending full cooperation for audits by any internal
authority, Product OEM, or any Thhghrty agency.
To carry out ERPSystem audit (OEM Audit), the cost for first XX iteration shall be borne by The
ERPSIlincluding the cost to incorporate any post audit suggestions /recommendations.
However, for any other thirgarty audit, the cost will be borne by <<DISCOM>>. If in €adue to
unfulfilment of requirement due tBRPS| multiple iterations (more than 1) are required to be carried
out for any thirdparty audit, then the cost of further audits will be chargedRPSIfor any
subsequent iterations or visits of thpdrtyauditors.
The audit and validation activity will be carried out to identify, assess, evaluate, and recommend on
but is not limited to, the following:
Performance
Security
Manageability
Customized Source Code
OEM Standard and Compliance
Availability of Services
Functional and Technical Specifications
Policy and Procedure
Service level requirement
Software and supporting system
Hardware and other components

[.  Project Documentation etc.

6.1.1. Auditing

The purpose of audit will be to assess, evaluate and asgher@mnagement of <<DISCOM>>, that
the implemented ERP System, process, policy, and elements of systems are functioning properly and
effectively to achieve the planned objectives. In case, any element of the solution is not functioning in
line to the spdfic requirements and standards, then audit shall recommend the required corrections
and corrective action.
The audit activity shall include verification, examination, and evaluation of overall solution with
objective evidence to assess, that ERP Syst#utien has been designed, developed, implemented,
and documented in accordance and in conjunction with specified requirements.
The audit and validation activities under this will include but is not limited to, the following
mentioned activities:

6.1.1.1.ServiceLevel Agreement (SLA) Audit:
The quarterly monitoring and performance review of HRPSIagainst the monthly formulated
reports for SLA.

a. A designated third party or personal from <<DISCOM>> will review the performance of The

ERPSlagainst the SLA.
b. The SIA reports shall be formulated based on the automated system generated reports.
c. The ERPSIshall submit the system generated monthly SLA report to the designated Nodal
officer as per agreed frequency and timeline.

AT T S@mooo0oy

RFP forSelection of System Integrator for Supply, Installation, Commissioning, Implementation and Support for
Enterprise Resource Planning (ERP) System at <<DISCOM>RFP/ TendeNo [,,,,,,, to be inserted by Utility,,,, 1111100010 ]



Section 6. ERP System Requirements and Service Level Agreement 131

d. For requirement of SLA audit, the <<DISCOM may perform a visit either by internal
department or by an external contractor at respective Data Center and Disaster Recovery
Center locations.

e. The review / audit report will form a basis of any action relating to imposing penalty on or
breach of comtct of theERPSI

6.1.1.2.ERP SystemOEM Audit

This audit activity shall include the validation and assessment of entire ERP System and supporting
systems through Original Equipment Manufacturers (OEMs). The required activity shall be performed
on the entire implemented solution to certify that allessary standards, precautions, and guidelines
has been adhered to achieve the optimal performance of the solution.

A. First Iteration of Audit’ Blue Printing and Designing of ERP System

a. Review of ASIS, TOBE, Gap analysis, Solution mapping document auwthrtical design
document along with any other related document

b. Prepare module wise detailed observations covering & including but not limited to process
coverage, usage of ERP System functionalities, risks in customized processes (if any).

c. Data Migration ad Digitization strategy with the proposed data conversion templated and
migration strategy for existing IT Solutions, if required.

d. Shall include recommendation on industry best practices for <<DISCOM>> as appropriate
e.g., organization structure, codifiiman etc.

e. Audit to ensure installation of proper versions and licenses ERP System including, but not
l'imited to ERP System Softwareds |icensing,
other layer of software etc.

f. Verification of standard ERP Sysh functionalities including module, sutodule which can
be used to meet <<DISCOM>> requirements

g. Verification and review of the custom development approach and methodology as per
standards recommended by ERP System OEM. Further, OEM will also idenki$yfois
<<DISCOM>> in such developments

h. Review of all custom developed components / objects / process etc. with risk assessment (if
any)

i. If any standard ERP System functionality, module ormagllule is not used bgRPSlsame
needs to be informed to <<DISCO>.

j. ERP System OEM audit process will include review of solution documents asdeon
discussions witflERPSland <<DISCOM>>.

k. ERPSIwill be required to comply with ERP System OEM observations

I. After compliance byERPS] ERP System OEM will verify and confn that all relevant
observations/recommendations are incorporated by, and the solution provid#PBy}is
acceptable to ERP System OEM considering <<DISCOM>> requirements.

m. ERP System OEM will prepare a detailed audit report and submit the same to GNMSC
If required, ERP System OEM need to present audit findings to management of
<<DISCOM>>.

B. Second lteration of Audit Posts Development, Configuration and Rollout of ERP System
ERP System OEM will verify the specification and configuration to confoum,is not limited to, the
following mentioned activities:
a. The OEM will verify and confirm before Glive, the technical preparedness of the system is
appropriate for Gdive
b. The OEM will review technical & operational procedures, system performancesupgaort
documents & structure is as per scope and OEM standards
c. Shall verify that the implemented solution is in line with the standard practices
d. The OEM will conduct audit to confirm that the solution is performing as per <<DISCOM>>
SLAs. The audit report will be a prequisite to the completion of ERP System stabilization
phase.
e. In case, if there is any variation, OEM will inform that implemented specifications
/functionalities etc. will suffice the requirements of <<DISCOM>>
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h.

If the specifications are not enough, OEM will inform and provide a detailed report
containing risks and impact on the overall solution to <<DISCOM>>.

The ERPSI will have to take corrective actions based on OEM recommendations. Post
incorporation of the recomendations the ERP System OEM will verify the compliance of
the same.

ERP System OEM will ensure closure of all audit observations to its satisfaction and provide
final report to <<DISCOM>>,

The duration of OEM Audit shall be maximum 30 days includingaadit activities and post audit
compliance checks and validation.

The following will be the deliverables of such OEM engagements and the mechanisms for follow up
actions.
a. The mechanisms.

b.

C.

o All the review by the ERP OEM will occur in collaboration with <SCOM>> and
the ERPSIteam.

0 The ERPSIshall be required to participate in the Review program conducted by
<<DISCOM>> and the ERP OEM.

0 The ERPSI shall depute their competent persons to participate in the review
programs.

o0 The Review program will look fobest implementation practices while following a
prescribed methodology.

0 The extent and frequency of the review shall be determined by the ERP OEM in
consultation with <<DISCOM>> but shall be frequent enough to validate each of the
major project milestones

o While some of the review will be required to be done at the project site, some of the
reviews of codes or documents can be carried out at the location convenient to the
ERP OEM.

0 The ERP OEM team will plan the activities in consultation with BRPSIand
<<DISCOM>> and the ERP OEM will report directly to <<DISCOM>> on all the
matters related to their activities.

The deliverables.

o The deliverables of the activities of the ERP OEM will, at the minimum include
recommendation reports, suggestions on sigedttion items, minutes of the
meetings and approval certificates.

The follow up actions.

0 The ERPSIis required to incorporate the recommendations arising out of the expert
services provided by the ERP OEM.

o The ERP OEM also will be responsible for hatpi<<DISCOM>> to get its
suggestions/recommendations implemented.

o The ERP OEM should validate the incorporation of the review findings on behalf of
<<DISCOM>>.

0 The efforts required for incorporation of the recommendations /suggestions
/comments etc. aiiisg out of the activities of the ERP OEM expert services, will be
part of the normal implementation effort for the project and treated as rework for
inadequate quality. <<DISCOM>> will not accept any change requests for these
efforts.

User and <<DISCOM>*eedback
a. TheERPSIis expected to build adequate mechanisms to get the feedback from different users

of the ERP system during different stages of the project. The users/stake holders for providing
their feedback will be identified by <<DISCOM>>,

The ERPSIis expected to deploy in this project the expertise and experience of similar
projects carried out by them earlier. Although it is not expected that these experts will be full
time on site for the project, it is expected that all the key deliverablegatitirough a review
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with these experts. Similarly, thERPSIlis expected to deploy all the quality assurance
mechanisms as per international quality standards for this project.

c. The ERPSIshould clearly indicate up front what are the deliverables whichgailhrough
internal review, what type of expertise will be deployed for these reviews and what are the
deliverables which will follow the quality assurance plans.

d. If any of the deliverables are not acceptable to <<DISCOM>> or its appointed experts, it wil
have the right to seek deployment of experts fronElRESIto review the deliverables.

Mechanism to adopt feedback
There are three types of feedback for the deliverablgem the ERP OEM, from the users/stake
holders and from the internal expertstoé ERPSI The following is expected from tHeERPSlon the
feedbacks.
a. All the feedback will be discussed with <<DISCOM>> and based on guidance from
<<DISCOM>>, will be incorporated into the project
b. Since the feedback for any rework is by nature corredtiaginadequacy of quality of the
work produced in the first place, <<DISCOM>> will not accept any change notice requests
for these modifications
c. TheERPSIhas to build adequate mechanisms to control the risks of time over runs possibly
due to effort requid to rework bad quality deliverables
d. TheERPSIhas to indicate in the beginning and during the start of each phase how it plans to
take feedback and the mechanisms to incorporate the feedback into the project plan and
deliverables

ERPSIwill report to <<DISCOM>> on how the feedback have been incorporated into the project
deliverables and take a sign off from the designated authority of <<DISCOM>>,

6.1.1.3.IT /Cyber Security Audit
A yearly audit of IT security and Cyber security practices by CHR@ertified Thrd-party agency to
assess and evaluate the implementation of security policy and vulnerability assessment. The report
shall include the parameters as per the agreement with <<DISCOM>> and rate the security
implementation in three grades i.e., SatisfactBggquires Improvement and Unsatisfactory.
a. Security Audit shall include but not limited to vulnerability assessment, penetration testing,
application security assessment, application assessment for entire infrastructure.
b. Third party agency shall be respims for implementation of information security controls
and perform periodic assessment.
c. It shall propose ways to enhance the protection of ERP System & supporting cloud/ IT
Infrastructure.
d. Secure Configuration Review: Third Party Agency shall reviewstdwirity configuration of
ERP System and provide the detailed report that include the recommendations for remedial
actions.

6.1.1.4.Business Continuity Plan (BCP)
A yearly audit of Business Continuity Plan (BCP) to ensure the adequacy, completeness, and
appropriateness of plan through various means including availability of technologies, processes, and
people to implement the plan that all broadly covered under the umbrella of business continuity and
disaster recovery. The audit of business continuityr @hall validate its major components and
parameters as per agreement with <<DISCOM>> shall rate the performance of BCP activities in three
grades i.e., Satisfactory, Requires Improvement and Unsatisfactory.

The overall audit activities shall be carriedt avith an intent of "Ads" assessments to assess the
current operational capabilities of Data Center and Disaster Recovery Center Services, NBSP
Services, SDWAN, Help Desk Service Centers, Services suppliers etc. This activity shall take support
of extersive use of data analytics to enhance the audit coverage and focus on "risks that matter". The
auditor shall follow the 36@egree approach to identify and mitigate risks related to both operations
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and legal compliances. To benchmark against industry peérgplement the most efficient practice
and policies.

It should be a rigorous program management and quality monitoring mechanism to ensure seamless
delivery of assessments despite large volume of system. The audit program shall be structured to
complet the reviews in minimum time with no disruption to daily business activities.

6.1.1.5.Follow-up Audit
Post completion of audit assessments (Internal or external) may have the findings that require
corrections and corrective action. Since most of the correctiimacannot be performed at the time
of audit.

<<DISCOM>> may require a further followp audit to verify that corrections were made, and
corrective actions were taken. The <<DISCOM>> may also conduct the fopaaudits to verify the
preventive actios taken because of performance issues that may be reported as opportunities for
improvement.
6.1.1.6.Reporting
The ERPSIshall provide the necessary support anéperation for overall monitoring of the ERP
System. For purpose of monitoring tBE&RPSIshall provide the system generated reports with a
provision of further detailed analysis, if required.
The ERPSI shall formulate an exhaustive list of required reports and seek the concurrence of
<<DISCOM>>. TheERPSIshould submit the reports on a remubasis in a mutually agreed format.
Each report shall be circulated and submitted to the designated Nodal Officer of <<DISCOM>> in the
format mutually agreed upon. An indicative list and frequency of such reports are as following:
1) Weekly reports
a. Backupand restoration
b. EMS/NMS Report
c. New Software Patches
d. Resource utilization of critical components
e. Data Migration Report
f. Changes Made in Database
g. Changes Made in Middleware
h. DC and DR Replication Report
i. DC and DR Access Reports etc.
2) Monthly reports
Summary of resource utilization for all components in DC/DR
Log of preventive / breakx maintenance undertaken
Summary of usage of storage media provisioned
Summary of major and minor changes undertaken in DC/DR
DC and DR Availability and Operations Re&po
Database Growth Report
Summary of Incidents reported
Consolidated SLA / Nogonformance Report
Integration Services
Help Desk Services
Project Management
IMAC Services
. Resource Attendance
Service Management Controls Report
Change and Release Managnt
System Maintenance Reports etc.

TOS3ITXTTIoQTOQ00TY

3) Quarterly Reports
a. Asset database report and Asset audit report
b. Feedback report from users for services rendered.
c. Security Audit Report
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4) Incident Reporting (as and when it occurs)
a. Any system/component failure with rocause analysis
b. Peaking of resource utilization on any component
c. Bottlenecks observed in the system and possible solutions and workarounds.

5) Security Incident Reporting (as and when it occurs)
a. Detection of security vulnerability with available solutions/karounds for fixing.
b. Hacker attacks, Virus attacks, unauthorized access, security threats, @fith root cause
analysis and plan to fix the problems.
c. Any hazards or events like Fire, environmental conditions, physical security, etc. at DC / DR.

6.1.1.7.Indicatve Schedule for Audit

: At discretion of .
1 SLA Audit <<DISCOM>> Internal/Third Party
Twice:

ERP System - | 1. Post Solution Design

2 OEM Audit 2. Before ERP System Gq T System OEM
Live

;Z d(iiyber security Yearly Internal/Third Party

4 BCP Audit Yearly Internal/Third Party

Table 3: Schedule for Audit

6.1.2. Security Requirements and Features
The ERPSIwill have to establish all the necessary procedures / infrastructure/ technology / personnel
to ensure that the ERP System Security is not compromised.
Broad Security requirements are:

a. Security features should be compliant with th€&avernance Security Guidelines (e Gov
Security Standards Frameworkww.egovstandards.gov)inNational Cyber Security Policy
(NCSP 2013xand NCIPC Guideline®ll systems should have integrated security features
that are configurable by the system administrator to control access to the application,
functional modules, transactiores)d data.

b. Public key verification methods should be followed for verifying that the contents of a
document have not been tampered with and allowing the receiver to confirm the identity of
the sender.

c. The applications should require the use of unique B®lNd passwords for authentication
purposes and digital signatures, Biometric and other devices as applicable.

d. The application should allow for the following:

a) The enforcement of password standards
b) The establishment of a specified period for pasgwapiration, and
c¢) The prohibition of recent password reuse

e. System administrator should be able to define functional access rights and data access rights
by assigned user ID, functional role, and owner organization.

f. The systems should permit the systedmanistrator to assign multiple levels of approval to a
single user.

g. System administrator should be able to restrict access to sensitive data elements by named
user, groups of users, or functional role.

h. System should be auditable as per requirements froento time.

i. System should have audit logging capability to record access activity, including the
following:

a) All log-in/log-out attempts by user and workstation
b) Usersubmitted transactions
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¢) Initiated processes
d) System override events; and direatditions, changes, or deletions to
applicationmaintained data

j-  System should provide the ability to query the audit log by type of access, date and time
stamp range, user ID, IP address and terminal ID.

k. All the information assets (information and inforimat systems) should be classified, and
security should be defined according to criticality of the information asset. All the data /
information contained within systems or in hard copies related to this project, are owned by
<<DISCOM>>. No information shdd be made public either directly or indirectly nor
allowed to be accessed by unauthorized persons.

I.  System audit should be enabled for all the information assets to establish detective controls.
System should have evidence, like audit trails, logs, regjspeoof of background checks,
approvals from <<DISCOM>> or its designated agency, support for various decisions,
support for accounts etc. for the purpose of thpatty security audit.

m. System should have security incident management procedures. Tibisninmanagement
procedure has to use Technical Support facilities and should be reported in the incident
management System.

n. Should have system development and change control procedures including effective
segregation of duties and environment.

0. Proper preection against malicious software should be ensured. This would include
implementation of an effective antirus solution, scanning viruses at regular intervals or on
certain triggers and updating the solution as and when new patch is received frarti-the a
virus solution provider.

p. Should have proper logical access security for all the information assets. Entire network
including servers, communication links, database etc., should be logically segregated from
rest of the networks.

g. Should ensure suitabledhnical and procedural controls to protect the network. Wherever the
ERP project network comes in contact with an untrusted network, additional security
measures should be taken like firewall, IDS, DMZ, proxy server, encryption etc.

r. Should have a businessontinuity plan and a disaster recovery plan that should be
implemented before commencement of the operations. Robust backup procedures should be
established for the same.

6.1.2.1.Cyber Security
The ERPSIshall provide endo-end cyber security services to meet IT security challenges for ERP
System based on the proven frameworks and security best practices. It is vital that the processes and
technology supporting the Information Security function for ER§teéSn are proven and compliant to
best practices/ standards. It is envisaged that the cyber security operations shall be centralized,
structured, coordinated, and responsive resulting in effective cyber threat prevention and detection,
thereby securing ERBystem from attackers. The Information Security functions shall respond faster,
work collaboratively, and share knowledge more effectively.
The ERPSIshall bring advanced data analysis and forensics insight to provide the following services
to <<DISCOM>>:

Security Services for DC/DR at CSP
Security Services for ERP Platform
Web Application Firewall Services
Firewall Services
IPS Services
HIPS Services
Anti-APT Services
DDoS Services
Anti-Virus Services
Table 4: Cyber Security Requirement

© |0 IN|O 01~ WIN =
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6.1.2.2.Security during Development & Integration Phase:

The ERPSIshall meet the security requirements listed below (including but not limited to) during the
development and integration stage:

a. The ERPSIshall address emerging cybersecurity vulnerabilities in their software coding
under System Development Life Cycle (SDLC). This should be done by taking into
consideration the SANS Top 25 Most Dangerous Programming Errors and the OWASP Top
10 Prgects.

b. TheERPSIshall propose a legacy data cleansing approach.

c. The ERPSIshall propose a security mechanism to be used for APl and adopt the best
practices such as OWAPS guidelines to ensure security.

d. TheERPSIshall promptly notify <<DISCOM>xvhen vulnerabilities are found in their code.
e. TheERPSIshall apply security related patches and updates.
f. Remote access by thERPSI will only be performed using technology authorized by

<<DISCOM>>,

g. Any data interfaces implemented or built by BBBPSIwill be required to have encryption
and authentication (strong authentication when possible.)

h. Files containing <<DISCOM>> information will be transferred using encrypted file transfer
techniques agreed upon by both parties.

6.1.2.3.Security during Operations phase
6.1.2.3.1. Security Policy
ERPSI shall be certified for ISO 27001 (Information Security Management System). It will adopt
leading information security framework and business continuity management systems requirements
(such as ISO 22301) to define, monitor and updaeurity policies (including network, server,
application, and website/mobile app security). Copy of ISO 22301 certification or the business
continuity plan adopted to be submitted by the bidder with the technical bid.
6.1.2.3.2. Incident Response
ERPSIshall do theanalysis of application and network incidents, do {iestent reporting, and
implement practices to ensure rapid response to attacks.
The ERPSIshall do a proactive review of incident response plan to improve incident response time
and implement continugs improvement process to strengthen overall effectiveness of security.
6.1.2.3.3. Distributed Denial of Service (DDOS) Protection
ERPSIshould secure ERP System against DDoS attacks such as network and application level attacks
with minimal business disruptiozor DC/DR, it must keep the businesses up and running at high
performance levels even under attack, avoiding any monetary losses and serious reputation damage.
6.1.2.3.4. Malware Analysis
ERPSIshall conduct analysis of newly discovered malware to uncover its scopeigind Perform
dynamic reatime analysis of advanced malware identified and prevent truedagr@and target
attacks which can aggressively evade signdtased defenses through various channels such as Web,
Email & Files.
ERPSIshall perform the threatnalysis of unwanted or suspicious malwares by the behavior or
signaturebased deduction and take input from the logs, detection, vulnerability, or suspicious
activities feeds 10C.

6.1.2.4.User Authentication and Control
ERPSIshall define and implement highest/él of access governance. The proposed of this solution
is to have an enhanced user role security where access should be restricted to only authorized users
with multi-factor or twefactor authentication.
The system should have access control featuresofatrolling the access rights over the system and
over the various functions/features available for different types of users. Best practices from
enterprise security including password strength, password aging, password history, reuse prevention
etc. mus be followed for access control.
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Application user authentication and authorization related transactions should be encrypted and used a
wide array of authentication schemes, standards, or token types to ensure that only valid users and
applications get aess.
a. TheERPSImust ensure that end user access to DC/DR at server is through SSL, VPN.
b. The ERPSI must ensure DC/DR at Cloud should have Huiltuserlevel controls and
administrator logs for Transparency and audit control.
c. DC/DR at Cloud shall have ac= control policy and ensure role level access control
employed with ability to manage roles & identity centrally.

6.1.2.5.Hardening
All unnecessary packages must be removed and/or disabled from the system. Additionally, all unused
operating system services andused networking ports must be disabled or blocked. Only secure
maintenance access shall be permitted, and all known insecure protocols shall be disabled.
a. ERPSIshall provide consolidated view of the availability, integrity, and consistency of the
Web/App/DB tiers on DC/DR at Cloud.
b. ERPSImust ensure Database nodes (RDBMS) should be protected with higher security layer
at DC/DR at Cloud.

6.1.2.6.Security Audit
The ERPSIshall engage with the Cdifl empaneled agency appointed by <<DISCOM>> BRIPSI
or CSP will cooperate fully with the auditor. The auditors shall be responsible to conduct the
following activities:

a. Security Audit that includes (but not limited to) vulngifdy assessment, penetration testing,
application security assessment API testing and Mobile application assessment biannually (once in
six months) for entire infrastructure.

b. Implementation of information security controls and perform periodic (onag@ar) assessment.

Propose ways to enhance the protection of ERP System & Supporting IT Infrastructure.

Ensure the applications are free from OWASP Top 10/SANS and dERWeb/mobile

application vulnerabilities as released from time to time.

e. ERPSIis reponsible for mitigating all security risks found and continuous monitoring Activities.
All high-risk vulnerabilities must be mitigated within 15 days from the date vulnerabilities are
formally identified.

Apart fromtheERPS6 s t as ks, a ghdilberagpoimen totconduet:g e ncy

0 Source Code Review Third party agency shall review the source code of web and mobile
applications for hidden vulnerabilities and design flaws. It shall also verify whether security
controls are implemented appropriately.

o Seare Configuration Review: Third Party Agency shall review the security configuration ERP
System and provide the detailed report that include the recommendations for remedial actions and
submit the results to <<DISCOM>>

7. Training Requirements

The primary bjective of the training is to achieve 100% user adoption through technical and
behavioral competencies covering all end users of <<DISCOM>>. Training shall be provided in both
Second Language & English Language as required, mostly in Second Languagje ®tdffs. The
ERPSIshall propose a training plan (including training curriculum and calendar) so that there is a
proper transfer of knowledge about the deployed ERP systems to utility staff.

2o

The audience of the trainings shall vary for each type ofitg The basic computer & IT Solution
training will cover all Clas#\, ClassB, ClassC, and Clas® [Technical & NonTechnical]
employees of the <<DISCOM>>. The end user training for various ERP System Modules and Other
associated systems shall be foe users of the respective modules of the systemER#SIshall
provide training sessions to all employees from lower level to higher level including officers from
<<DISCOM>> on the domains listed in below table.
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Training for Employees of <<DISCOM>>in case of ERP System shall be on below areas:

a. Professional Training (Implementation team)- This is the training for the core group of
implementation team of the <<DISCOM>¥he Implementation/Core team will comprise of
members from IT domain. Each member would be trained in the relevant function / module. This
Training would be required to be given to approximately 90 to 100 personnel for ERP System. It
is the responsibilit of the ERPSIto deliver this training. Standard curriculum designed and
agreed by the <<DISCOM>> for Cloud Solution, hardware, software, and network preferably
from the OEM partner or OEM6s certified trai

b. End User Training - The ERPSIwill provide training to all end users of ERP Systems. The End
Users/Business Users team will comprise of members carrying out day to day operation and task
at <<DISCOM>> for ERP System. Each member of End User/Business wsgr would be
trained in the relevant function / module. This Training would be required to be given to
approximately XXX personnel for ERP System.

On instruction & approval of Nodal Officer, the train the trainer approach shall be adopted by the
ERPSIfor training & handholding. The Certified Functional, Technical, System administration and
Database management training for core team of <<DISCOM>> should be arrangedEBP&E
directly from OEM/OEM Certified Resources.

The training must be conducted ugiassistance from official OEM course curriculum mapped with
the Cloud Solution and Software Productdés to
Curriculum along with Calendar need to be included as a part of technical proposal. The details of
minimum training curriculum and important consideration for training is mentioned below:

a) Training Curriculum 7 ERP System ModulegTentative i DISCOM may assess needs
and make changes accordingly]

Training for Utility
Application
Training of | Administration Trainings | Development & | Cyber/
Category | ERP Modules | Business | (Core Team) Integration IT
users (Core Team) Security
(End ERP Mobile (Core
Users) | >°® E:taba NeMOT| Modul | Applicati | Team)
es on
Day to Day
. Business ~ ~ ~ ~ N ~ ~
Basic ; a a a a a a a
Operations  or
ERPModules
Basic Network| . ~ ~ ~
a a a a
Management
Advance
Network Network ~ ~
Management & a a
Administration
Basic Cloud,
Hardware &| « ~ ~ ~ ~
- IT | Server a a a a a
Infrastruct | Management
ure Advance Cloud
Hardware & ~
a
Server
Management
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Category

Training for Utility

ERP Modules

Training of
Business
users
(End
Users)

Administration Trainings

(Core Team)

Application
Development
Integration
(Core Team)

& | Cyber/
IT
Security

Serve | Databa
r se

Networ

ERP Mobile
Modul

es on

Applicati

(Core
Team)

Basic Databas
Management

a

Database
Systems

Advance
Database
Administration
& Management

Basic  Trouble)
shooting &
Operations
Training

Advance
Trouble
shooting &
Operation
Training

ERP
System 1
Module
Stack
Soft w;

System  Sourct
Code
Development,
Customization,
Integration &
other associate
activity to
develop in
house
competency fol
maintenance &
development of
ERP System
Modules

ERP
Modules

Basic Mobile -
Applications
Operations

Mobile T
Software
(oS,

Basic Mobile -
Applications
development

Windows,
android)

Advance Mobile
Applications
Development

Software
Testing
Training

Detailed

software testing
training must be
imparted. The
course can b
finalized in
discussion with
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Training for Utility
Application
Training of | Administration Trainings | Development & | Cyber/
Category | ERP Modules | Business | (Core Team) Integration IT
users (Core Team) Security
(End ERP Mobile (Core
Users) | >°® SD:taba NeMOT | Modul | Applicati | Team)
es on
<<DISCOM>>,
Train the Trainers (Supe 5 5 5 5 5 5 5
Users)
Table 5: Training Curriculum ERP System
Note:
1. The Training Curriculum for ERP system mentions the indicative subjects on which trainings should be
imparted by the ERPSI.
2. The Training Curriculum for ERP Modules mentioned above are indicative and will be finalized based on
agreement and discussion betves <<DISCOM>> and the successful Bidder i.eERPSI.
3. The Business Users and Core users will be identified by <<DISCOM>> and shall be picked from the entire

organization and from all levels.

The training activity for ERP System shall comprise of the fahos:

a.

-

Training material must include documents and videos for usage of ERP Syktedules
(Bilingual - Second Language/English). These materials will be uploaded to the ERP System
itself and should be available as ready reckoners to the end users.rifdéet atould be
updated regularly and kept up to date as when changes take place to the ERP System
modules.

Training sessions shall cover more handdraining rather than instructive mode.

The training and delivery options shall be-lme, CBTs (Compute based trainings),
instructor led classrooms. Training material will be organized by functional process that will
serve as the training documentation for a particular functional area.

<<DISCOM>> plans to adopt training platform aslassrooms in futureERPSIshould
consider the same for compatibility.

Necessary handholding and change management support shall be provided post training.
Feedback exercise shall be conducted for each training and accordingly evaluation will be
used for improvement of furer trainings.

The ERPSIin consultation and convenience of the <<DISCOM>> shall workout the training
program and all the other modalities of the training, which should be delivered by OEM
certified consultants aridRPSI

The participants of <<DISCOM>> Wibe issued a certificate by OEERPSIfor attending

these courses.

The ERPSlIis required to submit the plan accordingly accommodating training requirements
to cover entire user base. If there is increase in end user base during thegRBj8tshall

impart training at no extra cost to <<DISCOM>>. The expected increase in end user base is
approximately 2% YoY in the next 3 years.

The ERPSIshall provide associated documentation for all deployed systems to ensure a
smooth transition from deploymeto postdeployment operations and maintenance of the
system.

The ideal approach of the training should be formulation and involvement of core
implementation group from the very start of the project to ensure maximum retention and
adequate technical comency level.

Subsequent trainings andtrainings should be conducted for identified groups/personnel.
Handholding during prémplementation, implementation, Go Live and Post Go live should
be done by th&RPSI

Training calendar should be published takgholders and training sessions should be
organized either on site or over the web as per the requirement of <<DISCOM>>.
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o

Knowledge sharing strategy should be adopted.

Training staff would be deployed at <<DISCOM>> offices during the course of the paisject

per requirement of <<DISCOM>>.

The ERPSIshall provide the necessary access of OEM training platforms and data repository
to <<DISCOM>>.

Training shall be planned in stages as requirdgefore the implementation, during the
implementation and post plementation depending on the frequency as finalized by
<<DISCOM>>.

<<DISCOM>> will consider competence development and capacity development within
Training. Product OEM will facilitate <<DISCOM>> end users for the customized code
developed and deployed bye ERPSI

The ERPSI shall carry out the capacity building of core team including functional and
technical employees with an intent to create a team of experts capable to independently
handle the application operations & maintenance task and issueg, if an

The ERPSIshall carry out the training of <<DISCOM>> team on reports development,
configuration of application setups and other skill sets as required to create a team of experts
capable to independently handle the maintenance & support requiremesDISGOM>>.

The ERPSIshall carry out the handm training of core team members & end users on ERP
System and Other associated applications including training on system configuration,
database administration, backup & restoration, development, and macedask etc.

The ERPSiIshall formulate user manuals of ERP System and Other associated applications by
considering the specific configuration of implemented solution.

1. Scope of training for ERP System End users

The ERPSI along with OEM should propose comapensive end user training plan for
adoption of the applications developed/proposed to <<DISCOM>>.

The plan should incorporate a consistent, enteraride user adoption strategy focusing on

the following five key areas:

Business Alignment

Communication

User Training

Performance and Management

i Reinforcement

As content may vary across key business units, the degree to which the actual process, tools,
and rollout strategy are consistent will provide added economies of scale, as well as levels of
skill standardization. In summary, the end goal is striving to achieve 100% user adoption of
the ERP System application through behavioral and technical competencies.

T
T
T
T

2. Training Needs Analysis

Conduct a Training Needs Analysis to determine the training and developeeds for all the job

roles that will be affected by the ERP System technology initiative at <<DISCOM>>. The OEM and
the ERPSI consultants will collect the appropriate data on user groups, functional and process
requirements per user group, requirediskdnd knowledge, existing training culture and training
resources through workshops and interviews with <<DISCOM>> business owners and key business
users. This will result in a Training and Development Plan including:

aoow

The training requirements per useogyp.

Recommendations on the most appropriate training delivery methods and channels.
Identification of the criteria for training success along with any challenges and risks.
Plan and responsibilities for the development of the training materials, sucisteuctor
guides, participant guides, mediased training, and quigleference guides.

Knowledge sharing strategy to enable to perform future customizations internally.

3. Content Development

Development of customized, modular training materials baped user roles and business process,
and customized application. The OEM consultants along ®WRPSI will work together with
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<<DISCOM>> Core team members and Project team to enable transfer of knowledge. The following

materials will be developed:

a. Paperbased classroom participant guides for each identified user group. These guides include
exercises and are based upon 6éDay
b. Paperbased classroom instructor guides including instructor notes with additional

handso n

backgroundnformation and points to be highlight during the training.

c. Mediabased training simulations for petass preparation, idlass practicing and knowledge

and skills validation.
d. The ERPSlIcan also be required to provide context sensitivinenhelp, whch includes all

materials provided in the hard copy manuals. Where possible, users should be able to add

their own online help documentation.

e. Usage of ERP System must be documented in video form and made available/distributed to
all users of ERP SystemllAraining manuals will be uploaded to ERP System software, also

as FAQs etc. for ready reference.

4. TraintheTrainer Program
Development and delivery of a Traine-Trainer program to prepare Organization for the delivery of
the training program. This pgoam will include:

a. Training the <<DISCOM>> Core Team members on the customized version of the ERP
System
model the approach.
b. Opportunity for knowledge sharing in the aredideading practice, concepts, new business
processes and knowledge to the <<DISCOM>> Core Team members.

c. Sharing of leading practices on creating an effective classroom and an appropriate learning

environment.

d. Sharing of leading practices on classroommouuinication to enable the <<DISCOM>> Core

application6s a suser,tallowing thé tainibgetearh toai n e d

Team members to encourage student involvement and student interaction.

e. The program includes instruction on meerbal behavior, listening skills, questioning
techniques, how to manage difficult behaviors, intempgebody language, and general

presentation tips.

5. End user Training responsibilities to include the following

Role Analysis

Training needs analysis matrix, identifying and defining thewesats of
all locations affected by the implementation of new technology
associated processes

Curriculum Design

Finalizedcourse designs, including:
9 List of business processes and system tasks
9 Ouitline of rolebased training courses
9 Plan for incorporating business process and policy informatiot

Education
Plan

Project

A project plan detailing:
1 Timeline for entire project
1 Ownership and respondiities for training material developme
and delivery
1 Work efforts and resource requirements from the <<DISCOM;

Table 6: End User Training Responsibility

a. Onsite training and support

Content Development

Tool training

I Handson training to enable participants to create co
outlines, record topics, edit topics and publish & deploy con
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Prototype 1 Develop standards, design, and develop prototype co
Development deliverablesui | i zi ng the <cust ome
Practice the review and revision lifecycle

Table 7: Onsite Training & Support

b. End user content development

Content Development 1 End Usertraining content in the form of simulations and P
for the topics Based content and video sessions
identified 1 Developing test material for topics identified

Table 8: End User Content Development

c. Train-TheTrainer Program

Content Publishing 1 Role-based training media courseware

1 Rolebased instructor and participant guides
Train -the-trainer Training the <<DISCOM>>0s Cor e
workshop version of the ERP System as it would be traineehibusers, allowing the

training team to model the approach to train End Users

T Opportunity for knowledge sharing in the area of leading prad
concepts, new business processes and knowledge tc
<<DISCOM>>

1 Each workshop will have at least 30 peopleeworkshop will be
conducted in batches. ThERPSI will award a certificate o
completion, after completion of each training workshop.

1 All the training material in soft and hard format will be hang
over to the utility and will be treated as utility pesty.

Technical training T Training the <<DISCOM>>0s €
Technology, HLD, LLD, Master Data Management etc.
T This training wil!/l be given

members responsible for carrying out technical activities relats
the system like maintenance of database, operating system, bg
etc.

Table 9: Train the Trainer Program

6. Training for Higher Management of <<DISCOM>>
a. ERP Sensitization workshop: Sensitization workshop will be providedetombers of higher

management of <<DISCOM>>. The training would provide high level understanding of the
ERP system and its functionalities. The session will also highlight the unique requirement of

the proposed ERP system.

b. ERP Management Dashboard Trainifijis entails training provided to Senior Management
of <<DISCOM>> to be able to access and extract reports and other relevant analytical data

for quick decision making.

c. Locations of training: The training shall be provided at the location(s) at Corporate Office
and Site office locations of <<DISCOM>>. The space and furniture at these locations would

be provided by the <<DISCOM>>.
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d. The training center facility with seating capacity shall bevigied by the <<DISCOM>>. The
ERPSIs hal | arrange the necessary equi pmentés
end users.

8. Change Management

<<DISCOM>> considers implementation of ERP will have significant impact on its business
processes and pgle. Effective change management activities will be required to ensure that
<<DISCOM>> employees are aware about the ERP Project and the change in work practices. The
ERPSIwill be required to carry out activities as part of change management initiagivesusing on

the change management and capacity building approach and plan so as to be able to tackle the issues
that might arise due to new processes of the ERP system.

Training for ERP will allow multiple stakeholders to participate in the day to daageaent of the

solution and ensure sustainable programs to cover specific ERP programs in order to ensure adoption
of the system at each level.

8.1 Change Management

Introducing radical reforms has to be necessarily accompanied by efforts to energméeanthe
mindsets of the people both within and outside the department. For instance, the <<DISCOM>>
staff should be skilled to operate and work in a significantly newer and different way. A well
calculated and welllesigned strategy has to be followktdt the people to be trained to work
effectively in the new environment. It is necessary to formulate a change management plan with
appropriate interventions for capacity building, training, and stakeholder communications. A
successful Change Managemerad®am will ensure:

A smooth transition to the new way of working

The organization/people support the changes implemented

Individuals know how the changes affect them and the role they have to play

Stakeholders to understand the benefits of the changéstanthlize it

The new system and its underlying concepts are understood

People are aware of how roles and responsibilities are changing

Everyone is motivated and committed to the change program

The success and progress of the program is monitored asdneea

S@mPan Ty

8.2 Key Change Management Implications
The implementation of a new ERP system, <<DISCOM>> will have several change implications
emanating from the following changes:
a. Process and procedural (necessary introduction of some new process and systemsgemanatin
from the need of changing core functional information flow in a few cases)
b. Technical and technological (introduction of new technologies for enabling the new
/unaddressed business requirements)
c. Organizational (transformation of existing organizationalcdtire and redefined roles and
responsibilities)

8.3 Change Management Plan
ERPSIwill formulate a comprehensive Change Management Strategy built on three key components
as mentioned below:

8.3.1HR Plan
The Human resources Plan will focus on the peopléhé organization. It will have four main
components agdescribedelow:
1 Capacity Building Plan
o Classify all the stakeholders based on roles, education and current skill set and then provide
targeted trainings
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o0 Conduct orientation workshops to familiaritee staff with the revised processes and new
technology
1 Appraisal Workshop
0 To be conducted to gauge the current knowledge of the staff and the status of the service
delivery system.
0 The senior management should interact with all the stakeholders totandeasd address
any issues
1 Mentoring & Coaching Schemes
o Provide classroom training to the staff members such that each staff member is assigned a
mentor who is approachable for help
0 Also, the shadow reverse shadow method of teaching will be adoptdtathmember will
first observe the mentor at work and then the mentor would observe the staff member at
work
o Conduct Interactive quiz at the end of training session
1 Feedback and Review
o Feedback will be obtained through questionnaires prepared in @ctiedjmanner from the
participants to measure the effectiveness of the change management program.
0 Based on the evaluation, suitable methodology will be designed to achieve the expected
levels of awareness.

8.3.20perationaPlan

The Operational Plan wifocus on putting Change Management into action. It starts with a formal
appointment of a Change Management Team and defiplessad mplementation approach.

1 Appoint a Change Management Team

o Identify a team of best performers during the training andimate them as Process and
System Leaders.

0 Process Leaders shall gain complete understanding of the change implications and strategies
relevant to the process of these services and help the staff members with any process related
queries.

0 System Leadershall help the staff members with any technical or system related queries

1 Phased Implementation Approach
o PHASE I
A Development of training & communication materials
A Identification of creation of Change Management team
o PHASEIII
A Release of official Communication
A Roll out of training and communication plan
A Organize exposure visits
o PHASE Il
A Monitoring & appraisal of Change Management Strategy
A Organize Feedback Sessions

8.3.3CommunicatiorPlan

The Project communication plan tboes the communication regarding the project. This includes
reporting of status and change control communications. In addition to providing information on the
project status and progreissvhich will increase the sense of involvement for everybody, then@e
Management Communication plan will include material on all other aspects of the program
implementation, including technology, process, etc. A {églel sample communication plan is
indicated below:

ProjectStatus Purposé This reports the accomplishments and re§ Weekly
Meetings of the project at selected milestones in the proje

also gives plans for the next week, status of activ

and significant issues for the project. This re
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provides insight ito any delays in the schedule.
Internal Project Purposei To discuss progress of projects and { As Required
Meetings issues/concerns FrequenicyAs required, and at lea:

twice a week
Change Control Purposei To review proposed changes to the proj¢ As Required
Board (CCB) scope
Meeting

8.3.4Datacollection, feedback analysis and corrective action

Employee Involvement is an integral part of change management. Feedback from employees is very
much essential. Analysis and corrective actimased on this feedback helps in implementation of
change management.

8.4 Responsibilities of Change Management Teams
The key responsibilities of Change Management Teams which include BB#SI and
<<DISCOM>> would be as follows:

a. Assessing and buildingtaff capability to implement change quickly and effectively

b. Preparing key officers and their direct reports to meet the challenges and

c. opportunities they will encounter as they implement new processes

d. Implement and monitor training plans

e. Helping to increae individual skills, and knowledge

f. Developing and implementing change communication plans

g. Facilitation to concerned staff for transition to new roles

8.5 Change Management Phase Wise Deliverables
Project Preparation
a. Prepare a detailed change management ingonication strategy along with plan covering
the entire lifecycle of the project
b. Provide support to <<DISCOM>> in identifying change managers and change agents
including preparation of key skill requirements
Business Blueprint
a. Prepare change managemeziated materials such as newsletters, booklets, etc.
b. Conduct change management workshops at corporate office and agreed field locations
c. Identify process level changes and/or role level changes due to ERP implementation and
support <<DISCOM>> in effectivelgonveying the same
d. Prepare Key Performance Indicators (KPIs)
Design and Customization
a. Management awareness workshop
b. Risk assessment and Business Impact Analysis
c. Continuous communication & measurement of communication effectiveness.
PreGo-Live
a. Train the Trainer on Change Management Activities
b. Measurement of training effectiveness
c. ERP readiness assessment
d. Continuous communication
Go-Live
a. Cutover Strategy
o All transitional data from legacy & physical systems
0 Sunsetting of Operations on Legdgystem to ERP System
b. Golive communications
c. Help Desk assessment
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